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A survey of network intrusion detection methods for industrial control
systems
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Abstract: With the networking of industrial control systems (ICS), its original closeness has been broken. Various
viruses and Trojans have entered ICS with normal information flow, which has seriously threatened the security of ICS.
Then, how to protect ICS security becomes an issue of prior importance. Intrusion detection, as an active information
security protection technology, can effectively remedy the shortcomings of traditional security protection technologies
such as firewalls. It is often considered as the second security line of ICS, and can realize real-time detection of external
and internal intrusions of ICS. At present, the research of intrusion detection in industrial control systems is very active.
Researchers from different fields, such as computer, automation and communication, have proposed a series of ICS
intrusion detection methods from different perspectives, which has become a hot research direction in the field of ICS
security. This paper briefly reviews the state-of-art of the ICS intrusion detection, the existing problems and the problems
to be further solved.
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J3—J7 1, ICS ) R 415 B R B EMLEPICS 111
B TP 2, s i) 2 A% IR ) IO 28 (1 DY 2% i ), AR
I B A B RIR SR AR A I 43 9 2 T =L (1
2 FONAZ G I R I - 9 2% g NAZ RGN, AN 0 S
RG340 2 25 4 Ao N, #4875 EEHRHNICS R 4 Hh 1) FHLEK
I 286 75 1F 5 T30 FH 52 B 18 Ol T BIRFAE. REAE B2 X
FG3HT A TCS S5 35 6 0 R 255 42 A6 00 F S B 3R 5, RS A
FERAMER . A AT 3SR IRIREORIR. F140,
SR I R SR ICIE 8 T URAIE, AR A 3 41 B,
A R EORIR, T2 4 A R RE7E— @2 LRGeS
VIR D) 28 A ik, 6o A 6 BBk I V2 A 1 A 280K DU, e A
A PRI, PR I P L TR 23 B S5 DT IC 9 5
PRy B T4 VT BE B N ARSI 7 v, A8 1% A5 =T
BC 7732 R, 38 TSR N S RRAE I SR FH LA 52 2] ) 4y
HITHITRFAEREAT 40 25, B UL AT I, MLA8 2 31 T vk
B K& R T NI 7.
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R AR J ST e R DRI D). SRR (2] 4 O E B
BN A N D) e S5 N RRE, 851 2 AR A
R T b o 5 S AU U, >R P R 5y 2R T R A R g
AT 55 7 28, TR [3-4) 32 IR GRS ANE S vh BN
FRAE, BAR LG W 458 15 28 8L TPk, MAC Hidik.
Uy 15 . modbus DI RERD . B [A1EK. R G0+ 10 FAF 4%,
oA SCHR [3] 26 T o A g S B [A] 7 B AR A, R
Fe By IR W] RABE RS BEAT S35 K 0, SCHR (41 0] 2R G250
VAR AR A AGr I 77 v 3k AT 3 A . SR [5) LIS
PP BCAHRFIE, BT 58 B RHAIE AL 48 HOE 0K/ B
B w05, Fols. KE. RS XHEREK
I8 ()(-means) 58 28 5195651 I 2% ¥ = B A 3k 4T A
A A SR [6] LA 2% i B A SRR AIE, BT £ X1
R 45 9 2 e e L NS I ZE AR SRR L B2 T
N T] 4] ) 8% 3 = 0 TR AIE, K FH SCRE 1) &L (support
vector machine, SVM) 8.y% 147 70 A1 57 W K M. S
HiR [7] DA {5 P R REAIE, B2 H0 A AE AL 45 2
P/ H I MAC Hhk. TPk, 5 05 B islbR IR 7T
BRI TTRR R AT, K HT SVM A28 I 2% 14 4T 73 2
R ). SCHR (8] LA M 2% Y A REAIE, B 2% |
BT RURD H BT AR B I, SR P Ry
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(1) [ B W 5 DR 47 HE 42, SR B 6 T R0 ) Jre o 6 I
AR ) X 2 e S IS L. SCHR (1142 T —MhE
ok 0 5 O] £ 2 13k V1R R T AR 2 Sk Kl TS I 245 5 75 18
2 NARZ. SCHR [12] 2% FH HE~F- R 5 18] 7 2710 () Bt AL 53 A
J7ERT IE 5 TCS W 48 i & 7 510 53R4T G ASE AN T, AN Tfi
SIEIF FL I 5 Gt ) S AR SR [13] DAY 2% I
NRHIE, SR F 58 T 6 11 2 2 o B B K -means 532 Al
B3 28 SVM BEAT i & 7 A . STR [14] %5 H 1)
DNP3. 1% %42 il ¥ 1% (transmission control protocol,
modbus TCP) 1 OPC(OLE for process control) 1} 1%
BEAT fg AT, 52 BORH SRR AIE Ji5 K F A 28 ) 4% 3R AT 43 28
F5 5 A, SCHR 1515 modbus TCP HSGHAT i T,
K SVM BEAT 55 K. SR [16] 5F7E 1154 CAN
(controller area network) A £k [ N\ 12 ¥ 1 [ &3, 42 Bt
CAN 2 G 4 A SURRAE, >R F A7 B i JIE 2% (bloom
filter) 4 1 /& 75 A5 A AR AT 4. SCHR [17) 9F 7C 1 DoS
(denial of service) X7 T~ i) ICS A A= A5 I i /8, 42 HY
WX 265 it & N R AIE, SR I KC-31 4R (K -nearest neighbor,
KNN) SEHL 8% 5 ) T AT N2 2.

IR T 2 R N ARASE I 7 92 A RAE T A
BHAE AT NZAT N, 5 EN R B S
BIEKR, AT LA B AE AN & B AT R I, A B
A HE P, BE B8 56— AN XN BT A 8 &5 10 I O 3k 4T
MR, BEAR N ARG U B AR {5 A, 2 I 4% 9 = 0 i
FE T X 2 1) N AR ARSI 7 ¥ AT e o AE M 2 B G EodE
A B e TR AR AR B Bk, 5 — 7 T B e I ) 1CS
HIERAEAT A 5 B IR AN B 58 4 AN 2% 15 5. (LN TP #y
Bk o 1A HEWT k. 7E— B 00 T, B 2% M AT
AN [ ICS P A FH 1 i 1 B 50 4% 2 A] () 3 A5 A5 =,
T 25 T I 4% B N AR AL I 28 G0 4 e VA X R B AT
A. 1998 4F, Martin Roesch Fi Ci& & T & T JFHUEAR
5 I N AR A2 I 32 435 Snort, BT LAIA A8 — Pl s T 0 4%
FINREEIM R S, 04, Snort R JE A — 1N EA L
T ST R AT S 2% TP A0 s B0 10 S SRR PE [ 9
KHT R 28 NAZ G 2 Bt Snort A B B IRER Bl
IR B LRI o R Ak B AE 2 Bl D e, AN BB
SEIAN[F] (1) Ty RE. Snort #52E LU R T, 1& FH T 2 At
B VEAE R, SRR, 2 — PR E g N R R
4 (HH D) Re A 7 76 3.

R BT ENR S AR R 772, A
WEHB AR WAERPHEERSE, HEANBE LK
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RSCAF IR EALRR 54 N DEAT BB | B4

IR B i AR & W% IS TR (W IR
A DFE) &8 B, I T IX L5 R URRAE, X H o
FR) S 8 AT AT PRUA, I 72 AT RE J AR B TR N A
GRS, IR B AT . SCHR (1813 1 PLC £l 2% 1%
JER R A A IR L ICS N i ) B8, 3 T L R G
()R A& R AR AR AR, SR [ 7 o B2 SR R T7 ik AT N 1R
FU. SCHR 19152 B 1 F8XUP HE To IR 2, JE T D5k (1)
CUSUM(cumulative sum) J5 2% bt 588 i FE 1 F00 0 A= A
SEBRAE, W IR A B AT 4. STHR (20148 FH B 3 55k
% B VAR R 6F TCS W & 4t B 1R 8 AT AT A, R
0 22 W0 A R e R SR 2 SR R L
R 5 5. SCHR 21 SRR R A AT AIT VO
& (AR B, A RS A F T C R AR & CPU AH
KA B WAFHH Z58, R HIE REER 1248 71530 1T
S . SCER [22] SR BUE R R g h K KRR
WA, BLFEH N AT A7 2 AL B DR R A7 A7 A0 = B Ak
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o B o AR SR R G B s B b B e R AR R GUIR
A M, SR J5 R i g5 /s — ek T 2R SR A IF
FSr Wl S 95 AT . SCHR [24] 385 SR B ICS Fay N\ it s
AL RGAT AR @ RS R R G N S
L i N\t AT SR R0 SCHIR [25) 38 3 SCADA
F 405 N S E S IR IS R] 7 A 57 R G AT AR A,
K FH B T 7R AT AR R R pif 22 X 28 R AT 7 5 AT A
Sl SCHR [26] BF 77 7K Ab R 35 1) 2R 98 100 AR AL DU 1) 48,
T N L R R S5 S St TN
i H B, IR R ST R AT AR, B TR R R T oy
A NI FE%. SCER 27142 1 2 T A AL
5T (phasor measurement unit, PMU) H 3 i) N\ A= 46
7532, 18 I R B 1 B g i 4 7 ] PMU £ IE &% T30
TR ER R R Y, BT 2 i SR PMUU A
FIR R A NRAT A SCHR 2818 58 7 KL 3R 52
1) 73 A1 TN AR AW ] A8, 2 2 4 1) i N i H 04,
IR FH R A I 2 A DG MR O A N R
WL, SOk [29] $2 B — 280 E LS (computerized
numerical control, CNC) Il T £ 4t i) N 4 H 854, 18
1o 7 A 0 I PR AR SR, SR P 8 B KININ 45 73 28
71 S L5 ARSI STHR [30] 7] I 42 iU ICS R 4 %
. TR R DL M g B R, B RS IR L
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25 T SOk AN TR 1 70 B A% A SOk (413 — 200t
w7 REM M TUAR FE S B IR (1 56 &R 2
WLBE 2 4 R B S 2, — bt 78 & 223 R0@ 1 76 ICS
F BN E BUNAE 5 DB IR Bty 1) B i . SOk
(42142 tH — PG e AR HcHhs I &5 7792, BV v ) 22 2 L
R ot N B i AT BB AR e, FE AN TR O 2 A
D28 25 W) 260 T S0 T Bl B R . Sk [43] %
X LA N B H TCS B H — b “ BhAS/KEN” SR Bk
W 7732, A 4 1 N R B — AN BE LSRN 15 =, F BT
o 56 PH R 38 GoIRAS I Ge v 1 DU DA% 8 2 2
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g — e 5 3 o IR T I OR 40 I A 1
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ORI ) F GE R NAR A ] ), Bt 1 BE AL R
VRN DRI 5, S J8 s R 22 a3 A U R R R AN
1. SR [46] 3 ik Mg A i) 1) 7 St — Mol B 1)
R 8, P AR W R X2 s I 2 DI VR AR W )
Ret i P Bt SR (471 R B AR CORABLAR Ay 11 77 32 [] Bf
AT B GRS AL 2 HAl v, AT S 30 6 i 1 2
o AN, Sk (48] R FH ICS RGP s 5 et 1
—Ff summation N AZ W2, 7T LA R A& B 2 K
N2 T Y S WU £ B i 1 e ST [49] 8 15 B U
BAGIREZ TR AT T — B AW 28, JE 1 2= A
TPVESEEL T R R G AR R AN BT TR
A, STk [50] 85t R ICS B 7 sEIRE R THE B
WUt 17— Mo B 2 A U2, BE A R0 A5 B x> Al
A ICVE IR I B R BE F Y RS ME . SCER 51145 &
ARESAL IR 22 2] I iE T T BRI R A
D%, STHR [52] 25 6 R AS Ay 1 FRE X 68 77 v %0 4 fig
F, Do) P IS B e N AR R AT ARSI SR (53] B AT Tk
TR IR 285 1) B bR 58 7 52 48 7 1) A% I8 s 2o e
I 3, T8 AR KA SR T 28 SRS AE IR 5 B s
(] FR) P, 1 T 20 A A s 5 H bR 2 TR A B LART 5%
R, I T AR N R AT, SR 541 % Bt 5 5 0
N F G AR I\, T8 T T A N N UL 2 RN 2 Sy
T SEBIL 1 FEL IO R B N AR A

SEALL L, SCHR [55] 38 1 T — S8 A 4tk ok N
N UL 25 R0 B 22 43 B S IR FEL TR P B 1 N AR A
. STHR [56] 3 32 152 T B HC 18] 2 24 W) 2§ Aok 2=
SINTHI TR SEIL T Jo 2k N 484k 45 ) & S8 AR A
WM. SCHER[ST14 T — PR 2 T 1CS RGURA AT
I NAZ AT 7925, B A AE T AR Ik a8 - 3 7 i
I NAZ R I FIAFAE T “ P ) 28-PAT 287 I E NI
For i 4 T A B, ) FH 2 A5 28 Tt 0 1 A 3 PR N
HE 5, 2 I R 56 A 5 1 S R 75 A 7 B S 4
R AFENRAT .

IR NAR RSN T R R AR AR R T R GRS
T BT VESRAR ICS RIS B, Il (5 5 2
SRS AT (B 22 0 A IR 5 T O 1 R )
AT NARF ). — T 58 o UL A Ak B 7V LR T
TS S A TE R, RIS B A5 5 FAG A a] LAk, AT
AT DU N4 16 3R 15 BU A5 5 125 MR, B 45 2
S5 MR AR ZI L RB RO NGE G R T R
T R AT P Bk TR DA o 1 B 4. A Lt
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SCHR [58-60] K B {5 5 40 oK A B AR NS
T8 TV v R U B W AR Sk AT R R E
FA. R U0 % T ¥ B U A e A e, AR T 7 R KL
o AT R TR L 2 7™ R WL % VT i 4544, jY
B4 BRI B AR, B8R, B 3 B ik Tl
IR AR R RGH 4 R EAE R TURE
(I, SCHR [6 1] 3% T4 4E VLI 23 A 7T 71 [ 2 Bk
EFR T IRARAS e A F 28 v, HR I B RS
BHIE T HE T AR 2 4 ) SR . 3@ ik 7E
B8 B BN VI S, % 7 At — b e B
— P 1 D7) 8 A U ) R (1 Ak B0, SR [63] 4 A%
TS B IR R — AN Dy KRR AR, i — ol 6 M 55
INTTZEAG T A3 BB 1 A A A

R NARHFR T I A SR AL T 2, AR
WU A0 38 A i N A3, S FLAB B ek 40 A7 i
L, T Z20m T Bk 5% s B B T B A A A Ak, BT TG
TR RS W] 5 1 B0 BRI B T B U 102, 2
o B AL B U ) S AR BT P A2 R G0 5 AT 3 2 78 40
(1 0 4% RE VL (BORR s B RE ). I 4 o, — b 2o
MAS 57 P A FE A0 B T B el R 1 S R ST R
BE UM 2 TR 5 1 0 R, 6 T e i i LA
TR S B ) B 1 S e 1 e P e T B
e N M BUh AT NI 2R B, B 3 Bt 1) &= ) ek
EFTTREANEON S. SCHR [64-68] T H S-F i Bk RE
BAS I 1) 78 43 2 A A2 R G306 2 S-H B BE W 1. STk
[69] &1 A& FL I 45 HY 7 4] 7 22 TT X (1] Py 4R 2]
FLAG B /N P PR AS AT ARG I ok 5 B i A4 R B
. SCHR [70-711E WA TE B0k 3 AT R s il —
P IR AR BRSO R, il 1128 015 BV A R RS Ay
THE. STk [72] 3 — 2D $i W 78 A% G0 T B0 iR
B 1t TG Y AR, I WS- i A% [ 2 ML o A7 7E %
A AG THE ) 78 B4 1E R 2R G0 AL 2.5-Fs ik BE WL, OF
o T BRI R BB A T ELE AR R BT, X e g
WHR T B HRRE S R G SRS TR
FEE B PN FE BER AR TE SCRR [72] RO 3R b B, SCHR (73] 38 5
GINIEAS BANMEFE, 25 T RIS A7 AE BAT 28 AL A%
Bk N RGORESREM 1 78 256 F. SCHR (741 R D)
et B T B 7 2 KR k2> 1 SRR [72] R AR FRBR FE T
[ = RF R ORA A=
1.3 ETFICSIESIE S A ENNEREN G E

FRWIREE T RGURS AT BT S S A
T35 N Z G N A 5 (i A P AT o0 A, 5

T AR B v 0 2R I B AR T, I 9800 T O O
AN AL R X SR A S R 1 WS S A
2= Wk I 77 AR AR K B AR IR, {H 2565 ICS ) — £875 5 (
PAT &%) 77 AR 57 3, AT kS 21078 AR =X G i v
IR F. R IX R B 5, W e T4 1 2
TR AT 77 1 CAnARE ST 43 ) FRESE A543 A 7 v (n
JELISY A S 43 B R0 /DN i 2 A, BIDRE 2R G N\ o 45
57 i B SR, 8 SR W] LUK I AR A
N NITEST YN 258

SCHR [75] 5T /N A B er N 25 44 7V (wavelet
based attack detection signatures, WADeS) &l % 2% it
2 77 14 A A 46 ARk 5% (distributed denial of service
attack, DDoS) X ;. #1-F DDoS B £ 51 i /N o %
1A Ak, 38 I 5 R E D7 VR AR 4 A, T DL S B A
. STHR [76] 5= 17Nk 73 A7 1) B & 23 A7 An il DDoS 25
. o, IEFE B Mg mEa R ERE i E
A5 24 K A DDoS By i, 23 5| g B & 4 A1 i 3 AR
b, FLE T8 B “OR06” . IR AL, Be B 44T T 22 i
fELIE W] DAAE BUh ) 5 SR B 3R, A0 35 T /N o3 A
(1) e B 53 A1 43 M 7k OB RO B kel TR 3
FR (770 R F B8 /D 30 A 4 4 it ) 2 i B A 5, IR 4
HH i 22 23 B0 MR 2 SR 2R 6 28 8 v A B R HR A B 1)
55 A, 225 BT LA X 4 L O BAE AT
A BSOS T A () 4. SCHR (78] B2 FH /NI 4 B Sk A
I E T 1a) N ey 5 B0 e IS L. STHR [79] A
) £ FE X DDoS Bt i2E 47 ar il 38 5 5 #5082 4
(discrete wavelet transform, DWT) £l 55 S0 {5 37 - 25 #
(discrete fourier transform, DFT) #2& B B o5 45 4F, It
BT AN FE DU B 2y 28 3 5 A o 2R A I M
o 280 . SR [80] 2 T 1 g 2 4 A A R ALY A5
GAEFRE AR, B T — ok I I 2 DoS Bty 1) U7
L SCHR [81) 5 T I A543 #r £ th 1 9 R Bk A U 7
VR E SR /NS A F T A I AE R B, AR S A
H AH 2C 73 Bt $& BB e AiE. SCHR (821 45 & i L H &
L [ VR TR /N AR 4, S T % DoS Bt i
R IN, 2k B 7 B R N [ s i 4 e Y 52
Wi, SCHR (8311 U 1 — FhHEFE 5 G BC b A W AL i), 3
Tt 20 G B RN U A e B BBURF AL, B T B BN R AR A
SCHF ) AL R AR SCA 34T 4 2. STHR (841 B Xt
VEHER & 48, #2 th 1 — M {# A Hilbert-Huang %2 4t /1
SVM (1) iz B & 48 v N\ BUi t il 7 . SCHR (851 45 &
NG BT R ER SR 7RI AT T 2R R R X P S A
] R SCHR [86] &5 G /NI 43 B A 22 I 28 i 9 1



2082 # % 5

* R #34%

R HL DR A 0 v N s R R N AR ARG ) A S iR
(87145 & /N o M A 22 ROBE 2 1oy 3 A O A 7t 1
ICS [ IE5Z N\ ARSI i 51
14 ETFREBHBRLUEARONEENGE

1A SR, A OG5 3 AR ELICS RAAFAEN T, 15
BIMLZS % >0 % N TR Re BRI R B 47 0, 3L
HICS RANHIETE G HUPEFR A ICS RS “FREL”. &5t
ICS AR R G AFAE R R IR G, TiE A 2k
I [ P9 B B0k (1A B Tk &R, W Fa S AR ROk 7
— PR NAZ R IN (A OT 1. WR TR SUE R R
AR TR NARIHE S0, R E WA A ME— PR (1)
AR, AT FH T POE X o0 5 IR A — M =, B4 40T
DA TR &P BRARR 1 S SBAT HLER L Y28 SRR 4290, a0
WA IS AT HIBE RE 3 AT O B | X 4% [+
AP I [ B 5, (L, 246 AN R T B S THI R AE, T 50 4 1)
PRI FhZE PIL% 1 MAC B0 TP Hh ik 25, (R A i Sk
TER 20 AU . B AN 2. DR, I TR AU R
L 0 T AU 1A 6 T 5 P o 1 AR A S 3 0] A A
P P — R 0 81 37 5 B 2R G DRl RS R R S S A
I B R B AT A

MR A & % 18 SO AR AR A DA A, — S8 SR B
A B AL A5 4R B ELTE S P SR it ok FE RS T 4R
SURFAEYZ 9. WSSk (891 42 th T — Rl F2 B A N2
KW 7 3%, 38 L I 25 SVM AR L Sz i A 0 2R 355 vR
NAZAT . STHR[901 92 th 1 — Folr & 1 I e () 15
S H RN 5 ¥, % v 23 ST ME — AR B AR AR AE LR I
REABRIERAFAT 4. SCHR 917 51 XT 94 2% 4k 42 1) &
G, Wik 42 i) A E I SR AR 1 AR BE O R Tk
25 30 15 i TR 5 B TR) P 270 10k R AT Sk, B B HE 7R R AN [
178, B Th e ¥t 47 R i RE B 17 0, 2k T X 86 4T
NAHFAE, K F B 53 207 VAT N AR AR, AR I B
T INMBUR A A% B EOR 2 B0 7 1, LA & o Sk
RE. SCHR [92] % T SCADA & IR A& B veit 1 wifh
I NAZ AL 75325, — & H BRI AT 45 58 RS
SCADA 45 1) — SO A — FOIR A, = 2 W IHBNRE
HH ] 2 B ECAT I R IR ). TR (931 R EE I [ 2
#H £ (synchrophasor) . 76 il 2 5048 (14 I 23 48 O M 1
T T NI 715, 277 5 R e A6 W 1E A T
TR [0 B 5 8 Tk, 38 - SE ) R A. SCHR [94]
I FH 7 R FL R 1 S AR HaE Aon L ) R R B A B AT AR
AT e I o A R R BN (0 A3 R P S N A
T LN AR A, A2 — i T2 4 I AR A
. SCHIR [95] R B )RR PMIU 250t 7 38 S A

HL IR Al THE 55 B 2 ST FE X R GARAIE, R T
BERFAE R T T BRI N AR A 092,

SR, 5 LR A 2, — B % 4% 48 U BUAS
HER AT RIS O, s S BN AR A I 25 R B IR
AR, FEICS 1, Br T RGBS AT B A, B T it — 25 4%
P BB (5 2 DM R & fR el — S T & & 5 &
H A T Y AR A 5 i BT B e S
AT LME SN R Gu e 805 B T A=A, W PLC #2
il 4 1 ThE. 18 K 1% Tl N AR AL WU 5 92 Ol 55 4%
B 732 5040, STHER [96-971 A A, =4 A% 7 4% B
FAEMUE, PLC %M 38 A0 AT I AR /7 B 7 b D 6
S FH N R AR B T s 7E 2R B PLC ZhFEAR 4b 15 i,
SR FH 28 ) 4% 2 =) DhFE AR AR SE BN AR A .
F R “ AR 58, BRI % % B & 1E R
IEAT LA U A 8 SR B 4% ()X SE B i (1) 32 47 2
B 55 1% 43 BT 7 Y TR B O 1) 1)

SEBR b IR SCHR X B & FE SO R I 8 3 2
NI 6% J2 T 5 4 B2 T P A 7 THD 3R AT IR AR 8%
JZE T 53 AT, SCHR [98] 42 H — AN 48 SUR i 4244, 1% 42 4
187 FH 1 B 00 25 4 T B E 488 RN S 3 M A 3% o L
FA B MR A A i i, v] g — 0 g 2R ICS 17 Bk
. E 2 AR SUE AR 32 ZAR L TCP/IP Wil 3 3k 15
B WA ALK/ HTEE TTL. B 1R/ B R BRI
W O GEHUE S “A 3B bridi | “sackok” Fr & A “nop”
P 75 Al T R IX e B I BRI U R B R R R
G0 S WRAS S, AT iff 1oz IR R A AL (B i 2 i 3).
5 — 5 T, — S 78 TAF DA 25 rb (R 2 e X
ICS & 1& 148 SURFAE. SCHR (991 BIAE A 218254
DA PR it m A o — iy 3 1) 0 PR B DA OK I 48 2%, SR
[100] $7 Hi 78 ¥ 45 B8 44 v ic S BRI b 4 22 A /N i
7, 1 DAl 22 4 R v % 48 8ok I e 3 14T N, S
R [101] TELHBE A 1 ey 25 T~ 5008 00 A Rt ke )
Em TR EEA.

IR B SR i A A i W 5% I U
(10 S5 R ) A b, 3OS 1 X 4% o T 5 R A R, (H
ST ) BRI, 7 B\ 2 TH 43 A T SRR
AIE B Fi8 SR 7 vk A7 R W 5 B 480, SCik [102] B
FUHE T W BB () B A I 7 5, 3R H T 2 AR
W75 V54T 41 A RO C AT DA 008 v 0k A ) 7 e
Thag, SCHR (103132 H $2 38 o2k FLAS 5 (1 T/ P g B e
AIE, 83 SR A 1) SEIHE S5 T BRI R I R R 2= R A
155 70 BT B ol BIURH DGR AE, FF 1) A 8RR AIE S 30
WA KE WU D, SCHR [104] 45 4 Kalman 33, DU &



%113

KL & Ti=d R G W& AR 7 ikizik 2283

WAL KR AR KB IRIE T 22 5 T (A
Mk I 1y 246 222 {1 48 O BERR AR AE B AR S Im) &, I SEAT
K, AF70 %o fo A RN ERA 2. XM NER O 4
58 T IEBEER A RAE AL B 55 TS T I KR
SR, 3t T 5 B0 A 4R BUIE SR I SCHR [105] £ %F
GSM W % - LR RAS 5 A1 () 56 A Sy e — 48 80, il
FH S KABUSRA 5 2 3 40 5 B SR B B & FR SO,
ARG E T Yotk . SCER[106] TREIE 5 A
T R E AT S 1) 22 e FORE L A — AN 3t A T
AEFEX, AT S EWAD) B - RO AR AR IR A1) SRR [107 1%
BTG 5 B &8 SUE EORY E RL A T- Pk
M RFID(radio frequency identification) 15 7% I, i i %
293 M BT RFAE SR L, £ 5 A A KNN AT SVM 5 i
o3 R 5, BRI B R AR PR AR5 % DL, SCHR[108]
S5 T BT A RHIE 20T B B S R ) ) B e
FBE AN S 55 5 4IF, SR FH G 26 B8 2 R BOR, R B 2k
5T BRI B R T e S 4 SRR SR %

Aok, WA BTN SO AL ST R G b 4R 4L
A2 AL R B ICS RS0, 321 A B 7 Rk
TN SCHR [109] 25 FE 5 4% 15 SR A BORAE ICS H (¥ AT
AT BT, L T — NS, IR AR Y
FEHCICS 1) B ZRFPE AR B 80 SCHER [110] & e th
I FH LA P B R AR I ()R R B4 i BORIEAT Bt e
W, 2546 — 7€ 1) J15 50 M, B AK EARBRICS ) R 4
AV, AERCEREAE b, SCER (1117 4k B4RV T 3 T #84E
I [A] BRI D3R SUEN R G, FF R T SEE6 -1 G A4,
LA IR | R SURIAFAE. SCRR[112] 32 “i5 2
Wi J82 7 PR 792, A [ ) 04k v 7 B ) 4 D9 150 26 4R 4L,
FLG AR WA H S Bk 3 AR 2 5 BUZ R £ 4 e
I [E] 5 TE 5 38 AT I [R)AS [], 33k T e A R Jak i 2 i
HHBEAT N, SCER (113 RGBS T, IF 1R
T — ok R g R AR N IR A TR AU B
ol 7732 SCHR (114187 78 TARDIFE IS 415 5 IO SRy
PE, HE— AR TR SUE B A W A E FR B € fr
FHE I N R A B S S 6 TR S0R
(3 2F 78 AT B IR, VR /b T R iSOk
Tl 2 P AN 1R B S 00 1A 45 T8 S R 52

2 HE5RE

b RGN 2% A L4 —Fh ok e 3,
2R AL AR ) A G e 2 A R AT 102 A B 1D —
ot 2L 98 T B MR A IR EL O 48 AL Tk
P R G0 2 A e ALY — A B T 5 A, 3 LR 2 5
B Tl FERTE AR T T2 R, 2 B g o S i T

LLOy PR — R TS B 2 S
AL 75, BV I T X 2% B E LT D9 70 B SRS
I3 95, AE RS R AR R AR A 1) AR S A
BEAT St AR B AL U5 5 5 RS 2)
B 7 2, ¥ BUH R N N R G AR RE 5, 1 %t
W IR A5 5 IR 1T 1) SR

S ENRGEARE, DAk R a2
SRR, B[R] SR A i 42 ) 2R 48, i T AN R 0 2R
ZOR AP, TZ2HE B2 R TEASS
A AN 36 Y, T R B EE AN ] RO RFAE. PRI, 75 24
X TR GERI ARG I SEAT AL E . U, ey
G LRGN AR B& DL R A 1 L
W0 25 FRAFAIL, SR BERAEIEA 4% R G0 2 555 1A
DNA JZ SEHURS ARG I ) S 5. Lk, il T TR &
gt B S Ne g5 PEAN R Z% Pk, 1 22 b 2 B ) A% X 2%
W FRUARAE, 25 P B 5 (R ) 4 A s, f1S 4%
R YE52 BINAZ AL AN SRS th 2 ol 2 R, AR
T NI AIHERE. T340 AL TR R G A5 BRI
i AU s B R 20, 30 FAR A 2, e R 2%,
KR 2 e 8] (45 S AR e RS TR RS BINR
22 TE A2 A5 BEI0 =R, N AR ARG 1 PR 2 A 2
0. T, B X 4 5 A N AR A 7] 8 R R T 34 3z
AN, AL TIENAZA IR A A BB

2S£ ik (References)

[11 Morris T, Vaughn R, Dandass Y. A retrofit network
intrusion detection system for MODBUS RTU and ASCII
industrial control systems[C]. Proceedings of the 45th
Hawaii International Conference on System Science.
Hawaii: IEEE, 2012: 2338-2345.

[2] Zhou CJ, Huang S, Xiong N X, et al. Design and analysis
of multimodel-based anomaly intrusion detection systems
in industrial process automation[J]. IEEE Transactions on
Systems, Man, and Cybernetics: Systems, 2015, 45(10):
2168-2216.

[3] Caselli M, Zambon E, Kargl F. Sequence-aware intrusion
detection in industrial control systems[C]. Proceedings
of the 1st ACM Workshop on Cyber-Physical System
Security. Singapore: ACM, 2015: 13-24.

[4] Fovino I N, Carcano A, Murel T D L, et al. Modbus/dnp3
state-based intrusion detection system[C]. Proceedings
of the 24th IEEE International Conference on Advanced
Information Networking and Applications. Sydney:
IEEE, 2010: 729-736.

(51  Eig R Tl i) 22 40 0 7 o Al -5 B 48 93 7> FC T
FC[D]. B WA HI R 5 TR B, 2014,

(Wang H F. On anomaly detection and defense resource



2284

# # 5

% %34%

(6]

(7]

(8]

(9]

[10]

(1]

[12]

[13]

allocation of industrial control networks[D]. Hangzhou:
School of Control Science and Engineering, Zhejiang
University, 2014.)

DR T 1) TP ) R G A N AR A I 7 ik AT
FG BT [D]. BUM: WL RS R 2 5 TR AR,
2013.

(Luo Y F. Research and design on intrusion detection
methods for industrial control system[D]. Hangzhou:
School of Control Science and Engineering, Zhejiang
University, 2013.)

FEEE. Tl 4% il N 45 Modbus TCP B3R FE AL A6 W+
ARHFFCE S [D]. BAR: B TR B3 LR
B, 2016.

(Cheng C. Research and implementation of deep
packet inspection of Modbus TCP on industrial
control network[D]. Chengdu: School of Automation
Engineering,
Technology of China, 2016.)

P E, VLA, VIR, A, Tl oo 2% 37 e o A
FROE 2 T B 0 BTV D). D8 22 5838 K A AR, 2012,
46(2): 70-75.

(Hou C Y, Jiang H H, Rui W Z, et al. A probabilistic

principal component analysis approach for detecting

University of Electronic Science and

traffic anomaly in industrial networks[J]. Journal of Xi’an
Jiaotong University, 2012, 46(2): 70-75.)

Kleinmann A, Wool A. Automatic construction
of statechart-based anomaly detection models for
multi-threaded industrial control systems[DB/OL]. ACM
Transactions on Intelligent Systems and Technology,
2017, 8(4): 55.

Bai J, Hariri S, Nashif Y A. A network protection
DNP3 over TCP/IP protocol[C].
IEEE/ACIS 11th International Conference on Computer
Systems and Applications (AICCSA). Doha: IEEE, 2014:
9-15.

Ponomarev S, Atkison T. Industrial control system

framework for

network intrusion detection by telemetry analysis[J].
IEEE Transactions on Dependable and Secure
Computing, 2016, 13(2): 252-260.

fRr AR, JE T LA ) 00 45 P UL 8 5 AL [D]. b
AEART TR AT FL AR, 2014,

(Gao C M. Network traffic anomaly detection based
on industrial control network[D]. Beijing: School of
Computer Science & Technology, Beijing University of
Technology, 2014.)

KISV . R0 A% 2R Gt 22 4 B 47 o O 6 e A 0 P
FLE R [D]. Ab5t: o ERFEAB AR T S BRI
FEHI, 2018,

(Liu Y L. Research and application of traffic anormal

detection in smart grid industrial control system[D].

[14]

(15]

(16]

(17]

(18]

(19]

(20]

(21]

(22]

(23]

[24]

Beijing: Shenyang Institute of Computing Technology,
University of Chinese Academy of Sciences, 2018.)
Rl . Tl A2 1 2 S8 A AR ASE I BRI 7E (D], BAE:
B RHEOR S H 3 TR AR, 2017.

(Liu C C. Research on intrusion detection technology
School

of Automation Engineering, University of Electronic

of industrial control system[D]. Chengdu:

Science and Technology of China, 2017.)

WSO, JkaE L, T, 45 JE T PSO-SVM 1 Modbus
TCP I 7 A 7592 [J]. BT 524, 2014, 42(11):
2314-2320.

(Shang W L, Zhang S S, Wan M, et al. Modbus/TCP
communication anomaly detection algorithm based on
PSO-SVM[J]. Acta Electronica Sinica, 2014, 42(11):
2314-2320.)

Groza B, Murvay P. Efficient intrusion detection with
bloom filtering in controller area networks[J]. IEEE
Transactions on Information Forensics and Security,
2019, 14(4): 1037-1051.

Hosseini S, Azizi M. The hybrid technique for
DDoS detection with supervised learning algorithms[J].
Computer Networks, 2019, 158: 35-45.

Almalawi A, Yu X, Tari Z, et al. An unsupervised
anomaly-based detection approach for integrity attacks
on SCADA systems[J]. Computers & Security, 2014, 46:
94-110.

B Dol Az R4 % R E AT D). dbat: R
& H BT 7 et B, 2013,

(Zhao H. Research on anomaly detection algorithm
for industrial control systems[D]. Beijing: Automation
Research and Design Institute of Metallurgical Industry,
2013.)

Yang D, Usynin A, Hines ] W. Anomaly-based intrusion
detection for SCADA systems[C]. Proceedings of the
5th International Topical Meeting on Nuclear Plant
Instrumentation, Control And Human Machine Interface
Technology. Albuquerque: American Nuclear Society,
2006: 12-16.

Khalili A, Sami A. SysDetect: A systematic approach
to critical state determination for industrial intrusion
detection systems using Apriori algorithm[J]. Journal of
Process Control, 2015, 32: 154-160.

Erez N, Wool A. Control variable classification,
modeling and anomaly detection in Modbus/TCP
SCADA systems[J]. International Journal of Critical
Infrastructure Protection, 2015, 10(10): 59-70.

Marton I, Sanchez A, Carlos S, et al. Application of data
driven methods for condition monitoring maintenance[J].
Chemical Engineering Transactions, 2013, 33: 301-306.
Zhanwei S, Zenghui L. Abnormal detection method of



%113

R F: Tkdxd] & AR S NAZARN 7 k458

2285

[25]

[26]

[27]

(28]

[29]

(30]

[31]

(32]

(33]

[34]

[35]

[36]

industrial control system based on behavior model[J].
Computers & Security, 2019, 84: 166-178.
Kalech M. Cyber-attack detection in SCADA systems
using techniques[J].
Computers & Security, 2019, 84: 225-238.
Adepu S, Mathur A P. Distributed attack detection in a

temporal pattern recognition

water treatment plant: Method and case study[J]. IEEE
Transactions on Dependable and Secure Computing,
2018: 1-14.

Wang J, Shi D, Li Y, et al. Distributed framework
for detecting PMU data manipulation attacks with deep
autoencoders[J]. IEEE Transactions on Smart Grid, 2019,
10(4): 4401-4410.

Chen P, Yang S, Mccann J A, et al. Distributed
real-time anomaly detection in networked industrial
sensing systems[J]. IEEE Transactions on Industrial
Electronics, 2015, 62(6): 3832-3842.

Wu M, Moon Y B.

for cyber-manufacturing

Intrusion detection system
system[J]. Journal of
Manufacturing Science and Engineering-transactions of
the Asme, 2019, 141(3): 031007.
Zhang F, Kodituwakku H A, Hines J W, et al. Multilayer
data-driven cyber-attack detection system for industrial
control systems based on network, system, and process
data[J]. IEEE Transactions on Industrial Informatics,
2019, 15(7): 4362-4369.
Ying X, Sagong S U, Clark A, et al. Shape of the cloak:
Formal analysis of clock skew-based intrusion detection
system in controller area networks[J]. IEEE Transactions
on Information Forensics and Security, 2019, 14(9):
2300-2314.
Ahmed S, Lee Y, Hyun S, et al. Unsupervised machine
learning-based detection of covert data integrity assault
in smart grid networks utilizing isolation forest[J]. IEEE
Transactions on Information Forensics and Security,
2019, 14(10): 2765-2777.
Kailkhura B, Han Y S, Brahma S, et al. Distributed
bayesian detection in the presence of byzantine data[J].
IEEE Transactions on Signal Processing, 2015, 63(19):
5250-5263.
Kailkhura B, Han Y S, Brahma S, et al. Asymptotic
analysis of distributed bayesian detection with byzantine
data[J]. IEEE Signal Processing Letters, 2015, 22(5):
608-612.
Huang Y, Tang J, Cheng Y, et al. Real-time detection of
false data injection in smart grid networks: An adaptive
CUSUM method and analysis[J]. IEEE Systems Journal,
2016, 10(2): 532-543.
Manandhar K, Cao X, Hu F, et al. Detection of faults and

attacks including false data injection attack in smart grid

[37]

(38]

(39]

(40]

(41]

(42]

[43]

(44]

[45]

[46]

[47]

(48]

using kalman filter[J]. IEEE Transactions on Control of
Network Systems, 2014, 1(4): 370-379.

Guan Y, Ge X. Distributed attack detection and secure
estimation of networked cyber-physical systems against
false data injection attacks and jamming attacks[J]. IEEE
Transactions on Signal and Information Processing Over
Networks, 2018, 4(1): 48-59.

Amin S, Litrico X, Sastry S S, et al. Cyber security
of water SCADA systems, part I: Analysis and
experimentation of stealthy deception attacks[J]. IEEE
Transactions on Control Systems and Technology, 2013,
21(5): 1963-1970.

Amin S, Litrico X, Sastry S S, et al. Cyber security of
water SCADA systems, part II: Attack detection using
enhanced hydrodynamic models[J]. IEEE Transactions
on Control Systems and Technology, 2013, 21(5):
1679-1693.

Pasqualetti F, Dorfler F, Bullo F. Attack detection
and identification in cyber-physical systems[J]. IEEE
Transactions on Automatic Control, 2013, 58(11):
2715-2729.

Lee C, Shim H, Eun Y. On redundant observability:
From security index to attack detection and resilient state
estimation[J]. IEEE Transactions on Automatic Control,
2019, 64(2): 775-782.

Miao F, Zhu Q, Pajic M, et al. Coding schemes for
securing cyber-physical systems against stealthy data
injection attacks[J]. IEEE Transactions on Control of
Network Systems, 2017, 4(1): 106-117.

Satchidanandan B, Kumar P R. Dynamic watermarking:
active defense of networked cyber-physical systems[J].
Proceedings of the IEEE, 2016, 105(2): 219-240.

Li Y, Shi L, Chen T. Detection against linear deception
attacks on multi-sensor remote state estimation[J]. IEEE
Transactions on Control of Network Systems, 2018, 5(3):
846-856.

A, Hooshyar A, Yazdavar A H,

Attack eetection for load frequency control systems

Ameli et al
using stochastic unknown input estimators[J]. IEEE
Transactions on Information Forensics and Security,
2018, 13(10): 2575-2590.

Mo Y, Chabukswar R, Sinopoli B. Detecting integrity
attacks on SCADA systems[J]. IEEE Transactions
on Control Systems and Technology, 2014, 22(4):
1396-1407.

Kurt M N, Yilmaz Y, Wang X. Real-time detection of
hybrid and stealthy cyber-attacks in smart grid[J]. IEEE
Transactions on Information Forensics and Security,
2019, 14(2): 498-513.

Ye D, Zhang T. Summation detector for false



2286

% %34%

[49]

[50]

[51]

[52]

[53]

[54]

[55]

[56]

[57]

(58]

[59]

[60]

data-injection attack in cyber-physical systems[J]. IEEE
Transactions on Cybernetics, 2019: 1-8.

Kim J, Lee C, Shim H, et al. Detection of sensor attack
and resilient state estimation for uniformly observable
nonlinear systems having redundant sensors[J]. IEEE
Transactions on Automatic Control, 2019, 64(3):
1162-1169.

Chen R, Li X, Zhong H, et al. A novel online detection
method of data injection attack against dynamic state
estimation in smart grid[J]. Neurocomputing, 2019, 344:
73-81.

Kurt M N, Ogundijo O E, Li C, et al. Online cyber-attack
detection in smart grid:
approach[J]. IEEE Transactions on Smart Grid, 2019,
10(5): 5174-5185.

Singh S, Khanna K,

Joint-transformation-based detection of false data

A reinforcement learning

Bose R, et al

injection attacks in smart grid[J]. IEEE Transactions on
Industrial Informatics, 2018, 14(1): 89-97.

Zhang J, Wang X, Blum R S, et al. Attack detection in
sensor network target localization systems with quantized
data[J]. IEEE Transactions on Signal Processing, 2018,
66(8): 2070-2085.

Ameli A, Hooshyar A, Elsaadany E F, et al. Attack
detection and identification for automatic generation
control systems[J]. IEEE Transactions on Power Systems,
2018, 33(5): 4760-4774.

Wang X, Luo X, Zhang M, et al. Distributed detection
and isolation of false data injection attacks in smart grids
via nonlinear unknown input observers[J]. International
Journal of Electrical Power & Energy Systems, 2019, 110:
208-222.

Aldabbagh A W, Li Y, Chen T. An intrusion detection
system for cyber attacks in wireless networked control
systems[J]. IEEE Transactions on Circuits and Systems
Ti-express Briefs, 2018, 65(8): 1049-1053.
Mousavinejad E, Yang F, Han Q, et al. A novel cyber
attack detection method in networked control systems|[J].
IEEE Transactions on Systems, Man, and Cybernetics,
2018, 48(11): 3254-3264.

Corradini M L, Cristofaro A. A sliding-mode scheme

for monitoring malicious attacks in cyber-physical

systems[J].  IFAC-PapersOnLine, 2017, 50(1):
2702-2707.
Corradini M L, Cristofaro A. Robust detection

and reconstruction of state and sensor attacks for
cyber-physical systems using sliding modes[J]. IET
Control Theory and Applications, 2017, 11(11):
1756-1766.

Ao W, Song Y, Wen C. Adaptive cyber-physical system

[61]

[62]

[63]

[64]

[65]

[66]

[67]

(68]

[69]

[70]

[71]

[72]

(73]

attack detection and reconstruction with application to
power systems[J]. IET Control Theory and Applications,
2016, 10(12): 1458-1468.

Lu A, Yang G. Event-triggered secure observer-based
control for cyber-physical systems under adversarial
attacks[J]. Information Sciences, 2017, 420: 96-109.

Lu A, Yang G. Secure state estimation for cyber-physical
systems under sparse sensor attacks via a switched
Luenberger observer[J]. Information Sciences, 2017,417:
454-464.

Shi D, Elliott R J, Chen T, et al. On finite-state stochastic
modeling and secure estimation of cyber-physical
systems[J]. IEEE Transactions on Automatic Control,
2017, 62(1): 65-80.

Chong M S, Wakaiki M, Hespanha J P. Observability
of linear systems under adversarial attacks[C]. 2015
American Control Conference (ACC). Chicago: IEEE,
2015: 2439-2444.

Fawzi H, Tabuada P, Diggavi S N. Secure estimation
and control for cyber-physical systems under adversarial
attacks[J]. IEEE Transactions on Automatic Control,
2014, 59(6): 1454-1467.

Liu C, Wu J, Long C, et al. Dynamic state recovery
for cyber-physical systems under switching location
attacks[J]. IEEE Transactions on Control of Network
Systems, 2017, 4(1): 14-22.

Chang Y H, Hu Q, Tomlin C J. Secure estimation based
kalman filter for cyber-physical systems against sensor
attacks[J]. Automatica, 2018, 95: 399-412.

Shoukry Y, Nuzzo P, Puggelli A, et al. Secure state
estimation for cyber-physical systems under sensor
attacks: A satisfiability modulo theory approach[J].
IEEE Transactions on Automatic Control, 2017, 62(10):
4917-4932.

Zhao Y, Goldsmith A J, Poor H V. Minimum
sparsity of unobservable power network attacks[J].
IEEE Transactions on Automatic Control, 2017, 62(7):
3354-3368.

Mo Y, Hespanha J P, Sinopoli B. Resilient detection in
the presence of integrity attacks[J]. IEEE Transactions on
Signal Processing, 2014, 62(1): 31-43.

Mo Y, Sinopoli B. Robust estimation in the presence of
integrity attacks[J]. Conference on Decision and Control,
2013, 60(4): 1145-1151.

Shoukry Y, Tabuada P. Event-triggered state observers
for sparse sensor noise/attacks[J]. IEEE Transactions on
Automatic Control, 2016, 61(8): 2079-2091.

Lu A, Yang G. Secure luenberger-like observers for
cyber-physical systems under sparse actuator and sensor
attacks[J]. Automatica, 2018, 98: 124-129.



%113

R F: Tkdxd] & AR S NAZARN 7 k458

2287

[74]

[75]

[76]

[77]

(78]

[79]

[80]

(81]

[82]

[83]

[84]

[85]

[86]

Lu A, Yang G. Switched projected gradient descent
algorithms for secure state estimation under sparse sensor
attacks[J]. Automatica, 2019, 103: 503-514.
Ramanathan A. WADeS: A tool for distributed denial
of service attack detection[D]. Calgary: College of
Engineering, Texas A&M University, 2002.

Li L, Lee G. DDoS attack detection and wavelets[J].
Telecommunication Systems, 2005, 28(3): 435-451.
Barford P, Kline J, Plonka D, et al. A signal analysis
of network traffic anomalies[C]. Proceedings of the 2nd
ACM SIGCOMM Workshop on Internet Measurment.
Marseille: ACM, 2002: 71-82.

Dorsaneo J, Tummala M, Mceachen J C, et al. Analysis of
traffic signals on an SDN for detection and classification
of a man-in-the-middle attack[C]. The 12th International
Conference on Signal Processing and Communication
Systems (ICSPCS). Cairns: IEEE, 2018: 1-9.

Fouladi R F, Kayatas C E, Anarim E. Frequency based
DDoS attack detection approach using naive Bayes
classification[C]. The 39th International Conference
on Telecommunications and Signal Processing (TSP).
Vienna: IEEE, 2016: 104-107.

Wu Z, Yue M, Li D, et al. SEDP-based detection
of low-rate DoS attacks[J]. International Journal of
Communication Systems, 2015, 28(11): 1772-1788.
Wen K, Yang J, Cheng F, et al. Two-stage detection
algorithm for RoQ attack based on localized periodicity
analysis of traffic anomaly[C]. The 23rd International
Conference on Computer Communication and Networks
(ICCCN). Shanghai: IEEE, 2014: 1-6.

Dainotti A, Pescape A, Ventre G. NIS04-1:
Wavelet-based detection of DoS attacks[C]. Global
Communications Conference. San Francisco: IEEE,
2006: 1-6.

Karthikeyan P, Selvi S T, Neeraja G, et al. Prevention
of shilling attack in recommender systems using discrete
wavelet transform and support vector machine[C]. The
8th International Conference on Advanced Computing
(ICoAC). Chennai: IEEE, 2017: 99-104.

Zhang F, Zhou Q. HHT-SVM: An online method
for detecting profile injection attacks in collaborative
recommender systems[J]. Knowledge Based Systems,
2014, 65(1): 96-105.

Mishra D P, Samantaray S R, Joos G. A combined wavelet
and data-mining based intelligent protection scheme for
microgrid[J]. IEEE Transactions on Smart Grid, 2016,
7(5): 2295-2304.

Yu J J, Hou Y, Li V O. Online false data injection
attack detection with wavelet transform and deep neural

networks[J]. IEEE Transactions on Industrial Informatics,

[87]

(88]

(89]

(90]

[91]

(92]

(93]

[94]

[95]

[96]

[97]

2018, 14(7): 3271-3280.

K e, AT R 2 R B 73 #r 19 4% i)
A GUHCI BT A (7). #T K 2R 2R AR, 2018, 52(9):
1738-1746.

(Liu DL, Feng D Q. Deceptive attack detection of control
system using multi-scale principal component analysis[J].
Journal of Zhejiang University, 2018, 52(9): 1738-1746.)
DR, W, v, 55, W22 0 2 ek R R
AR DY R EE R FBREE, 2016, 46(8): 939-968.
(Luo J Z, Yang M, Ling Z, et al. Architecture and key
technologies of cyberspace security[J]. Scientia Sinica:
Informationis, 2016, 46(8): 939-968.)

Keliris A, Salehghaffari H, Cairl B R, et al. Machine
learning-based defense against process-aware attacks on
industrial control systems[C]. 2016 IEEE International
Test Conference. Fort Worth: IEEE, 2016: 1-10.

Dunlap S, Butts J, Lopez J, et al. Using timing-based
side channels for anomaly detection in industrial control
systems[J]. International Journal of Critical Infrastructure
Protection, 2016, 15: 12-26.

Wan M, Shang W, Zeng P. Double behavior characteristics
for one-class classification anomaly detection in
networked control systems[J]. IEEE Transactions on
Information Forensics and Security, 2017, 12(12):
3011-3023.

Almalawi A, Yu X, Tari Z, et al. An unsupervised
anomaly-based detection approach for integrity attacks
on SCADA systems[J]. Computers & Security, 2014, 46:
94-110.

Igbal T, Banna H U, Riaz M H. Cyber intrusion
detection through spatio-temporal correlation in
optimal power flow problem[C]. Proceedings in 2018
International Conference on Engineering and Emerging
Technologies (ICEET). Lahore: IEEE, 2018: 1-5.

Amini S, Pasqualetti F, Mohsenian-Rad H. Detecting

dynamic load altering attacks: A data-driven
time-frequency analysis[C]. Proceedings in 2015
IEEE International Conference on Smart Grid

Communications. Miami: IEEE, 2015: 503-508.

Ashok A, Govindarasu M, Ajjarapu V. Online detection of
stealthy false data injection attacks in power system state
estimation[J]. IEEE Transactions on Smart Grid, 2018,
9(3): 1636-1646.

MR AR R N E T D) FE B PLC 7 M I &R
4 [D]. HLMl: WK TRE AR, 2017.

(Xiao Y J. Non - Invasive PLC anomaly detection system
based on power consumption[D]. Hangzhou: School of
Electrical Engineering, Zhejiang University, 2017.)

Jia Z, et al. NIPAD: A

non-invasive power-based anomaly detection scheme for

Xiao Y, Xu Wenyuan,



2088 # % 5

* R #34%

programmable logic controllers[J]. Journal of Zhejiang
University, 2017, 18(4): 519-534.

[98] Esquivel H, Mori T, Akella A. Router-level spam
filtering using TCP fingerprints:  Architecture and
measurement-based evaluation[C]. The 6th Conference
on Email and Anti-Spam (CEAS). Mountain View: IEEE,
2009: 1-10.

[99] Gerdes R M, Daniels T E, Mina M, et al. Device
identification via analog signal fingerprinting: A matched
filter approach[C]. Network and Distributed System
Security Symposium (NDSS2006). San Diego: ISOC,
2006: 1-11.

[100] Kohno T, Broido A, Claffy K C. Remote physical device
fingerprinting[J]. IEEE Transactions on Dependable and
Secure Computing, 2005, 2(2): 93-108.

[101] Endi M, Elhalwagy Y Z. Three-layer PLC/SCADA
system architecture in process automation and data
monitoring[C]. The 2nd International Conference
on Computer and Automation Engineering (ICCAE).
Singapore: IEEE, 2010: 774-779.

[102] Urbina D I, Giraldo J A, Cardenas A A, et al.
Limiting the impact of stealthy attacks on industrial
control systems[C]. 2016 ACM SIGSAC Conference
on Computer and Communications Security (CCS2016).
Vienna: ACM, 2016: 1092-1105.

[103] Danev B, Zanetti D, Capkun S. On physical-layer
identification of wireless devices[J]. ACM Computing
Surveys (CSUR), 2012, 45(1): 1-29.

[104] Rasmussen K B, Capkun S. Implications of radio
fingerprinting on the security of sensor networks[C].
The 3rd International Conference on Security and
Privacy in Communications Networks and the
Workshops (SecureComm 2007). Nice: IEEE, 2007:
331-340.

[105] Reising D R, Temple M A, Mendenhall M J. Improved
wireless security for GMSK-based devices using RF
fingerprinting[J]. International Journal of Electronic
Security and Digital Forensics, 2010, 3(1): 41-59.

[106] Gerdes R M, Mina M, Russell S F, et al. Physical-layer
identification of wired ethernet devices[J]. IEEE
Transactions on Information Forensics and Security,
2012, 7(4): 1339-1353.

[107] Danev B, Heydt-Benjamin T S, Capkun S. Physical-layer
identification of RFID devices[C]. The 18th Conference
on USENIX Security Symposium. Montreal: USENIX

Association, 2009: 199-214.

[108] Wang W, Sun Z, Piao S, et al. Wireless physical-layer

Modeling and validation[J]. IEEE
Transactions on Information Forensics and Security,
2016, 11(9): 2091-2106.

[109] Caselli M, HadZiosmanovi¢ D, Zambon E, et al. On

the feasibility of device fingerprinting in industrial

identification:

control systems[C]. International Workshop on Critical
Information Infrastructures Security. Cham: Springer,
2013: 155-166.

[110] Formby D, Srinivasan P, Leonard A, et al. Who’s in
control of your control system? Device fingerprinting
for cyber-physical systems[C]. Network and Distributed
System Security Symposium (NDSS2016). San Diego:
ISOC, 2016: 1-15.

[111] Gu Q, Formby D, Ji S, et al. Fingerprinting for
cyber-physical system security: Device physics matters
too[J]. IEEE Security & Privacy, 2018, 16(5): 49-59.

[112] Shen C, Liu C, Tan H, et al. Hybrid-augmented device
fingerprinting for intrusion detection in industrial control
system networks[J]. IEEE Wireless Communications,
2018, 25(6): 26-31.

[113] Ahmed C M, Mathur A P. Hardware identification
via sensor fingerprinting in a cyber physical system[C].
2017 IEEE International Conference on Software Quality,
Reliability and Security Companion (QRS-C). Prague:
IEEE, 2017: 517-524.

[114] Faragher R, Harle R. Location fingerprinting with
bluetooth low energy beacons[J]. IEEE Journal on
Selected Areas in Communications, 2015, 33(11):
2418-2428.

fEEENY

K% (1982—), 5, #d%, LA T W, NN R
Guiah &l vk S A BRI N S B S, E-mail: wazhang
@zjut.edu.cn;

HERE (1983—), 55, B, Wt NHEEVE RS
BE . T2 4. WIBe M 22 4 5 38R 2 2 F W AL, E-mail:
zhong1983 @zjut.edu.cn;

RBB(1985-), 55, BI#ER, L, NEHEEVMERSR
455, E-mail: junweizhul001 @zjut.edu.cn;

FRfd (1984—), B, #uz, i+, NEEEME. BEY
HAGZA, AT S5 %0, E-mail: bchen@

zjut.edu.cn.

(AR FRRF)



