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Abstract: Cyber security risk assessment of control system power plant control systems often has strong subjective and
uncertainty problems, and these issues will have a certain impact on the assessment results. To solve this problem, a
method of information security risk assessment of power plant control systems based on the D-AHP and the TOPSIS is
proposed. According to the relevant industry standards for risk assessment of industrial control systems, assets, threats,
vulnerabilities and existing safety measures of industrial control systems are identified, and the assessment index system
and a hierarchical structure model are established. Aiming at the uncertainty of assessment information caused by the
differencesin expert’s experience, the D-AHP is used to solve the impact weights of each index. Then the TOPSIS is used
to find the expert weight. Finally, the information security risk value of the control system for power plants is obtained.
Example analysis shows the effectiveness of the proposed method and the better accuracy of assessment results.

Keywords: power plant control system; risk assessment; D number theory; AHP; TOPSIS; information security risk

value

0 51 &

B Tk 4.0 FLICR + AT B3R AN W
J&, Tl 2 4i05 B2 A m @ o g p o iz %
LT Tk R RIS B A e Ml B F Ak &
R E KRR 2017 3 — R B R R 75 “Petya” Tk
MEANER B RGEARIRRSE TS T BRI
e 20, AR Ay [ R 40 35 i 2 2 1) B i S 4%, A1k 2018 48

Yk BEA: 2019-03-03; 1&[E HHEA: 2019-08-05.

J%, 4% B KRR AL B A B 11.4542 T B, E
I 5 R I SRR R I L2 R 3 70 % F LA,
T2 RS SEHE R L ARENRE
BRI 22 A R R AR H R R sR L) 8 R G5 B 4
(R RS AL . 2015 4 [H ZXReI R miAn 1 (L) Ieds &
G SRR RE ) , R, JE G % B EE A G &
HL T 28 1 R G PR SO A L B XU VP A 7 2.

HEWBE: Ll BT w0 H (18511105700, 18511105800).

RERE: XA
T IEE. E-mail: 766070277 @qg.com.



2446 ECa |

5

* R #34%

R, A Tl ] 28 48 T B0 PG 5 9 2 B
SRVl E RV ISR S VPGP T XU PP A4
REPR I, 02 I B 1 I3 B 2 4095 BVE 0 45
R, T H S 2L PP, 1A K A PR P 4 ] I
B RO AU E L 2 E N AT E B
ZMRAE RN 2 IR HTVE L DS TESE B0 L Bt 4
YRS Sl 2RISR (A R P se g AN A R ]
B, JFHES 1 PP 5 IR W FU Bt e PR s A O SR
T IX ) B R A AR )5 B 2 A KU VAR T V5, A
ROBEAR 1 X ERE IR0, AEAE T 58 TR AR AL IR R
T ARG R R Hrid, MR BEET B T
4545 DS RS BAR AR IR 70 Mk R BRI E R &K
SO, ELAF A A 22 4 U 22 TR I ZTE A LM IX — J)
BRAE. o H R A5 51 A FHBSER J2= 2 20 #T i (F-AHP) X 5
B ARGUHAT MRV, BOU R LSRR T RGN R
REH R AR, B L35 VP0G, A — e FEE B3R 11T
A L. AHAZ T IR AE A S % SRPP AR R R I, IR 75 &
BRI 122 e VERT VAL 45 2R A 1 R i

FeF DA B R AR A L IR R GE B LA
515 37 SR AT RS PPk P32 (1 A, AR SCR T D 5l
JE R BT (D-AHP) ST L 423 R 405 B 2 42X
B VE A 2 MR AR, SR AS B 98 P A0 S IRt 15 2
AR A1 % 2 T X DAl 45 R I 2. 45 5 3 3 B AR
ik 1% (TOPSIS) T 554 S 45 7 DL IR HERf B I 5K
B FZIPNAE, il THEAG B i R4
B R L M.

1 B TR RA A5
1.1 B Tl R 5 XS TG B FR

R I R 5 R AR IR R R
(DCS)), w4242 R 4t (PLC) L K I B 26 R 4t
(FCS). H i, $& E Kk J) & Wbl AH 3 2Rk H 3B AE
ABB. P[5 B HL R DL R A 5 AR I 45 23 = (1
DCS. 1 & L) 2 il Z 4035 i oK F % F 0 R A4 |
VE R GAIEAS P, HAFCE T 5 P W 2% 2 A4
B T B, AF ARG 1 2 2 AR U0 R, R g
RVAE 2 5% N AT 0] R Ak N B B N 2 S N 3
M2 M A7 ARy, f) 6 R R 2 e PT
i R R T B e e 55 PR VA AR, B
LA BN R G0 XS 2R A fE. 8 I S it X
PEAS AT DU IR 45 1) R G A7 AR 10 22 4 AU, F2 1 FE
T R G0 2 A B U BT St 2 A B L R AR
s i) 22 G0 I A o A ) e A 1k
1.2 HEXKEIFEERER

DL BB %2 42 [2015136 5 SCAHE RS AR, IR 4G
G L AR R G 0 S B 1 g PP A HE A, S U

. £ O B PE  AR A | s R ] v, PRSI
T R S P RN Ay DR 236 s D B, AR i 55 1 A
BRI, LR O 1 TR e A it AN R A P 2
AAE IR 9N 5 T HEAT VEAS FIRAE. ) (5 B2 4K
B PPAS AR R 4Nk 1 B s,

*1 B[ FEERENEITMiER

e — GgkE Hiik
(R (Ur) AR T 2 B0 AR L LB 8 A R A R B s R
% (Uy) SeREHE (Ura) (A 5% 13 B R R 2 A B BB 45
AT (Urs) AR O B LS SR D R 0 i U
- HEIEE (Uar) R R TR 2 R Ay R
(U
’ AHHE (Uzz) I T B R R
s 0 HORIESIHE (Usy) AW FAE . REE . R SR 2
[283p]
’ EHEIINE (Uss) o0 R G S FIAL SV S Sk, T 5 LA B RGN HIE, 5 4 5 o Bk %
- b 5 4t (U T 25 T DG M PR G 5 0 4 T 2 T
A 4 (UL

PRy 22 238 T (Us2)

PRI 22 A FT LAk B 22 A S R A s 2HL 2R B i B 1 R

2 P RGERBLEXNR I EE
2.1 DHIEL

D ¥ HE 8 & DS UEHE FLE (0 JE, S Deng!'? 7£
DS iEE B B Al b4 AN E M R, B
i T DSEHEEISTE RIE A EE S 7 H AL, H

A 22 40T (BPA) A 7 223 2 T8 B 20 0, e
AEHRAE BANSERE G L. 5 DS UEHE B A L, D 33
e LA B K1 I FH Y L, T DB b A Ak B AN i
EAE R DEER IR B MK S, BT R AL 3,
H AT A T AN 5] R Ak I B A4S AR B R s . A



%113

iR 5. L T D-AHP#=TOPSIS 69 X ®. ] 54| & 418 8.2 4 K& i1 2447

Ub, AR SCHs D ECEEAR F T HL T 2 ) 2R e KU VT A T
7.
EX1 WA IMHRMBEZES DERE

AN, 5E SCD: 2 — [0, 132 %> D(B) <
BCQ

L,HD(@) = 0. Ko N5, BT R
Z D(B) = 1,03t ] 1 DEUT Lon 15 B2 e 8
BCQ
s R Z A5 B RA e EE 131,

E)‘(Z é\D - {(b17v1)ﬂ(b271}2)a”' ,(bi,'l}i),
oo (b, vn) YA DL WD E IRl E N

I(D) = b, (1
=1
AH DA SRR .

ENX3 WAAETFEARUSE, BT U x U IS
WA 1) 77 AEAE, B W i 58 R N
pr:U xU —[0,1]. 2)
DUEFERITE B RN R = [rij]nxn, B
v, Uy --- U,
Ui | r1 m2 - Tn
R= U | ry1 1og -+ 7oy
Un Tnl T™h2 " Tnn

Horbry R ERUMBTERU; KRR, ry;
FRIRARL B0 B £ SR -

0, U, LU, 4% 5 %

€ (0,0.5), U, lbU, H 2 — 1L,

rij = 4 0.5, U; 5U; A% B2,

€ (0.5,1), U;bbU, HE B —k;

1, U, FU, ¢n %2

EX4 DHUIF R AR Rp ZHIrU A, LID
HOERE 7 AR A

ur:UxU — D. 3)
AR AR IR N Rp = [Dijlnxn, B
Uu, U, --- U,

Ui | Di1 Di2 -+ Dy,
Rp= Uy | D3y Dyy -+ Dy,

Un Dnl Dn2 Dnn
Hor
Dij = {(bijvvij)a (bgj7véj)7"' 7(6%31)5%)}7
D, =A{

(1 - b?)”i’j)v (1 - b;javéj)y Ty

(1=03,v2)}, Vi, j € {1,2,--- ,n};

by €10,1], Vk € {1,2,--- ,m};

D;; ={(0.5,1.0)}, Vi € {1,2,--- ,n};
by FoR kAL SN A R T AR
Y B BRL ;v o izt 5% B B () R
2.2 D-AHP/

WAy HTiE (AHP) 5 He 5k H AR A K 1 0 3 4%
HRZ 0 R R A T0UZ E bR A )2 o 0 DL AR 2
i RWER AR, & —FhE =5 e S G LA T
AT T E U R LR ) R IRy TiE AN E T A A
FEANHH 8 A5 I8 B0 = APEA. IR, A Sl i R A ekt
(1 D-AHP J5 3358 B 1 i A B AN 58 PR35 T XU 11
il i) . KR RGLE B 2 A RS VR 2 IR S
PR A P 1 Fro.

[ ko)l R0 A | H 2
[

| #

[
I
o EZN
P v || (B (S

El1 K[ #EHRREERENEITEBRREMERE

THREFEAAE ) D-AHP 7 LA IR

Step 1: ZHZR VP4 & F 6t EL 8 & FR bR FF M & D
B wiF % Rp;

Step 2: F| H D 2 & A ¥ D £l b 56 5 Rp ¥%
W SEEFERE Res

Step 3: 4 2 5L T4 & BUERE Re WML AERE Rp,
THEL RN FC LR B 18] PRl 2 1

Step4: THH Rp 5 FE i REAT AN IR 4R /N AT
P R e IR R AE R HE 7 15 3 = M AGHEFE RT,

Step 5: M4 = MAALHERE RE X SEHUHRE Re =
10, 13 3 = A S BERE RE

Step 6: AR HE T IR TR AR I A X AL

FEVFEACE R, N O EA SR

S5
Rz

Rl

LN

&

E
b

=
=
=
M EH
BB

> RE(i )
_ a=1 o
I'D'iin(n—l)/fj < i, “)

Horbn R O L FR AR AN B
2.3 TOPSIS /5%

TOPSIS FR I8 it B AR HE 715, & 2 H AR U3k
I 50—l P AR 92, SRR AR 5 B By,
2 78 LR 1] A )3 AR AL b, B IE BRAR RN 47 B



2448 # % 5

* R #34%

RO SR, I o SV AG AR A 55 1 S B AR R £ A X
FEIL AR A VPl FE A I AR 95 R FE (AR I )
FREBN A PE I 3 AR A 1 B B AT T BE AR B AR AR Y
PR B B I 77 2. BT AP BRI R
Step 1: B SZHIARTEHIFEFE M 4. BEVPAL L KA

h = {h1>h27"' 7hn}7
TEAGR R AG PR 4R

U= {U17U27"' aUn}
R EHIIEVERIFERE Ma = [aij]nxm. B

a’ll PN

alj e Qim

My =

ap1 - Apm

Step 2: FUVE A AL BEIFFIRERE. X 70 Bl K M 46
AR IMPE SR AR, B EAR PG B8 PR Al R bRt AT
AL AL P

XTSRS, A

aij — min(aij)

anj

bii = max(a;;) — min(aij); )
TSR TR, B
o max(aij) — A4y
by = max(a;;) — min(a;;)’ ©
H1 by B ARTEALPFHFERE Mp = [bij]nxm.

Step 3: A4 2 BRI E B PPk Fig Fm AL 5 VG
AW RE Mg AR, Mo = [Cij)nwoms S cij =
w;bsj.

Step4: i € IE SR BLAR M. i1 T S iH 5 & PR AL R
ATRFR ) HE AR A

+ _ S .
S] - 121,?<Xn{cij}7 J = 1727' R (7)
S = min {¢;;}, j=1,2,--- ,m. )

J 1<i<n
$op: S SR IFBARAR, S 46 B ARAR.
Step 5: M1 F BNV A S IE B AR
2 ] IRR PGB B

Df = |3 (e — 1), ©)
j=1
U, Us
Uy {(0.50,1.00)} {(0.10,1.00
Rp = Uy {(0.90,1.00)} {(0.50,1.00
Us {(0.25,1.00)} {(0.25,1.00
Us | {(0.40,0.70), (0.30,0.30)} {(0.40,1.00

m

Dy = [ (cij— 5{)2»

j=1
Frbt D F1 D} S BIAOR VR A TE SO AR AR 2
i 5K FE 5.
Step 6: H1 T 2015 H U 1 B2 K /)N:
D
~DiD; w
HRAB i3 A5 A A7 HRS A S5 HE P 28 i
FPIE— P A T TR A5 2% SO WA D SR
T REACR QI IEFARAR S SRR,

3 ST
3.1 HHEIFEERNE

ASC AR KCHLT 300 MW HLALAE PPl % %, 3
P il 2 480 MaxDNA 70§z il R 4. B #5816 R4
5 IR A ST A VR AR W 2 . JE X )
BEAT VAW IE 0 LA Mr, f S AL i FL T 5 2 22 4 XU
PHEEARIA R, S8 5 8 I 7] 46 A A USCEEAT Mk & PPl
B, KB VPG HR b 1) D E0 L H R

(10)

)

PUN L PRSI B B
e 55 e AT 22 A, S ST VA
FEPR A N2 SRR

:

s FH D B8 it /= R i
SRIEAT 2 AR BRI

v

o e S PR AE AR PP TS
AL K P = R HET L

v

AT IE ., BEMEML K
PRUTHERE, T2 ) I H R GE R
74 KRS 2

E2 B iEHRREERRERNEITETERE

PABE ™= gy MES5 e A M2 e X 44—
FARAR AP, T A ARAADS T R R SHE R
24 R AL

1) R E % — dabr ok 115 B 2 4 KU R AR XS
HBLE, AT T D K 4 0% Z 1) D BU AP FEFE R,
Hl

Us Uy
)} {(0.75,1.00)} {(0.60,0.70), (0.70,0.30)}
)} {(0.75,1.00)} {(0.60,1.00)}
)} {(0.50,1.00)} {(0.80,1.00)}
)} {(0.20,1.00)} {(0.50,1.00)}



%118 HiE N %: & F D-AHPA=TOPSIS #) K # )~ 32 4] & 412 8% 2 K& ik & 2449
2) FIFH D& 2 30 D 30U 4755 B Rp #54k 4) WRIEFEVRHEF A6 Re R W RE A
NSEHERE R, R U, U Us U,
U, U, Us U, Us [0.50 0.90 0.75 0.60
Ui [0.50 0.10 0.75 0.63 RL = Uy | 0.10 0.50 0.75 0.63
Rc =I(Rp) = U, | 0.90 0.50 0.75 0.60 Us | 0.25 0.25 0.50 0.80
Us | 0.25 0.25 0.50 0.80 | Uy | 0.40 0.37 0.20 0.50
Uy | 0.37 0.40 0.20 0.50 A 1224 B L
3) W HET Re KIMERAE M Rp, 8 = M7 Awy, — wy, ) = 0.90 — 0.50,

EHER IS Rp ¥t N RE A
U, U Us U
Uy [ 0.00 1.00 1.00 0.90

AMwy, — wy,) = 0.75 — 0.50,
AMwy, — wy,) = 0.80 — 0.50,

RY = U; | 0.00 0.00 1.00 1.00 wy, +wu, +wu, +wy, =1,
Us | 0.00 0.00 0.00 1.00 | A>0, wy, =0, Vie{l,2,3,4}.
Us 1 0.00 0.10 0.00 0.00 For wp, R L R G B2 4 KTt 1k &

XN JZ B A — AR AT HE A I EE R i i A — AR FR IO T, A o A5 2 I T {5 R,
iU = Uy = Us = Uy BRERRULX KB 6] BUES S 6 RO EEA % HASIEERER
S R FE R S R i B R YR B U B8 f o B RGP AN = 2. t skl 5 U 2 4%

PEUL S WagtE Us MO 2 i i U, — AR E: U, = 0.300,Us = 0.500,Us =
X @ ESZI Rp A —HARMID. = 0.02,  0.175, U, = 0.025. BT LAE H, 50 B # R48
ZEAERVFERIZ . 5 R A R LTI PR 25 2 .
Fz2 HEIERNE
HirZ — e bR & O dR bR A E ZREAE
Ui 0.3955 0.1187
U, 0.300 Uss 02411 0.0723
Uis 0.363 4 0.1090
Uni 0.6000 0.3000
1 RGE B e R Us 0.500 Uss 0.4000 0.2000
Us1 0.3853 0.067 4
Us 0.175
Uss 0.6147 0.1076
Ust 0.6954 0.0174
Ua 0.025
Uiz 0.304 6 0.0076

[FIEE, WP SRAG A ARAR A T BRI RSE (U 52BNV (Ur2) FTAITE (Urs) s AR (Ua1)s A
B2 A K VA HE N JZ — AR FR OB, LA T ABRER (Usao)s FORMESSTE (Usy) MVE BEIE 53 E (Usy),

HArEMZE G RE. THE S R Wk 2 k. HOPAL TR B /INER T 44675 2K 53 R~ ha~ has ha
& HAR SR A E B A Fom, B FZVPHIFE RN 3 Fs.
W = [0.1187,0.072 3,0.1090,0.300 0, 0.200 0, #£3 ERITHEN
0.067 4,0.107 6,0.017 4,0.007 6]. %
4K

3.2 TOPSISELZATEH

ghh bSO E VTEAS TR AR R, HEL 4 VP4l &
FXF O AR ARA%L B 1 ~ 10 53 IO VPAil b v 3047 IR .
PG R AR A R BEAT 04T W K R AR 24,
FETRR M 2 4 1 e (Ugy) AR P 22 4 18 i (Ugo), HE
TP A7 % AR B R s W /N PR AR AR AT 7 A, L FE PR 25 1

Uir Uiz Uiz U21 Uz2 Usi Usz Usr Usz

h1 3 5 3 4 4 5 6 7

hs 4 4 4 3

&
~
w
W
W
= Y e |
i
W
=)
(=)




2450

# # 5

* R #34%

1) H13(5) M1 (6), X RITURVTFIFE B Mg B K AE AN
e /IMELHR AR REAT TG A A0 B, 45 3 A0V A PF 4R R
Mp. 28 )& R D Bt |2 oy Birids, sR45 % — 94k

FrRALEE 7] .
2) X T R B AT A A B, ) 2 P A DT I
BN 4 FT 7R,

=4 MBLTHIRERE

ESES
LXK
Ui Uiz Uis U21 Uz2 Us1 Usz2 U Usz
h1 0.1187 0.0000 0.1500 0.1500 0.0000 0.0447 0.0000 0.008 7 0.007 6
ho 0.0000 0.0723 0.0000 0.0000 0.1000 0.0447 0.0000 0.0087 0.0000
hs 0.0000 0.0723 0.5450 0.3000 0.2000 0.067 4 0.0000 0.0174 0.007 6
hy 0.1187 0.0723 0.1090 0.1500 0.1000 0.0000 0.1076 0.0000 0.0000

3) B T4 A ) e RAB AN e /IMELAE A IE B BEAR
fiFt, FH 20 (9) ~ (11) 3R 15 8 1P A X 5 15 H A8 A K IR
PR B KGR AT HERE, nge 5 .

w5 TMIEMSESIRIEMINLRAIERS

L5 D D WA
1 0.2408 0.2250 0.4830
2 0.378 1 0.1316 0.2582
3 0.4645 0.3783 0.4489
4 0.1934 0.2744 0.5866

4) g M E LV —Pe AR B T BLTH B R R
B E [ &N
W, =[0.2719,0.1453,0.252 7,0.330 1].

5) e, GEE B FMEW), . % ZHAREW
AL AN FEBE, B A X Risk = W), x My x WT
e S 8 R G5 B e A R 5 2, 15t XURHE
N 4.447 6, H A S5/ T[4, 5] 2 [A].

33 THEGERST

A3 % Fl D-AHP 1 TOPSIS 5 iE & i 8453 1
T R GG B A R A, H RS E N T
Hr S5 K, TR, 7% 2SR R I 3R G B 47 4 it LA IR A
B 1] XIS S 2, (3 15 22 4 AR s 1) — AN 1T DA 52 1)
KAV 2K CERL TR e R DA o g P, G 0, i 4 4
R 55 Bk« R WS SRR SR, T
5 RPN E EME R TSR A
FEL B AR RIS R, Z ) AR K X b e A B
P, ol R G0 B B A7 A IR, B3 4 it 1 59,
BAE RGUR N R 7 A AR AR TR . B 2 181212
N FF HL R O 22 4 S I 22 42 L A7 AE ()X A8 22 4
TR ) s i R G LAB Y B R, I B )
T A7 2 R 5% HHE 5T L IS B OO R R AR
A 0 BT FEL R 3K S XU A T B AR i

7 SEBR AR SR BEAT 2 A, BN B A B L
By kG NI RS THEEN LMy — &M
RREE S
4 4 B

RSN R ] R GE B A KR VAL
H A7 A 25 A0 5 R AN B P 1 1)L $R T 5T D-
AHP FITOPSIS ()X 1A% 777, 1 %6i8id D-AHP V%
13 B4R AR B, SR 5 R H UL 36 7 1 TOPSIS 1 5 H 1T
il B K IBLE, B v 5 ) I XU S5 ). T
A MR T RS VPl I B AR T KA I8 A7 AEAS
T P 8 I L, T ELBR S T P A SR )RR

il RGM5 B2 VMG fabrit 3t 4T 1 R4k, MR A TR
FRAME A PE L. B, e Bl 186 R R G B e 4
PRARFR bR R R DL S BT FR AR B P ORI & F — 2D 75
EHH N

&2 3 Hk (References)

(1] JAEE, I, 2ol 55 6 —H) TEARSGEEX
PR R ). PIE AT, 2017, 50(8): 53-57.
(Zhou S X, Fan Y, Xia K C, et al. Construction of
information security protection system for industrial
control system in Taizhou 2nd power plant[J]. Electric
Power, 2017, 50(8): 53-57.)

(21 ZEH, SR, BB, S (s B R G B
TR 5ZET D). BAIRG A, 2017, 41(22):
162-167.

(Li T, Su S, Yang H M, et al. Attacks and cyber security
defense in cyber-physical power system[J]. Automation
of Electric Power Systems, 2017, 41(22): 162-167.)

3] PR, 27, 8 2% TkisH R g% 2508 0. i
FHL LR 5RH, 2016, 52(13): 8-18.

(Tao Y D, Li N, Zeng G S. Review of industrial

control systems security[J]. Computer Engineering and



%113

iR 5. L T D-AHP#=TOPSIS 69 X ®. ] 54| & 418 8.2 4 K& i1

2451

(4]

(5]

(6]

(71

(8]

(9]

[10]

Applications, 2016, 52(13): 8-18.)

FERKE, WNI, B /KSR, 5T FAHP MU B 45 2
ARG w e N VRl [J]. BT HOR R, 2018, 44(8):
119-123.

(Ren Q J, Pan G, Bai Y Q. Security risk assessment of
information system based on FAHP andattack tree[J].
Application of Electronic Technique, 2018, 44(8):
119-123.)

BAAHG, X 4R, TR, A5 ST B/ B
21 2 A XU VAl 0], THEHLRLA, 2010, 37(2):
90-93.

(Zhao D M, Liu J X, Ma J F, et al. Risk assessment of
information security based on improved wavelet neural
network[J]. Computer Science, 2010, 37(2): 90-93.)
B, A teb, visk, A T IX W MO B AR AR FO 15
24 RS PEAG BF7C (9], T SCHLBL BT 72, 2017, 34(8):
2469-2472.

(ChenZ,Zou H S, Shen H, et al. Research on information
security risk assessment based on interval number and
TOPSIS[J]. Application Research of Computers, 2017,
34(8): 2469-2472.)

WS, WRATE, 55, % T DSBS
Tk R G5 S 24 RS AL [T]. TR B TR 257
e EARBFFRR, 2014, 40(4): 500-505.

(Lin Y W, Chen D Q, Peng Y, et al. Cyber security
risk assessment of industrial control system for power
plant using DS evidence theory[J]. Journal of East China
University of Science and Technology: Natural Sciences,
2014, 40(4): 500-505.)

PR, R, A OK L TR0 R TR L
A MR PG [J]. PR S B R A4k, 2011,
16(5): 53-56.

(Zhong Y C, Tan S H, Yan T G. Risk assessment of power
safety based on FAHP[J]. Journal of Chonggqing Electric
Power College, 2011, 16(5): 53-56.)

SR TR, B RS, DS REUE B2 e Pk
FHTFT ). Tkl 5L, 2013, 26(10): 25-27.
(Zhang M, Zhang W Y, Han G F. Industrial control
system information system security[J]. Industrial Control
Computer, 2013, 26(10): 25-27.)

SRR, XUV, BT TR R R G AE B A R
B VEAR BT (], 7 B2 2 HFF, 2018, 4(10): 904-913.
(Wei X L, Liu L T. Research on information security risk
assessment of power industry control system[J]. Journal
of Information Security Research, 2018, 4(10): 904-913.)

[11] JERE, R&T, w25, &6 TAkisHl R4 HE S 2 e X
W PR AL T (0], H 3MEAER, 2014, 35(10): 21-25.
(Lu H K, Chen D Q, Peng Y, et al. Quantitative research
on risk assessment for information security of industrial
control system[J]. Process Automation Instrumentation,
2014, 35(10): 21-25.)

[12] Deng Y. D numbers: Theory and applications[J]. Journal
of Information and Computational Science, 2012, 9(9):
2421-2428.

[13] £7%, #R4E. BT DR AME 2/ IEREK

Jrid 0], WAL RSB 24k HARRHERR, 2016, 34(1):
35-39.
(Wang N K, Wei D J. Uncertain multiattribute decision
making method based on D numbers[J]. Journal of Hubei
University for Nationalities: Natural Sciences, 2016,
34(1): 35-39.)

[14] SR4KSC, EJE, RHERE, 5. He T 2 IR ik pfE B %

S XSVl R AL T 0], R4k AR
ShR, 2017, 40(4): 44-53.
(Chai J W, Wang S, Liang H H, et al. An AHP-based
quantified method of information security risk assessment
elements[J]. Journal of Chongqing University: Natural
Sciences, 2017, 40(4): 44-53.)

[15] B Rk, AR, 28 BT HEEME =KX
15 B 22 42 KU PRl [J]. v SHL AR, 2018, 44(12):
178-183.

(Huang Y J, Tang Z Q, Liang J.
security risk assessment based on information entropy

Information

and three-parameter interval[J]. Computer Engineering,
2018, 44(12): 178-183.)

fEEEN

IER (1977-), B, Bz, WL, NG R R H Gl O
e 4% 22 & %50 58, E-mail: pengdaogang @ 126.com;

BH(1995-), I, L4, NFHRRERHBE R ZERA
IIAF 7L, E-mail: weitao_zdh@163.com;

RAERTR (1990-), Lo, YR, 181, ASE Rk ik %
il BB HAE R R ABCR KB, E-mail: 766070277 @
qq.com;

iR (1970—), 5, Mg TR, fid, MFRHE]
R T Ee . ARSI A, E-mail: yaoj@
mhdlshanghaipower.com;

T 4id(1974-), B, MR LR, 4, NEETL
P, Tk # RS2 &SP 5, B-mail: wangwj@xinhua
group.com.

(Grittmit: £E#%)



