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Abstract: Identity authentication in GV network envirorment isproposed by using identity authentication protocol
based on elliptic curve cryptosystem. Applying CA mechanisn, obtaining the certification offline, the security of
the GM network systam is enhunced by authenticating each other online The CA mechanisn is executed by using
the no-inverse digital signature scheme, and the complexity of computing is reduced The mutual signatures of
communication realize the nonrepudiation The security analysis of the protoml is given The advantages of this
protocol are higher security, lessparanetersof transnission and easier to realize by the hardw are of mobilew ireless
communication system.

Key words elliptic curve cryptosystern; certification authentication; digital signature; identity authentication

1 GSM ,
GV #2;
, A3,A5A8 1) VLR)
4 (HLR) (R, SRES, K),
VLR HLR ,
, GM , VLR
, A3,A5 AB8( : ,
),
1 2003-02-04; . 2003-09-02
(69874038) ; (2001A A 115300).
(1964—), , , , , ;

(2972—), , ) )



475

4 : GSM
2) GV (protocols) GSv (21
: RSA )
R .
, Lo and Chen GM
[1,2]:
: 1) RSA
( R3A) e HLR
GM : M SI (K pubm);
G , M SI (K privym) , (K puo,m).
2) ; 2 , MS
2 GM L o and Chen M SI VLR,VLR M SI HLR;
R M, R
21 GM (L3l Ekpom R), M Ekpom M),
GSM : (K pub,s)
1) . GV A3,A5 A8  [Exyyn (R), Exyyn M), (Kows)] ®9)
, ) A3 : MS [EKpuom R),
,AD ,A8 EKpub’m ™), (Kpuw,s) ] (K priv,m) Expuom (R)
: (HLR) R; Epn 0 ), M.
(AuC) M SI M ’ A8
Ki, M SI Ke R (K pub.s)
K Epus R) E ks (R) BS,BS
2) R MS  Equ.R) | (Kprv.o)
M SI VLR,VLR M SI R, ,
HLR; R, SERS = . ACK ;
A3(Ex,(R)),K.=A8(Ek,(R)), (R, SERS, K) , K.
VLR;VLR R M S
M S R SERS= A 3(Ex,(R)) , K= 5
A8(Ex, (R)); MS SERS  VLR; AUC HLR VIR e
VLR SERS  HLR sl Authent rogut
SERS : ! i@ LMS(EM)
ACK ; | bWy i, 00kadse 05, 01K,
K e : E.®
E, (IMSD)
ael  [mw] [ve] [
. IMSI <Authent.requt 2 RSA G
. IMSI G
SRES,RK. ol SRES.RK, 2 : RIA,
<« SRES :
A5 K. (TMSI 1) ,
: VLR
1 GM ,
22 RA GM 2) :
Lo and Chen RSA 3) ,



476 19
4) HLR , , RP/RE FHI%HK
REH IEHLH
HLR ' ' 1$E d €[2.0-2) BB £ S(2.0-2]R =K *P
HLR . 0P
5 RA , RiE Qserverjpf ik
3 GM ' BB,
rs=R,.,
MEH(Q, 1, T))
31 ECC GM ss=h” MPrrd,
Cert=(rs,ss)
304 ‘C,=h(Qi..v1y T) Qurl, T,,Certs Kik
(ECC) ﬁﬁ QJ"QC«'U]J’CenJ?e_VT;
(ECDL P), ECDL P 3
(DL P) _
L] (d ca ) .
. 173 1024 312
ElGanal RSA ) 4 ,
(1) ,
Iy, tamp.
(2) , HLR,
] g Sy
y CA gU1
CA t 1 1
! P USER iR %7 SERVER
e, : BEPUHR I, — B
'E ,GF(P) GF(2) i «  Rig
. - p FEAEREYLE g,
ol ’ B4 sigmsenH0.0,8.8)
CO=E(Q, (S1g,.cent,.T,.8..5)
B CO —> H
D(Q(COVEER T, BRI
’ HE K=H(0,0.8.8.)
1) d [2,n- 2] BR sig, B
2) Q=dx P; B8 cert, NERHE
B4 sig=sign(K)
3 (E.P.n.Q), d BT FFHEIARIA 7, 0 B0 HLR
311 CI=B(Q, (Sigu0ert, T,y ')
3 (6 o1 ik «— B
d Q DO(CER T, AR
) ) B sig, KA
CA; , B cert, MARHE
Ks Rs, ls, TERE 1o VESTRTIGIT BRAR
. K,=H(0, 8,8 K.=H(Qw. 8.8.)
’ (rs, s9); K, A5 K, SEE
Qa, s, (rs, s9),
T Sy ’



4 :GM 477
©)] Qk x (1) : D-H
Sigu, certy, Ty, Jdu, .
S. (6{0] (2 : Km
(4) Co, (of0] . Km = H( ). . Km
. K= H QsQugsgu), :
Sigu Qk x, Qu
: ; . , K (3) :
L, temp,
s, Cc1 , Ou  Os
E (Q« X (sigs, certs, Ts, luemp, S')). c1 Qk x Os ,
Km = H Q«x,0s, gu). Os
(5) Cl : (4) : ,
' Iy, tanp '
) Km=H (Qkx,gs,glJ)- ) )
EQ, Qux, 33
; CA GV Lo and Chen
; ) RA GM
H O SHA 'S ,S' ECC GM
, 1
32
1
GM LoandChen(  RSA) ( ECC)
(1024 ) (320 RSA 4096 )
)
4 (References):
(ECC) [1] Lo Chi-Chun, Chen Yu-Jen A secure communication
GM , architecture for GM networks [A ] Proc IEEE
PACRIM '99[C] V ictoria, 1999
’ [2] Lo Chi-Chun, Chen Yu-Jen Secure communication
GM Lo and Chen _
mechanisns for G3M networks[J] IEEE Trans on
CA. CA » HLR Consumer Electronics, 1999, 45(4): 1074-108Q
! Lo and Chen HLR [3] Lo Chi-Chun, Chen Yu-Jen Stream ciphers for GSV
' (B earer) networks[J]. Camputer Canmunications, 2001, 24 (11):
ECC , CRU 1090-1096
(ROM ,RAM ) [4] -
[J1 , 2000, 11 (10):
ECD SA , 1303-1306

( 480 )



480

19

2 n
Ra P n o 1,Ra& 0
1, Px 1 a7 , n= o0
: , R =
0 Px= 1 n=-1 ,
, Ra=1 Px=Q7 . R &
P , n o
Q2 Q7 1 , n a2 a7
Ra& P
5
SYM
SVYM ) GA
SYM : ( )
) SYM
3 :1)
SYM ) 2)
Zorestimate )|
n
n : :
p
(References):
[1] Lippman R P, Fried D J Evaluating intrusion
detectionsystans The 1998 DARPA off-line

intrusion detection evaluation[A ] Proc o the

DARPA Infomation Survivability Conf and
Exposition[C] Hilton Head, 1999 12-26

[2] Denning E D. An intrusion detectionM odel[A ]. Proc
o the IEEE Symposium on Security and Privacy [C].
Oakland, 1986 118-133

[3]V anik V N. Anoverview of statistical learning theory
[J] IEEE Trans on N eural N etw orks, 1999, 10 (5):
988-999

[4] Yao X. Ewvolving artificial neural networks[J]. Proc o
the IEEE, 1999, 87(9): 1423-1447

[5] Holland J H. Adaptation in N atural and A rtif icial
Systens[M ] Ann Arbor, Univ: M ichigan Press,
1975

[6] Smits G F, Jordaan EM. mproved SYM regression
using mixtures of kernels[A ] Proc o the 2002 |nter
Joint Conf on N eural N etw orks[C ]. Honolulu, 2002 3:

2785-279Q
[7] Osuna E, Freund R, Girosi F Support vector
machines Training and goplications [ R ]

M assachusetts Institute T echnology, 1997.

[8] Joachins T. Estimating the generalization performance
of a SYM efficiently[A ] Proc o the Seventeenth Int
Conf onM achineL earning[C]. 2000 431-438

[9] TheUCIKDD A rchive KDD Cup 1999Data[EB /OL ]
URL: http: //kdd ics uci edu/databases/kdducgp99/
kddcup92 htm 1, 1999

[10] Joachins T. SVM " Support V ctor M achine [ EB/

OL ] URL: http: //simlight joachims org, 2002

( 477 )

(YAN G Junhui, DA | Zongduo, YAN G Dongyi, et al
A n elliptic curve signature schene and an identity-based
signature agreament[J]. J o Sd ware, 2000, 11(10):
1303-1306 )
[5] , , . [J]
( ), 2003, 149(11): 095-098
(LUO Hao,Q IAO Qinbao,L U Jinlong, et al Signing
schedules with elliptic curve cryptography [J] J o
W uhan U niversity, 2003, 149(11): 095-098 )
[6] M icroprocesor ,M icrocomputer Standards Commiittee
of the IEEE Computer Society. IEEE Standard
Specifications for Public Key Cryptography [DB/OL 1

http: //intl ieeexplore ieee org 2002-01-3Q

[7] Sarbari Guta, Stephen M, M atyas J Public key

needed
protoools and object fomats for key recovery [J]
Canputers and Security, 2000, 19: 56268

[8] Park C-S On certificate-based security protoools for

infrastructure analysis of existing and

w ireless mobile communication systens[A ] IEEE
N etw ork[C]. 1997 50-55
[9] Beller M J, Chang L-F, Yacmbi J Privacy and
authentication on a portable communications systems
[J] IEEE J on Selected A reas in Canmunications,
1993, 11(6): 821-829



