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Abstract : A secure data hiding scheme for vector quantization (VQ)-compressed images is proposed in this paper. To
decrease the distortion caused by data embedding, the vector mean square error between codewords is taken as
optimization index , the genetic algorithmis used to realize the partition of codebook , and the data embedding approach
is given based on codebook partition. Meanwhile, the adaptive-arithmetic-decoder- based data mapping method is used
to keep the statistica characteristics before and after data hiding. The experimenta results show that the proposed
scheme has better combined performance in capacity , distortion level and security.

Key words: Data hiding; Vector quantization; Genetic algorithm; Relative entropy

[4]
3 : . Wang
(5]

H(vQ) ’

[6]

PSNR )

Lu[2]

L Chang!”! 2

1 2007-09-08;; : 2008-03-28.
(60374066) ; (20070421017) .

(19809, , , , ; (1962 9 ,

) 1 ) ’



23

1244
. (7] B
D(I,I') = N x P Z I - Ya(x) 2. (2)
, [8] S Yvaix) Xi I
3 Y
LBG"
2.2
[9]
LB
Chang!*” [2-7.9]
, LB ’ ’
[11]
,Chang | Y, M =2m,
" m 2 h, b,
Chang'™ , b ¢ = (yo,ya), :
[2-13] m
f=VY,dnd = O, Vizij. (3)
] i=1
(Steganalysis) BGi,jp)G {12, ,HI},j {1,
’ 2, WI}) Y, u, y
. w =0, y u
Vi, Uo; w =1, u
Uk .
2 . i)
- Y (ywo,yu, ,Yo,Yai, ,Ym,Ym)
: Y, Y
u; )
Hx W |
| x| .
X yi(l =
| :4, X N = |2'| 1'2’ ,N),yi Y,
|
W/16 16 R yi(i=1,2, ,N),Yi Y,
Y Y={vy,i (VMSE) :
I2 N
1.2, M) : R D:izu yi- i 2. (4)
S={S.%, .S}, N
(ylo , Y, , Yio , Yit,
S = R Vv = yi}. 1
{x Q(x) yi} (1) Yo, Yot (puw, pu,
X Y,
po,pa, ,Pwo,Pm) ,
X i I X Yio , Yir
M log: M 0 1 g 1l-g
[ Y, , (4)
X. I

M SE

D = ‘Z(Pio(l - qg) + pag) I yo - yall z,
(5



11

1245
3 G 1- g,
3.1 (ywo,yu, ,Yo,Y1, ,Ym,Ym)
Cachin™! (Po,pu, Po,Pu,  Prwo,pPm).
2.2 , Pio , Pis pio , Pi
C Pe, Po = g (po + pu),
S, Ps. P = (1- g) (po + pa). (7)
P, P , (7, (8
1= 5 piolog(—@"—piO " -~ —;i-) +
D(PIl R) = ZSPC(X)Iog(Pc(X)/ P(X)). ' |
X pi1 1
D(RI P) =0 Pelog( L ol 1o ol (8)
D(P.Il P) =€ € (8) 0,
Y = {yi,i=1, o
2, .M} P, Ps{,y 7 po+pa )
J =D(PI P). (6)
J Yio , Yi1 Uio , Uiz (gi,1-
g) 0-1
F. [18]
r (a.1- 9,
Provos  Out Guess t 0-1 : (a,1
, [16] QIM -0 t 0-1
; r J
, F
[17] (ywo,yun, ,Yo,Y1i, ,Ymw,Ym)
(HPDM) (SDM) (o, hus
[18] (MBS). ho,ha, ,hwo,hm), w VQ
[19] 1 :
: BMP JPEG Stepl: 3.3
i =1.
’ Step2: i > m , Steps;
[18] Yio yi1 ho + hi
: “o
[18] g = ho/ (ho + ha) , 10
, ( 0.252 0.252 x 2 10
2 “0100000010") .
Step3: (g,1- q) F
3.2 0/1 hio + hi - 10, w
Y = (yw ri .
yiu, LYo,Yi, ,Yw,Ym), (yw0, Step4: g 10 hio + hia - 10
yu, L Yo,Ya, Ymo,Ym) K , 2.2
(pwo,pun, ,po,pi, ,Pmw,pPm), ho + hi .
Yio , Yi1 , 0 1 Step5: W ri



1246 23
i=i+1, Step2. N,
Step6: Kz , Z
N
pe = F(Z)/ kZf(Zk). (12)
2)
Kz ; , .
@ K, 2= (a,z, ,zn),2=(4,%2, ,%n,
: G, 4 (22-1,24), 2
Z%kl-l,Z%ki (Z%kﬂ-l =
Z-1,B,) (D1 = Zig,  By) |
3.3 , (Z§k21»1,25k22-1) (ngm,
(5) (9) , Zx,,) . 2 Z
VMSE : z (Z-1,B)
D = _Z[épﬁﬁ;:u yo - yall?].  (10) z (Zg1.20) . 2
i i i Z.
VMSE
M , (3) 3)
22"EIM L, 128 Z=(2\2." .7m),
, 2.0905 x z (z2c1,22) , Yo, O
10196. vi. Z Vi
[Z2k-1(Yz , = Vi) 22x].  (Z2k1,224)
(z2k-1,22¢) (z2k-1,
3 ZZR-l) (sz,sz),
. z z,
(1)
0/1 0 0
o
Y = (yi,y2, 0 = 8,
yam) P=(p,p2, ,pem), 1/ 16.
Zz=(za,, ,zm),z {1,2, 2m},z %z, 10 % ,
Vizj.z  Zi 90 % ; :
Yz, (2211, 220) Y 1 2m
Y
(2 ,
(10) ,D Z D(2,
Stepl: N = 120, i
f(2 = Duwax - D(2). 1y -, 1 (1,2, ,2m 120
1 pop(1), i=i+1.
D(2) = Z%z._i%._" Voo o -y I, Step2: i > .MaxGen, :
i “2i- “i Step5; pop(i - 1) 120 12
Dmax = mgx Iy -yl z, pop (i) .
Z, D(2 < Dwax. Step3: (12) , 54
(3 ( 4
pe = 100 %) , 12
, 120
1) Step4: pm = 0.1 (



1247

2 ), [ pop(i), i=1i+1,
Step2.
Step5: pop
4
, 4 512 x 512
Lena,Plane,Peppers ,Boat
4 x4, 256,
LBG ; ,
W
1 Lena
Boat , 256
1
(a) Lenala 5 E 4 (b) boat &5 K
1 Lena Baat
1
Lena F16 Peppers Boat
/ bit 12775 13161 13147 13318
VMSE 794.6 982.4 927.5 1172.8
PSNRu/ dB 28.60 27.87 27.81 26.54
PSNR2/ dB 31.65 30.58 31.21 29.08
1 4
(VMSE) ;
(PSNR1) ; ,
PSNR2. 1 ,
3dB
, \W 2
J1
J2.
2
J Lena F16 Peppers Boat
J1 0.007443 0.007302 0.009341 0.006577
J2 0.149221 0.118035 0.112083 0.108656

0/1

(1]

(2]

[3]

[4]

(5]

[6]

(7]

(8]

( References)
Linde Y,Buzo A, Gray R M. An agorithm for vector
quantizer desgn[J]. IEEE Trans on Communications,
1980, 28(1) : 84-95.
LuzZ M
technique based on vector quantization[J]. Electronics
Letters, 2000, 36(4) : 303-304.
LuzM, PanJ S, Sun S H. VQ-based digita image
watermarking method[J]. HectronicsLetters, 2000, 36
(24) : 1201-1202.
Luz M, Xu D G, Sun S H. Multipurpose image
watermarking agorithm based on multistage vector

, Sun S H. Digita image watermarking

guantization[J]. I|EEE Trans on Image Processing,
2005, 14(6) : 822-831.

Wang F S, PanJ S,JainL C,eta. A VQ-basedimage
inimage data hiding scheme[ C]. Proc of 2004 |EEE Int
Conf on Multimedia and Expo. Taipei: IEEE, 2004:
2191-2194.

Wang F S,JanL C, PanJ S. VQ-based watermarking
J of
Network and Computer Applications, 2007, 30 (1) : 4
23.

Wu H S, Chang C C. A novel digita
watermarking scheme based on the vector quantization
technique[J]. Computers and Security, 2005, 24 (6) :
460-471.

YuY H, Chang C C, Hu Y C. A steganography

scheme with genetic codebook partition [J].

image



1248

23

method for hiding datain VQ encoded images[ C]. Proc
of 2004 Int Symposiumon Intelligent Multimedia, Video
and Speech Processng. Hong Kong: |IEEE, 2004 : 358
361.

[9] DuW C, Hsu W J. Adaptive data hiding based on VQ
compressed images[J]. |IEE Proc Visual Image Sgnal
Processing, 2003, 150(4) : 233-238.

[10] Chang C C, Lin P Y. A compressorrbased data hiding
scheme usng vector quantization and principle
component analyss[ C]. Proc of 2004 Int Conf on
Cyberworlds. Tokyo: IEEE, 2004 : 369-375.

[11] Chang C C, Chen GM, Lin M H. Information hiding
based on searchrorder coding for VQ indices [J].
Pattern Recognition Letters, 2004, 25 (11) : 1253
1261.

[12] ChangC C, Ta W L, Lin M H. A reversble data
hiding scheme with modified sde match vector

Proc of the 19th Int Conf on
Advanced Information Networking and Application.
Washington: |IEEE, 2005: 947-952.

[13] Chang C C, Lu T C. Reverdble index-domain
information hiding scheme based on side-match vector
quantization[J]. J of Systems and Software, 2006, 79

quantization [ C].

(8) : 1120-1129.

[14] Cachin C. An
steganography [ J ].
2004, 192(1) : 41-56.

[15] Provos N. Defending against statistical steganalysis
[C]. Proc of the 10th USENIX Security Symposum.
Washington: USENIX, 2001: 323-336.

[16] Solanki K, Sullivan K, Madhow U, et a. Satistica
restoration for robust and secure steganography[C].

informationrtheoretic model for
Information and Computation,

Proc of IEEE Int Conf on Image Processng. Genova:
IEEE, 2005: 1118-1121.

[17] EggersJ J, Bauml R, Grod B. A communications
approach to image steganography[C]. Proc of SPIE
Security and Watermarking of Multimedia Contents
IV. SanJose: SPIE, 2002, 4675: 26-37.

[18] Sdlee P. Model-based steganography [ C]. Lecture
Notes in Computer Science: IWDW2003. Seoul:
Sringer , 2004, 2939: 154-167.

[19] zhang X P, Wang S Z, Zhang K W. Steganography
with least histogram abnormality[ C]. Lecture Notesin
Computer Science: MMM-ACNS2003.
Foringer , 2003, 2776 395-406.

Petersburg:

( 1242 )

( References)
[1] , . [3].
, 2005, 20(2) : 170-173.
(Zhang Y D, Huang SB. On ant colony algorithm for
solving multiobjective optimization problems [ J ].
Control and Decison, 2005, 20(2) :170-173.)
Kennedy J, Eberhart R C. Particle swarm optimization
[C]. Proc IEEE Int Conf on Neura Networks.
Piscataway : |EEE Service Center, 1995: 1942-1948.
[3] , , . [J1.
, 2003, 18(2) : 129-134.
(Xie X F, Zhang W J, Yang Z L. Overview of particle

[2

—_—

swarm optimization[J]. Control and Decison, 2003,18
(2) : 129-134.)

Coello CA C, Lechuga M S. MOPSO: A proposa for
multiple objective particle swarm optimization[ C]. Proc
IEEE Int Conf on Evolutionary Computation.
Piscataway : |EEE Service Center , 2002, 2: 1051-1056.
[5] Hu X, Eberhart R. Multiobjective optimization usng

[4

—_—

dynamic neighborhood particle swarm optimization[ C].
Proc IEEE Int Conf on Evolutionary Computation.
Honolulu, 2002, 2: 1677-1681.

Feldsend J E, Sngh S. A multi-objective algorithm
based upon particle swarm optimization, an eficient data

[6

—_

structure and turbulence[ C]. Proc UK Workshop on

Computationa Intelligence. Birmingham, 2002: 37-44.

Coello C A C, Pulido G T, Lechuga M S. Handling
multiple objectives with particle swarm optimization[J].
IEEE Transon Evolutionary Computation, 2004 , 8(3) :
256-279.

Reyes Serra M, Coello C A C. Multi-objective particle

[7

—

[8

—_

swarm optimizers: A survey of the state-of-the Art[J].
Int J of Computational Intelligence Research, 2006, 2
(3) : 287-308.
[9] Ratnaweera A, Halgamuge S K, Watson H C. Saf-
organizing hierarchical particle swarm optimizer with
timevarying acceleration coefficients[J]. IEEE Trans
on Evolutionary Computation, 2004 , 8(3) : 240-255.
[10] Deb K, Pratap A, Agarwa S, et a. A fast and €litist
multiobjective genetic agorithm: NSGA- [J]. |IEEE
Transon Evolutionary Computation, 2002, 6(2) : 182-
197.

[11] Van Vedhuizen D A, Lamont G B. Multiobjective
evolutionary agorithm research: A history and analys's
[R]. Ohio: Air Force Institute of Technology, 1998.

[12] Schott J.

multicriteria genetic agorithm optimization [ D ].

Fault tolerant design using sngle and

Cambridge: Massachusetts Institute of Technology,
1995.



