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Abstract : Focusng on the asymmetric information between attacker and defender , by applying the methodologies of
game theory with incomplete information and network security, a game model of information security technique
selections based on cost-benefit is constructed. The study shows the optimal strategies for the players in the
deployment of two kinds of security techniques (only deploy firewall or both deploy firewall and intrusion detection
systems(IDSs)) . Then, by analyzing and comparing with hacking probability , investigation rate, the damage and
response cost , the value of security techniques in an organization’ s I T security architecture is assessed, and thus an
adaptive intruson response strategy is made. Finaly, the relative conclusion isillustrated further by an example.
Key words: Information security ; Incomplete information game; Frewall ; Intruson detection systems; Cost- benefit
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