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Abstract: Wireless medium access control ( MAC) usually uses distributed contention resolution mechanisms for
sharing the wireless channel. However, in an open and dynamic wireless network, to obtain more bandwidth
resources, some nodes may preempt channel resource. Modifications to the distributed coordination function (DCF)
mechanism of IEEE 802. 11 protocol are presented, and an improved algorithm to implement the detection of
misbehavior is proposed. The penalty measures are taken further to correct the misbehavior. Simulation results show
that the ratio of correctly detecting the misbehavior is improved and the throughput of the whole networks is increased
by using the proposed mechanism.

Key words: Wireless network; IEEE 802.11 protocol; MAC protocol; Misbehavior; Distributed coordination function

1 5] B

WAESR O M 45 19 2] T Pkl & Jg , Tk I 7
ZEER JME R B DL K Tl A 4 Ik A5 3] T Ak .
IEEE 802. 11 Wil " W H F K& B ah A 4 ™
H U SR G 2R R U 1) 4 1 (MLAC) BIL il
5 0 2R A5 T % ALK 5 o A X B R ) B
(DCE) , BPFE % 3% Hii A48 B8 K 19 55 4 %0 1 Hr B HL
PEPE — IR kA (8] E 4T 4 fF . i RTS-CTS 8 F
BLH 56 G IO 2 A 18 . H2 72 S S T ) TCR A B
o, — S B [ RA AT S T S RT BE D AR AR R S
W UR T 7B 2 IEEE 802.11 i MAC Pl ™. i fi
A8 I ARSI 3 AT A OO 2 A R R

I FE HHE. 2008-11-04; {&[E HEF: 2009-03-20.

SURHE s 2 —

B 3 2 5 BLAT Ry, SCHR L5 42 i i s ek
IEEE 802.11 P J7 58 K il v H FATE 5 5 14 35 41
110 AR O RAFAER ) CW GE 4 i D E
(A8 AT 98 & TEEE 802.11 Pl Ar i) CW {E , 9
AN PR R A A B s . SCkL7 L 8 AN ) F
SCHRLS JLAIR 8 1 A [ of ) 1t MAC )22 1 38 B4 T
K5 i X DCF HIL ] H 2 SO 5 A~ [8 %2 i fe] STFS
o g 17 1] By 1 DIFS (I i [1] (8] 7D 32847 43 B - 38 3
F VBT AT AR /N R ARG T R 5 R A 1B AT M.

AR SO SCHRES JH A7 78 1 ) 3850 DA g . el st 5
T R T ARG T X R 1 RA M AT R IR L 4

E&UWH: HEANNFHERESWH 60525303) 5 [H K H AR A 4T H (60604004, 60804030,60604012) 5 il b4
Bl LHERCEDTH (072435155D) ; Wb #E TR 4 H (2008147).

PEE BT XIAERT Q1976 F b LA B U W N R g5 e 5 2 R AL SR T 9T 5 687 (1963, 5,
BIRVLF I RN B 2 ST A 25 45 1 R 4 B M s o S5 5



% 11

X H . — AR R & W g AAT b By Tt R B 1653

TE. SXREAE AT D g B A~ 0 2% 17 7 kit T L g
PR GG Y a4 ) A
2 [n) R

HY T JC 4k Jmy 480 9 R e =X L 2 A TG 2R
A, — S ELA 5 R T 0 39 R AT ek DU B AR AT R
S T 0 ) 48 P RE -

D5 g R B8 DCF @ S X [7) 3 15 31 3, 1
ST A R R R I ) 5 AP 22 R gk 0N B8 20 A
WEPEIR M Can AN IX ] [0, CW /4 ], T A 2 [0,
CW i ] 8 15 38 3BE 1) 0 25 U7 30 5 1) 3 3B A A AX
SRy — /4~ s [ 1]

2) R E B EAL WS, 2 v o & R i CW fj
FE AR BT SN S i AT R B A T
RIE BB S /N SE g D C W, s [R]EE D
558 G R T S CW. & 26 B 35 s i F CW
N/ ME CW o R RAE S I SR 25 5 5 AR 8 . A
T S8 D9 28 FR) AN 28 SF- . R A0 & 19 R A — IR R 36 R T
Ji s CW BNk 2 3 e /NME CW i IUTITAS BE IE B 2 B
fFIE M 5 SO 45 5 5 808 vh 28
3 POk TLMA
3.1 EiEEA

EE R I e

D B JUROERZ T E 19, [ I R Sfef & %
A AT 2R A D RE L ELAE A% WIS R sk AA DL K SR
FEB A L 25 32719 R (S) (AR R 5

2) R WA — AR IS8 B S S5 B i iR sk
fH5 R 2 BCEA T Y18 B 19 R/ H AL

AR 3 AN IR AR AE ST 2. S T R
WmE 1R,

=

HE R
K IUHE it

P2l

H

=H

1 HiERiER
H: Buoo NS SEPRIB R I ] 5 B 4 R 08T
HOHTHY S IR BB B 5 Bewr A& A RS - S I
S B0 B A AR B (L 5 Bl S 92 B 1B 3B E 15 A0 52 1R i

(B D 5 15 o S 07 S A 119 38 388 1L 5 Boss A IE B 97 0K
Dkt )G R ABC S IR B ;00 AR Mh 5 KA
ZHT S N %R Rk B TR 50, Sy S B R (RS R E 1
R REE A 2 R AL 25 S R EHE s p0 R A
RG-S T BEH B G R IR B ; p. W PRI BE S
B R 5B (A 25 B L R 45 S Tt i A8 e, T
KW R T 18 SCR 78 75 571 5K w F1I2 W 58w rp 25
.
3.2 HFERGXEIRE
T S 7E IEEES02.11DCF Ll iy Bl I, #6475
B 2 A 1RO IR B B 45 88 # B TEEE
802.11 Hril iy Am ks ZEL0, CW i | 1 BEBL3E £ — 4>
AR GRE(E HEAT A% 5 AELZE SR 2 R A% g B i 5 22 ) AR
B[]S AL 5 78 ACK AL R 45 S 43 e 1) 18 s 1.
Pk R 3 e 38 i A 7E [0, CW o, | Pk £,
St LA AT A 56 4 B CW AR Y B0 J7 25 . B ETIED J5
b o A I Y B/ Y N /39 s 7. (U B U - (1l
K3k
CW < max(((CW +1)/n—1),.CW,,.) .
5 AR R CW,, = 315
Rk R W
CW < min(((CW+1) *m—1),CW,_..)»
R IR R CWo, = 1023,
T PR R R R 26 BRI T 43 R AT T e
5 B LA
D) YRR S 26 S - S A AR PR A 6 B L )
T S RAMECES S 1R RS AL JUAT R g% T Bk
K4 S ACK (B IA) AL IR L I 5 A P 42 i 31 1
RTSGER &%) LB R $EAT L3 15 21 1 22 (6
JE S BRIB A Boeo. W12 B BIE/NT Bogo B9 K
MEEL o, B
B <a*Begs 0<<a<1, (D
o o S — A BEAR 8 15 T8 PR B A [R) 1M 38 B 1 4%
2R 80 WAy S W] REAEAE 1B RLAT Ry o BT L S —
E AT . LA R A A ST SR W v i LU A
2) MR KRR iR S IR kTR
(] Ao 9 1) 2, DA i A 2B p € I 5 OB 1B R R Rk
1B . 55 35 18 25 NI P R % BT DL SC— > pR B
it S REAR I 1P 28 I R EAELO . CW s ] il 5 — 4N B iy
B R HEAT S5 RF. 1208 B0 T BT Y 3R 3 (E
Bwlsz+§?fw“&D*CWh (2)
L fbyys,i) = (ax X+ c)mod(CWg+ 1) ,a =
S.e=2%i+1;X= (b +)mod(CWs+1),b, H I
U T AL 0 e 43 e 1 38 3 (E s £ PREE — AP E R
BB AR AR A5 P 2 DU (0, 1) 2 ) —



1654 ® o #H 5 ®oOXK %24 %
AN I (L - AT A A0 30 S U AL B R I P R R T R A PR X 2 B 3 AT A Y T R
ARG s s N Ih RIS BT S HIAR T sattempt 0P 4 GRS

UH CWs 2 BV IE it ST 4 %1 11 ;CW,
Mo B A R AR SE G 1 BUE R min((CWs +
Dxm™'—1,CW,_..).
3.3 MBEEMITHNETRE

M4 B Al B Wi (D) B I S AT REAE7E 1T
FAT A o WUAE 4 T 32 k] Pof o LR 4758 24 A9 AR5 L 7
FiHE A

p» = max(a * Bey — Baws0). (3)
AT £ 12 3 A
Bepo - [)2 + pz. (4)

XL T S — AN KR EE. R SHEMN T
XRIETT WD AN E AT R, S AR S RIFIR
1o A ks 5 0 AR AR 12 T R E — 2D ey S 2
it BRAT R A

— U B ANBE 5T 42 S i S B S i AT O Y AL
M F 15 BB AR S Al REIN R 15 38 S 25 IR A9 - T
RO R EIE T (RDAEAE BT 20 ™. IR R (314K
AT IR T T S AN T 3K A1 DL ATS 8K e SR 1
AR JRE I 450 K A 6 AT RE T S e A5 H . T LA R AR
i 5 6 IR BT VR 4L o (B, (145 65 1E 5 97 50158 0 1B 7y JL
SRREAR X X 28 A8 25 7 A AR K1) 52 1)

o MIELERT 7 HLAT 4 Fpfs o .

1) A R 3 0 W W {5 3 25 T DU 3 4 o L

2) A SN Ry A R R RS AT fEAF AE
BEOIET A DT 1 B 158 0 . T DA /N o fE, A
(LR A 3k e 158 40 T o i L RS0 40 BB 18 0k ST it 14 2
TR A K.

3) QSR A B W A D AT O T A
LR LK BB BRI o fE, AT AR IZ T R
KRS B0E H A e HOR B AT R A

4) QAR SYCHAL T R ARy 28 R D[R] 57 3 Fi
T EFE R o fH.

3.4 LT AEMITARKE

TR T SR M LR T XV A 1 AT O R —
URH T o T 12 DB 3 2 8 0ot 22 Yk W T 38 o A 7 79
SRR 2 A A5 Ry i AT O W AR O SR SRR I i it
Aib B 3K BB AT Sy 11 SR

FEIZ MG T B XA S 8 K M T. K H R
R EBIHBA SILIR Rk e — MR Z m . B Y%
WCE]— AN B AL 4 22 (H Beo — Buo 2581 — 47
fitt . A7 X S A FIOR T 5 —B{H T, x4~ S BP
ARy BT T AT R A

MWl S HA AT D R SR 3%
KHSHT—A RTS 4, 538 J M4 F 2, R

B NS-281 AT L5 . ] shadowing
9 {5 T R 7Y G R Y By R A

P.(d) d
[P,Tdo)lm - 1Oﬁ10g<670) + Xz,

KB RN TG H P, (d) FaRFLILHE R,
P.(dy) FRTEMERE d, WATEIRE & . X FR
T REALAS . BSOS E AR 1 TR,

(5

x1 HEXBH
MR s 2 KU 1) 3 5%/ Mbps 2
WOTHERE /m 550 || MR B E R /Kbps 500
e /m 250 B KN /bytes 512
Bmmw  CBR 15 B ] /s 50

fEBE R 2 AT FH A A Hp 0 2 0 1 I 45 AR
Tk AD HOC R4s, 78 R Ji B 2] 50 i 8 4717 sk
o HE I8 0] R AL f B . &l 2 Bz, O SEAE 3t B ik
S P 1) P 25 PR B L B AR BE. R AT DL W 21
R SN R AL . TR E S O (HE T RE 1)
R &4y o LA AR U7 15 BRORCY R 9 155 O

150m
o[O——0On

A

B2 {(AEHEHE

D7 FLNBEE 35 50 3 i AT D 9 AL i A7 5K
P TT T 2% B — 1Y Rl 3 — B AT AT o,
BT 3 A 11 1R (- L M ) D AR R TR s TR
T3 A e AT RAT B FUE AR A I ]
P IRAT o AR 005 T B0 DS A D0 T 19 AT D Y
K.

X EL A 2R 1E T - IE A ) T 3 O R 4 12 W R
W4 3o LR A TS 1 T A 14 ) 5 0 T ) B U %
Sy L RS T RAT O (EL B R R Y
UK s - 320 A b 2 O B o L A ) EL A Y A
AP {E.

XFER 1 AE R DT B T RS &S %
P25 ST R RN Z (T = 20.K = 5.0 =
D2 ax BRSSO 3 ik 5 IR RA R I 2 BT Y IR
8 W R A LE A AN BT 3 TS

B3 BT LU s 2k 5 A AT 3 AT O 1



& 11 # A EF L — AR T & % ALAT O SR 1655
100 ST 4 125 35K U5 A A A A ST SR R 08 T SR L i
g T 3R A 1 7 I O 3R B
g 60 f 300 E—
A —— 0=0.8
ﬁ S| RS gzoo- —a— 4=0.9
—’—Jﬁﬁ&' . . i —%— a=1.0
0 20 40 60 80 100 %‘00'
1E 2417 4 EL 4 . . : .
B3 7R kW 0 b AT
B G CIE 25479 BN T 4024) I o Lo LR ESAT A )
4 o 9 ol B 30 4 1 AR T i 455 3 AL AT Oy I A b F) O 5 T=20.K=>50TE o &k 6k
R (H 1 AT B MAT M 9 H /N CIE 1.8
112 OB T 4026) i Witk 3 35 Ho J5 5 0 08t 4 2 A
T K 1) LE A R AR 22 L Bl 3 BRI i £
TE R 0 R O L il L R I AT R @
e i
55 2 B BG4 TR K (KN L 725 5 7 K

BB 2 T MK AR K KB B2 W — T 2 &
St BRAT Ry T HEAT 22 U T 2 AR R 1 R E L i LA
P EM ¥ T = 20.K = 5.

T AR T = 20,K = 5 I, AJA] o (EH 1
{50 1 T 0 DR 25 R i KLY I D BT ) B
Bl 4 fis.

100

—— 0=0.7
°\\° —+— 0=0.8
M —8— 0=0.9
£ 601 —x— 0=1.0
EN
g
Ho20t

0 20 40 60 80 100
1E 34T 2 et

B4 T=20K=5HAEacBEHNERHE

ME AT LUE I FESHII N T =20, K = 5,1
a (AR R AE o = 0. 7 i 1F 5 40 i ZR AR A oo 1
M0, 8 3 1 2 ] A5 Ak s 1F # 4 W7 2 A0 25 T6 L. X
KRy o {E /NI S A AR 2233 BLAT S AT LA i e ) D (]
5 ARG b U BT 33X 80 T LA B 35 R RE o 1 3 L S
M 0.8 F| 1 Z[a].

DL by B 45 R R WY 325 1 A I Dt A ) A i
AT T R TR Al b B — 2P X% AT A
WAL 3 AT Ay 20 0 288 5 O 9 A RS . R TG 45 2 i
R R A ki 5 A Y 07 2 A ok R B
T P B o A6 A o3 B 1 )

I 6 2B 3 KL LAY A i B AT O Y L
50 3 /)N 17T 320 4 A6 AER 1T G A4 A 1 SF- 34 7 ek o U] A

0 20 40 60 80 100
IE 24T
Blo6 MHAMEMATREHESTFHELS

K7 W i BUAT O O BIAR K i LY s B R
PHECR B AT ik I 3 o {EL I AR 2 B A6 0 3 5
A R 75 s I SR IBORH W S . 253 RAT S B4 A R
TE2SAT A IR T 1020) BF 3B B s i fr ki T
o 3] — > TR Y 5 A0 7 2 7 il A
RZ. X B AR E M WA R AT s AT (3
HI T ARG A A4 0 B AL R B A & —
RN A m (A BIL 2 7 AR G 2 A e 12 i X
W AR B 3 A T A A T AT O TR T BB
R W JBE Fi vy HEAt 9 A A ek

1.8

2 —o— B H A i
§ —— ¥ E &
S 10t

~

1

=

K 0.2

0 20 40 60 80 100
1E 44T A EL

B7 BHAEEATAEHBESTIHELHE
5 &4 w

FE S FUTF TR0 TCLE W 45 IR 58 T 3 40 37 ol
T B B 19 F) 25 0T BB AS 42 bR (1 18 388 B A 200 A 74
1M o5 A 38, AT R A5 B3 22 1 X 28 B2 5. Ry T il e axX
— B AT A A SCAR 4 A5 fE (9 TEEES02.11 B il 11
DCF #Li]  $& 5 — Tl ele i A 28 3 58 0%, 70 7% 371 3R i



1656 ® #1

5

®oOXK %24 %

FIZ Wy ok w1 Bty b 3 Y R 3R o (B, IF R ] EIED
Tkt CW B, {4 19 s B 084 °F M o 5 18
[ i o3 A1 o T 06T P 445 114 52 T ) L6 S R I L A
HIEMSEAG T R HIA SCH AR 18 1F o ) D
B RRAT 0 A I 38 S A T R i ) 59 LA A ek
AR A LAY A DA/ IN I B A B AT 45 S
T 21 -1

% 3 3Tk (References)

[1] Corson S, Macker J. Mobile Ad Hoc networking and
the IETF[J]. ACM SigMobile Mobile Computing and
Communications Review, 1999, 3(1). 11-13.

[2] Karn P. MACA-A new channel access method for
packet radio[ C]. The 9th Annual ARRL Networking
Conf. London. 1990.:134-140.

[3] IEEE Std. 802.11-1999, Wireless LAN-medium access
control and physical layer specification[ S]. 1999.

[4] Raya M, Hubaux J P, Aad I. Domino: A system to
detect greedy behavior in IEEE802.11 hotspots[ C]. 2nd
Int Conf on Mobile Systems. Applications and Services.
Boston, 2004 . 84-97.

[5] Kyasanur P, Vaidya N. Detection and handling of MAC

layer misbehavior in wireless networks[ C]. Int Conf on

(k#% 1651 7)

[6] Gao H, Chen T W. New results on stability of discrete-
time systems with time-varying state delay[J]. IEEE
Trans on Automatic Control, 2007, 52(2) . 328-334.

[7] Zhang X M, Han Q L. A new finite sum inequality
approach to delay-dependent H.. control of discrete-time
systems with time-varying delay[J]. Int J of Robust and
Nonlinear Control, 2008, 18(6): 630-647.

[8] Fridman E, Shaked U. Delay-dependent H.. control of
uncertain discrete delay systems [ J]. European J of
Control, 2005, 11(1): 29-37.

[9] Mariton M. Jump linear systems in automatic control
[M]. New York: Dekker, 1990.

[10] Boukas E K, Liu Z K. Robust H_. control of discrete-
time Markovian jump linear systems with mode-
dependent time-delays[J]. IEEE Trans on Automatic
Control, 2001, 46(12): 1918-1924.

[11] Chen W H, Guan Z H., Yu P.

stability and H..

Delay-dependent
control of uncertain discrete-time
Markovian jump systems with mode-dependent time

delays[J]. Systems & Control Letters, 2004, 52(5)

Dependable Systems and Networks. San Francisco,
2003 173-182.

[6] Zhong S, Chen J, Yang Y R. Sprite: A simple cheat-

proof, credit-based system for mobile Ad Hoc networks

[C. San

Francisco, 2003. 1987-1997.

IEEE Conf Computer Communications.
[7] Guang L, Assi C. On the resiliency of mobile ad hoc
networks to MAC layer misbehavior[C]. 2nd ACM Int
Workshop on Performance Evaluation of Wireless Ad-
Hoc, Sensor, and Ubiquitous Networks. Washington,
2005: 160-167.

[8] Guang L, Assi C, Ye Y H. Dream: A system for
detection and reaction against MAC layer misbehavior in
Ad Hoc networks [ ] 7.
2007, 30(8): 1841-1853.
Song N O, Kwar B J, Song J. Enhancement of IEEE

Computer Communications,

[9]
802.11 distributed coordination function with exponential
increase exponential decrease back-off algorithm [ CJ.
Proc of IEEE VTC’2003. Orlando, 2003. 492-502.

[10] Knuth D E. The Art of computer programming[ M].

3rd ed. New York: Addison-Wesley, 2000.
[11] Fall K, Yaradhan K. NS notes and documentation[ R].
San Francisco: UC Berkley, 1998.

361-376.

[12] Boukas E K, Liu H P. Delay-dependent stabilization of
stochastic discrete-time systems with time-varying
time-delay[ C]. Proc of the American Control Conf.
New York, 2007. 2448-2453.

[13] Petersen I R, Hollot C V. A Riccati equation approach
to the stabilization of uncertain linear systems [ ] ].
Automatica, 1986, 22(4) . 397-411.

[14] Jiang X F, Han Q L. New stability criteria for linear

with interval time-varying delay [ J J.

Automatica, 2008, 44(10): 2680-2685.

XuSY,

systems

[15] Lam J. On equivalence and efficiency of
certain stability criteria for time-delay systems []].
IEEE Trans on Automatic Control, 2007, 52(1). 95-
101.

Ghaoui L

E, M. A

algorithm

[16] Oustry F, AitRami cone

complementarity linearization for static

output feedback and related problems[J]. IEEE Trans
on Automatic Control, 1997, 42(8): 1171-1176.



