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Abstract: The existing ciphertext-policy attribute-based encryption(CP-ABE) schemes have to rely on a single trusted key
generation center in cloud computing. Therefore, a removing trusted third party of CP-ABE scheme is proposed. The key
generation center(KGC) is responsible for the user identity authentication and attributes management, which must be with the
other party(cloud service providers) through secure two party computation protocol to generate keys, and neither of them has
the ability to decrypt the ciphertexts. The security analysis shows that the proposed scheme can solve the security problem

caused by the single trusted key generation center, and the end-user only needs once addition operation and the computional

efficiency is greatly improved.
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