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Source-location privacy protection algorithm in WSNs based on
ellipse model

BAI Le-giang'®', LI Ling'®, QIAN Shi-guang'®, ZHANG Shi-hong?

(1a. Information & Control Engineering Faculty, 1b. Department of Science and Technology, Shenyang Jianzhu University,

Shenyang 110168, China; 2. Allwin Telecommunication Company, Shenyang 110179, China)

Abstract: To restore the lower safety periods of the existing source location privacy protection algorithms, a source-
location privacy protection algorithm in wireless sensor networks(WSNs) based on the ellipse model is proposed. Both the
coordinates of the source node and the sink node are used to establish the ellipse model. In order to disperse transmission
paths of adjacent packets, the algorithm selects a node randomly on the ellipse as the expected phantom source node,
which provides the direction for selecting the phantom source node. Theoretical analysis shows that the probability of
the packet away from the source node and the sink node is increased during transmission process by using the proposed
algorithm. The experimental results show that the algorithm can enhance the safety period and protect source-location
privacy effectively in comparison with the existing source-location privacy protection algorithms.
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