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Abstract: The attacks against the industrial control network have different types and various attack intensity. Under this
circumstance, the traditional detection techniques cannot identify the multiple types of attacks effectively, and can not
assess the security situations of the industrial control network comprehensively and accurately. Therefore, the industrial
control network security situation awareness model is proposed. Firstly, the rule extraction can be done by applying
the improved C-SVC algorithm to the multi-sensor data. Then with the application of decision fusion algorithm, the
decision-level fusion is completed and the results of situation awareness are procured. The simulation experiment results
show that the proposed model and algorithms can distinguish multiple types of attacks effectively, identify the attacks that
are launched against the industrial control system accurately, and generate the results of situation awareness.

Keywords: industrial control system; network security situation awareness; the improved C-SVC; decision fusion

0 531 B

HET 4 10 T R G PRl T A 4%, T % T
P B G T5 I 25 55 41355 D00 26 4 B 2 FEE (R B8 o, A4
THEM 5 52 BN N IR T B AR T
G5 TT [ 4 35 61 00 2% J2 7N 110 B 22 A 0 9, 460 T
125 D0 24 EAT BT IR 75 5% A B 2 % B

SR EE 1% B0 B A T TR 455
A PR — EL 2 B, A e B 15
ek A ) Lo A e R P A S, 5 7
I T X T G R 42 1 SR 1 B, BRI 4% 1
Pt AL, S BB A ARG, 1 B T B A R A L
PR B LR R, Bah 3 8 L 1 S 5 2R 5
L BTELI RGO LA A () T B T

Yks HEA: 2016-05-03; 1&[E]HHA: 2016-10-08.
HEWME: EXRBARAESTH (61223004).

RGN R 2R R Bk, DR 24 ml lPE 58
B AR . PR, o 22 A B HEAT A A0 5 X
4y, BT IEF M T4 RGUIRE, T R R L4kt
71.
DRBBBNBARA R TAE SRR, GEAE IR
B R G55 B 2Lt b @ T (5 2 2 1A DS B
PERT B AT Rk, IR E 2 W 1) 22 A 2 34, A A
ARG e HE 2B, IR MR ARG
A 2 AIRAS. BassP A H T B 2% S HodE b &
7 % 2 () A5 3R BT U RE 2L il LR BN R S
B TP BUMERN AR B A, 1 TPk P 2% 23 8] (1)
A IRAS; Shifflet!® SR FH AR 1R T W 26 22 4 24 35 B
MM AT 1 b LRI 72, 4 H 3 TR B4k 11

PEZ A FHKIT (1992—), L, M4, W Dol il R G M 45 2 S HIBNEIT L BA T (1968—), 5, Hix, 18
ARG, I 2R S LRI L ol gz il 3 50 2 4 DA K I 2 4 1l 3R G S5 AT 7

VA IAA/EH . E-mail: fengdongqin@zju.edu.cn



1224 # % 5

xR ¥32%

NTREREESH BB, 25 ANZ
Y5t Rl B 2R, Z AR AT DL s R PR R b R 22 U5 e A
O, $E = R G0 A PR A R 1, AT R AR X
A 1 A S I8 S ) B AL (SVM) BEARAE R 2 8
A AR 2 —, A SRR HE 5 Pud 27 2]
Vapnik! 7£ 1995 4F g B 1 ARvE 1) SCRF I EHLTT
15, FRON C-SVC J7 1%, X 7 fe S AR () SVM Bk ikl
S25G Z ) Braun' Y & H T IR T SVM AR 1 22 £ 4 R
Rl 7k, IR Bt SR AR I R ok B B Y ) 2
P rr e R,y T R LT Z ), Braun Z5E11
FEH TR SVM B AR K &£ IR 115 BT
HHE R, 0T v 4 E (N R AT R A, PR e e
SEEENE, IENHL TRHIE E R & 5 R Z R G /] ) 5%
Z;LuZ 2R TR A SVM B AR 2R L B IHEE R
HATRE A BIPAL T .

ANCAEH R T % R BN 2% 22 4 ] RIS 14 ks
R SO B AT 20 A, FER B T B E A
5 2 DA SAR S TR E () SRR A E A BRI AT B 7L, 32
H T T S ) C-SVCE R B 4% RGN 248 22 4
PR TT V5. AL L TS R G W 48 22 A A H B S
B b, 4 T SO C-SVC BLE, DL Kk 3R b
B FE U C-SVC BEAE N —Fh ge v $E 0, Gef%
XT @ T 2 A 20 B B R AE B AT HN 5 4y 2
YL RilA B R AR IS 2 AN R ) C-SVC E: Al |,
F A C-SVC i th 45 B result(label, Cl, p) BN H5E
fil A BE BN, TR GETH 45 R B 5%, Te v 3R HL
B RGASBBIEN T, A BASKF CL TR p
Xf C-SVC #in thy AT FEPEREAT € S5, SEL TR SRRl &,
FHERAPRPW ARG L ETH. AR LR &G, 52 24
[ 5 i v N ks ) o ] e 42 o) R el AT A S,
B UF 1 AR AR R B R B 1 A A1
1 Tz L
1.1 TIEMEIRBN R

[ 35 19 71
g LR

1 ZERHHTIEMEREE

1H I (152 22 18] 23 A 20 A2 R G,
Hh, B I R A B AT e 4 ) AT 1 ), 4 o % RE
PRSP AT AEAN 7] M3 ) A SR U AL, R S A5 Y
28K P IE 5 1 e 2 S 1) AT A ST S AL AR T
FERGUSATI ] T W, ¢ I 2 5 4052 B Bl 3 1%
Tk, A Tk s (BAZ 4% ) i HE 5 5w () (ua (1)) 5 12
il & (BT 4% U B 1045 T 0 (1) (B, (2) ) A7 AE D

%
i t y t Ta c;
y;(t):{y” ¢ Tu, "
ai(t)7 te Tatc;
Gi(t) €Y, Y, = [y, ymex]; )
7 9 Ta c;
(1) = {u ©), ¢ ¢ Tas 3)
ai(t), te Tatc~

Forfpe gy 1 gmax 73 il Dy A B A DI Y [ Y R e/
E AN B KAH; a; (t) B 2 it m B Bk (5 51, ek
77 HAE, Bt 5 5 WA Tae ARGE Z 2
i (IS A], Tore € T

EMX1 ZRGIEH normal. W a;(t) = 0, MFRX
AT Z AL 2] ¢ 57 1IE 15 15 0, PR 1% R G AE I %)
R B
12 BEREIANKE

R E N T R A Bl RE R G A 1
DL R 48 1IN B AT B, FR AN BE AL GeR il 7
2 Gl I I B AE 5 TR PR 3 ik 22 1P O E EAT
PEA, 22 A8 R R — BRI A ) e 2 ) —
B G IS I Ve s

0) t ¢ Tatc;
a;i(t) = 4)
a;i(t— 1)+ ', t € Thte.

o py R BEE IS, 't 2R EUE K.

AN F] B 0% € 22 8145 R G0 52 B [R5 FE 1Y
ke, AT XS 58 G0 1t e r= A2 AN R s e . — R 1 i oim
TN 1) A E 77 06 LR 350

1) IR\ B i surge, ..

Buite H bw: 75 5506 [0 I TA) P, 00 B 4% 0k R 34 iR
Al Re s KRR L (15

2) i 2= Wik biasagec.

Bty B b5: Yo 3 15 & — I 20 2 82 060 2048 24T
L5, BVPE BT — B 20 3500 i 5 s — AN JER 104
INHTH B O FE DRUEAN il A B R T H2 T 0 JR Gt %
.

3) JUMT B geom,,. .

Bridi B Fn: By 35 16 546 2 0k B0 i 2 ok
W 52 /0N, I A e B AR It e 22 1A, 76 Uk 1) s J B



%74 BRI 5 A T C-SVCHW TIHEM &4 ¥ B 1225
200 77 A i e R PP i 24, 1k B X &R Bidh il i KRR Hor
[t )

e I 3 % S AR A A ety )RR, T AT BT
DRI SRR ey 5 P 0ok T P, AT 3 o4 4 )
ST SR UMRIE RGHFEE oo . IS AT

BN 22 R R 0 B SR, AR SCHE S 3 1 TP R
7 M2 2 A S S ORI A UL R SR i 3, B
SEPURT A2 R GE S35 IO HE R 1
2 THEMBZESHRMAER

T 2% 22 A 2 S RN R AN B 1 s,

( &9t &% situation )
2

PR T E Des,

G| RER [ &% result, | [4i%result,| -+ [ 4R result,]
&
TP o e o o o
it

SVM 432
i
%
BTN RS B
=
R
i

2 THEMHZRESEBRMER

R T BUR T8, 1E A48 4% W 2% 22 A A5 34 I R
R, 45 R XL
EX2 UNZREHE Stain, 78Il R i B Tivain WY,
KA R K B AR I 220 ¢ AN [R5 20808 Vi () Ec s, FH T3k
17225 SVC Il Z5.
Strain(t) — [S{rain(t), . ,S:Lrain(t)]T, te Ttrain; (5)
Strain — {Strain(t)|t — 1’ 2, . aTtrain}- (6)
EX3 MR EHE Stest, 78 M I B T 19, K
H AN [ B %0 ¢ AS [5) B0 V50 1 s, B Ttk 47 2 2%
SVC k.
St () = [S1(t), -+, Syt ()], t € Thests (1)
Stest = LGP ()|t = 1,2, -+, Thest }- (8)
EX4 BEAEKF Claper. BRI B Tiesr I
—ZH IR S AR IC A Label ;) AT SEFRFE.

Ttest

Cliabel(iy = Z Dlabcl(i)/z D;. ©)
=1
HA: Draber,, I label ;) BIIAR 5 2 R 5 732K
T A BE S, D 2 B A ik st 21 1R SR 70 2T FR R
EMXS VLHPE p RAEE S Fo SHAHX =
{w1, 20, .., xn} WE KBTI,

(', X) = ZF(m’,m)/n, (10)
i=1

F(z',z) = , (11)

(z-2)- (' a')
5 () Ron A A= 1 AR,

E X 6 45 R result(label, Cl, u): Wl i B B¢, C-
SVC 7y 2R 53k 1 i b &5 S vT B = ool R R, |
result(label, Cl, 1), H # label & C-SVC #i H 1) 2 5l
FRic.

AR SCHE P 4% 2 A A5 A RN B, B 3
MR, B R B RNASBEZRREE . SRR
ERAEHIAGZ.

A B Z RIS X T4 0 4 7 119 25 17 0 i aie
HEAT RAE, SREI SRR 4 Strain FIA AR 4 Stest.

A5 AR 2 R FH C-SVC 43 2K B0vE i B0 31 1)
H HEAT AT, 34 H 2 245 B result (label, Cl, ).

ABVPAL Z 6 15 200 4 2245 R AT PRAG, @ i
R RIS S Despusion SRR A RGSH.

3 TIEMBZESNHBRMEE

ASCHE B SRR R AR SR E ) 3 2 AR AR A
TR J A 1, SR FH C-SVC 2 B BEST RGUIR S AT
QAR B A0 2, FF8 C-SVIC 4 2K 53k 1 it 45 51
YRRV BlG BE RN, SN 3 G078 33 B sk
.

EERN R AXRAERRGREETERE
Hh, T8 57 BB T N B B (R . K SRR R
F, 0 R G0 R 2T I AT BRAFEAE I R G 57w IR L,
WEAAE ST AT 2017
3.1 C-SVCE*%

SVM 5 A AR TE 45 ¥4 KU B /M R G vt-27 2R i
fith b5 ) — PpAsE =GR ) 7 V. 1% 07 1 R e R T
I3 18 LN I AR 43 S8 S T E AT SR AR T C-SVC 2
RAE N IFEEA K SVM J7 i, B3t 51 NE ST S50, K
A HEE S T P L AT 1D B8, DAASE 45 43 2 T o 184 K, 4 ) A2
FEW/IN. A SCH SexF C-SVC IO HEAT A 44,

A I 2Rtk

Traingata = {(1,91),- -+, (@, )} € (X,Y). (12)

Hpiz, e X =R"(i=1,2,--- , 1) NBINEHE, v; €
Y = {1, -1} AZAbad. Rk Hbr R Ech

l
o1
min gl + 36
stoyi(wTa; +0) > 1§,
Hw NBRRE R &, 0N RRECNETS
B, & Nk b AR & 38 i X 5K (13) 5] A\ Lagrange 3¢ 1
o, K38 TSR A s A A ]



1226 # % 5

xR ¥32%

I !
1
min 5 Z ZyiyjaiajK(:ri, xj) — Z oy
i=1 j=1 j=1
!
sty 30 =0,0< 0 <Ci=1,2,---,1. (14)
i=1
R = (o7, 08, -, af) T IFEE o BH)—1
NFCHIIE B o, 38 LT3R AT SR ek AL

l
y(@) =sgn| Y aiyK(w,e) + 0], (5)
i=1

I
b*:yj—ZafK(xi,xj), (16)
i=1

Horfsgn(-) ATF 5 EREL
3.2 KifHIC-SVCEL

JE 4 C-SVC S A BT X =43 28 il 5 B e H
R R, H o R R T SRR VAR A

U I C-SVC 5% 42 78 R 4k S0k i B Atk -, 51
N B AFKF CLRTIL BC BE o iR 4% 7E 2% FE C-SVC 7
oy R A R (W R Ar ] label) 1 AT SEFE R
i, AT DA X PR AME AT o i i

BAS7KF CLE R B 22 K510 4 label (1) — 24 H 45
B PRHE TH ER)E E P EOHE B R SR TR PR S ) b
(EREZIEF PN A e VO N S 4E

VE AL g 7R (1 2 A ic N label [ — 20 £ 4t o,
B R B R B RN, p AB R ORI 0 A 1) 3
P FRARBL, 73 S 25 SRRy

TE A 48 ek (1) C-SVC Svk 2 /i, 5 BRI 1 —
R, BT S PR AR AR — A 2 M AN AT 4 1), AR SCR
130 1) A% R B K (o, ) O 0 i N 25 i) 5 ) s 4
RRAEZS (] SR I e S A N B = 5 B e 2
T PR 2 1 56 2R, 7 LI 2 1) wp SR BRI A 26 1 4 25
T U7 6 B i3k 47 40 25

K(z,2") :exp(— ||952—0295 ”), (17)
Hor o ez 5.

A1 Ul C-SVCEE

Step 1: {8 AN ZRE s Strain DL R 5 £ Xt
I R ARGV GREE Traingaca;

Step 2: ¥ Il Zr S5 N\ C-SVC, Bhik & iE& s i C
5o, FE AT HUUEREL, FRELC (13);

Step 3: 58 BRI 25 J5, B DA 203 Stest i N\ C-
SVC, FI| FH Step 2 H AT 3K I 3k B0 i 4 o & — A
A FITRE R AT s ()3

Step 4: F HI 2 (8) 3K HX Cliaper, 3 H1 Z % D, 7] H
R ER:

T Qtest *
p, = W ST AV (18)

[l

Step 5: I F T 21 il i 5 1) A A 201
Z ylabel(x')}
> i@l

For yraper 275 X8 BT AH (7] 1R i HH 25 ) SR R, AL )
label | +1, —1 8,0 % 7K;

Step 6: #| W7 label /& 77 4 0, £ 52, W AT T — 25,
3 MIFHAT Step 8;

Step 7: THR P K5 H 1 Cliaber, BUE K —3 K
IAREL A 1) 2 4 label;

Step 8: F1) F 30 (10) THELAEA IS Z ¢ 8, W ol
S () Xt HTA I SR AR (O UL T IEE 0(S(2), S*0);

Step 9: T R AR VT L

Ttest

Z M(SteSt(t), Strain)
_t=1

Test ’
Step 10: % i 1% 20 I 12X Ho 4 1 B 44 26 9] 45 2R
result(label, Cl, p).
3.3 RERMAHEE
B ) C-SVC 5% B A ST A B R AR 2 53]
XI5 BIRE T, 8 T % A% R 4G8h A] REAFAE ) 2 P 2R A
Brake B FCAH L) 22 M 2 A A8 H AT X 0 AR R T
REERD & FIR RIS
% B e 7 C-SVC i FE filh -, B 7E R A

w/l\c-svcw/%é}mﬁﬁ%lﬁ*ﬂé?&%

TP et L cosve s KO D)
A4 B (A C-SVC 1 U 58 i HY) result (label, C1, )
iergeitr. a8 D p g labe s
HBEAT SR, e BB R B 2 IARC N R GRS A s
10 M A 24N S LB bR A AR R e 22 B0,
FIH B A5 KT CLR VGRS o 5 vH 54 H 45 SR ]
SR iy IRy BORE TR R A S AR
RGIERES.

k2 UORmEEIE

Step 1: ¥ w A result’ (label’, C1Y, p?) {F
NN BB, Fo b result’ ok N A i S C-SVC K%
ghg

Step2: & £ BT A 3K Bl b5 E N labely) 1
result’ (labelgi), CV, ), FFic s H B HCh Niabvel ;-

Step 3: % Step2 11 5 15 2| 1) k4> Niavel,) (i =
1,2, k) BEAT B, 3R LS B K ME 6 B A A
label?ﬁx, Fd SR IX PR IC R N Nase. 75 VL=
A2, 5 I RAB X B 28 B i v] BEAS 1k —Fp

Step 4: W Ny FIME TS KT 1,45 &, WHAT T
— 8, T EA Step 8.

label = sgn [ (19)

(20)



%74

BRI 5 A T C-SVCHW TIHEM &4 ¥ B 1227

Step 5: LT A L F b ic label (7)™ [ 4 i 45
result’ (label(;}™, CV, p/).

Step 6: £t X7 A [B] 1 1) AR 1d label (3™, AT
it Step 5 H ] — 2 bR ic 4 B T result? H (12
HCV R I AT, DA 2y S48 SR T S b

T%WT:Zﬁmwaebfﬁ%lﬁ](m)

Step7: ¥ & A Plaberex £ AT LU Bl ;i K
Tlabel?sx JIT Xt 2253 1abel ;).

Step8: MR F A RIS bRic, it 24 i1 R4
AR

FERIIE C-SVC (4 C-SVCHEAT I ) B, T B =
52 1 Bt ) C-SVC S H bR iT label {E4 1 8%
— 10T 2 03 SR i) @, AR 7 AT 20 2R 5 R 2R
55 5 R AR 2 bR A label () A label ), 73 5 A5 iC
91T —1, LA I8 56 B (P I 2R 48 22 Dl 72 R AT
g5 SR I, K label ) (B label () ) 1914 22 AH B2 ) £
18, BEI, % H 25 B result(label, C, ) 7 1 label A
FEHAME, T2 AR I 2 AR FR L.

4 fiEEKRESER

N T B AEA ST iR HAS RN B0 A R, 1 o
1 BBl B2 ) R G T N B 5 FOAR R, A
S AL O I AN R R S ) Bk, B R P AR SCHR Y
I BEREAT RGEASFE AN, RIS 4 R L%
AER .

FE A S, % 2800 b il label 47 7 4 B 1 L
label € {normal, surge,., biasatc, geom,,. }.

% KA AR iE & LW R normal — &R 4 IE
surge, . — IR A BT ; biasayc — i 2 B i; geom,,,
— JUR Bt
41 HEBRRER

R 88 P S R IR [ e s ) 7 52U R 3
Fiw, B 3 oR 1 28V B 1) 52 10 B, S T B R Bl )
IR AR, Ho: Q 7RI, f, Fl T 3RAEIE
W 2 ., 9 283504 1) 1R IR 1T I 7 p 9 28 054 o 1
W& J5 e 715 FRERLE:, B RS dn i L

n'rﬁ]ﬁz_

3 IRIBEURE 8 B BRIEHIS R
ZARGPA —NMR AR RS TT 21, BEXT S i B
FRD il B2 T, BEAT AL, e b T, D9 T B V€ AR, 42 ) 2%

TC 21 3 i 4% 5 5 o0 42 i) 28 PR A28 1] IR, %o i 88 3R 47
P, HARHE 1A T 0% ~ 100% 2 [8], BRI il
I 76 42 5 P Bl 5 4 T T
42 HEEERER

BEXE B0 BN R, R A SCHR L A SR kAT
i TANE S I 5, WEAAH KRS, BILE R
W, FF U A% IR A B T, P S5 40 HH B w A
BRI, A I TE] ¢ = [0, 300).

1) R Bt
axw-—{o’t¢loh 22)
10, t = 101.
2) 2= B
%u»—{mt¢1&“ 23)
(t—1)+0.1, t € Tae;
Tate = [1017 151]
3) JL Hr
aslt) = 0, t & Tate; (24)
(t—1)+0.05 x 1.01%, t € Tyt

Tite = [101,116].
IR FEAL i 5 S A M I )I R 2E:
D) IEHERE
Traing,g, = {(Tis w1, 91)s - (T g, 97} (25)
2) IR
Traing,g, = {(To, w3, 47), - (T uf, u7)} (26)
3) i 22 it
Traing,., = {(To 1, ui,93), -+, (Toy, ui,y7) ). (27)
4) JUH
Traing,e, = {(Tns wtsy1)s s (Do uis 51) ) (28)
BEAT C-SVC I Zx, K5 A [7] [ 75 35 30 AT 795 195 41
A, /i 64~ C-SVC, % 1 fiin.
#z1 {BCSVCEHERAINIEGSE
NPT

WZREE Traingaa

C-SVC1  surge,,. — biasa¢c [Train?,,, Trainj . ]"
C-SVC2  surge,,, — geom,,. [Train’ ,, Traini, ]"
C-SVC3  bias,ic — geom,, [Train3,,, Train? 17
C-SVC4  surge,,, — normal  [Train ,, Train},,.]"
C-SVC5 bias,i. — normal [Traingam Trainéata}T
C-SVC6  geom,,, —normal  [Trainf , Train},,.]"

2) T W AIE T H 9 ) A AR, 20 B0 3 RO
7] £ 250 7 3% S5t DA S 6 30 i 170 S AT 007 B R RRIK
137 20 o 44 IR A5 BB T, A 1 B0 B, #0325 AR
R R 4R

St = {(Th1, 1) s (T un) ) (29)

mn? 'n



1228

# # 5

*

F £32%

IBAT B ) C-SVC B BEAT X, A5 A il 4R
FERM AR ) C-SVC J $ REAS I AH B A I 45 2R

R BFAS C-SVC (1 H 45 2R g N\ B DR S b 15 B0k
BRI R G 24853 38 2 ron 4 IR B e
AN C-SVC T it DL i A ) R G & 3 45 R, B
IR 1) e & R G, 45 G DI R 28
izt

2 NREREBRESEHEL
Stest Stest Stest Stest
1 2 3 4
C-SVCl1 surge, . biasaic bias,c biasaic
C-SVC2  surge,, geom,, geom,, geom,,
C-SVC3 biasaic bias,c geom,, . bias, .
C-SVC4  surge,,, normal normal normal
C-SVC5 bias, . bias,c bias,c normal
C-SVC6  geom,,, geom,,. geom, .  normal
RGBS surge,,, biasatc geom,, .  normal
5 4 »

ASCHEH T BT odE Y C-SVC AR 1) T % ) 2%
BRI TT V5. ZITEAER IR B 2 4% KA 5
P Y5 1y B A B, R A S ) C-SVC SRV 3 BUAS [F] Fh
TG ) Bk R, 3 s 920 i N P e A T
WA, IR BRI St 25 3R A2 b B Al b, ) FH o 5
A LT R Z R A 1T 58 N R G S SR A 3R
WHER I R AT, SR Y, AR ST I kR
A AR AT 48 I 28 2 A A 3 B, FF SRR R 4
Y BT 2 W RO, N 7 A N BRI R
B SRR

T T IR R ) B RS 25 5] Rl
o) AN DO 2 G0 52 BU I ) B 48 56 A 45
B, AT T 25 22 A 25 3 BRI B 55 92 1Y) et
CLH 3 ST R G4 4B 2) B FERFIR TG I, W R 48
K BAER I T M2 2 3535 i o 2 4 2 FE
S e A SR R AT A0, LRI X 2 R R AT O
BRI
S E 3 fk (References)

[1] &% 4, & @A 5% o Tk UK HE AR
——EPA J¢ S0 R 9 T7 58 M. b 50 B2 H A,
2012: 150-164.

(Feng D Q, Chu J, Jin J X, et al
industrial Ethernet technology — EPA and its application
solutions[M]. Beijing: Science Press, 2012: 150-164.)

[2] David A, Paul B, Christina W. Did stuxnet take out
1,000 centrifuges at the natanz enrichment Plant?[R].
Washington: Institute for Science and International
Security Report, 2010.

[3] Hespanha P, Naghshtabrizi, Xu Y. A survey of recent
results in networked control systems[J]. Proc of IEEE,
2007, 95(1): 138-162.

[4] Andre T, Daniel P, Henrik S, et al. Attack Models and
Scenarios for Networked Control Systems[C]. ACM Int

Real-time

(3]

(6]

(7]

(8]

(9]

[10]

(11]

(12]

(13]

[14]

(15]

(16]

(17]

(18]

Conf on High Confidence Networked Systems. Beijing:
ACM Press, 2012: 54-64.

Bass T. Intrusion systems and multisensor data
fusion: creating cyberspace situational awareness[J].
Communications of the ACM, 2000, 43(4): 99-105.
Shifflet J. A technique independent fusion model for
network intrusion detection[J]. Proc of Midstates Conf
on Under Graduate Research in Computer Science and
Mathematics, 2005, 3(1): 13-19.
FEEEBEE ETEEMERMKZES
HPP B (0], T E LIS KR, 2009, 46(3):
353-362.

(Wei Y, Lian Y F, Feng D G. A network security
situational awareness model based on information
fusion[J]. J of Computer Research and Development,
2009, 46(3): 353-362.)

Yang S J, Stotz A, Holsopple J, et al. High level
information fusion for tracking and projection of
multistage cyber attacks[J]. Information Fusion, 2009,
10(1): 107-121.

Vapnik V. The nature of statistical learning theory[M].
New York: Springer, 2000: 123-167.

Jerome J Braun. Sensor data fusion with support vector
techniques[J]. Proceedings of SPIE, 2002, 4731: 98-1009.
Jerome J Braun, Sunli P J. Information fusion of
large number of sources with support vector machine
techniques[J]. Proc of SPIE, 2003, 5099: 13-23.

Lu J, Yang X, Zhang G. Support vector machine-based
multi-source multi-attribute information integration
for situation assessment[J]. Expert with
Application, 2008, 34: 1333-1340.

2L, T, RS I 2% 2 4 2 S RN BIE Sk R (7).
THEHUS F B 9T, 2010, 27(9): 3227-3232.

(Li S, Dai X, Zhou Y X. Research progress of network
security situation awareness[J]. Application Research of
Computer, 2010, 27(9): 3227-3232.)

Cérdenas A A, Amin S, Lin Z S, et al. Attacks against
process control systems: Risk assessment, detection,
and response[C]. Proc of the 6th ACM Symposium on
Information, Computer and Communications Security.
New York: ACM Press, 2011: 355-366.

Yao Liu, Peng Ning, Michael K R. False data injection
attacks against state estimation in electric power grids[J].
Proc of the 2009 ACM Conf on Computer and
Communications Security, 2009, 14(1): 21-32.

X545, HIEA. B2 48 b fOF U5 SRR R
HLIM]. JE5T BEE H AL, 2004: 164-223.

(Deng N Y, Tian Y J. A new method of data mining:
Support vector machine[M]. Beijing: Science Press,
2004: 164-223.)

AR, g T IR (M. B 5T HROR S A,
1999: 257-258.

(Bian Z Q, Zhang X G. Pattern recognition[M]. Beijing:
Tsinghua University Press, 1999: 257-258.)
Bk g, TP, MR 55 AR ) A2 (M. Jbat: 4k
Lk L, 2012: 85-116.

(Dai L K, Yu L, Tian X M, et al. Process control
engineering[M]. Beijing: Chemical Industry Press, 2012:
85-116.)

Systems

(hfEtpdt. & F)



