BHSRE

Control and Decision

ETRRBE R B & PLER & RARETEN RAI - 1 B
XeP, R, XIS, REIRE, SRR

FIHIARSL:

KNG, J R, XSG, 55, T RISTRETHRAE Y A& BLER A RARE ARG AP AR ). 125605 55K, 2021, 36(8):

1920-1928.

TEZR R View online: https://doi.org/10.13195/j.kzyjc.2019.1672

TRAT RIS HAN SO

Articles you may be interested in

BT R AR E R AU R S 2 ) R GE

Data distribution—based cost—sensitive broad learning system

PR 5P 2021, 36(7): 1686-1692  https:/doi.org/10.13195/j.kzyjc.2019.1484
T AT SRR AR (1 CA.S PR B L3 SR I AR I 2 T

Clinical prediction of C4.5 decision tree classification algorithm with embedded resampling technique

Pl 5HK. 2021, 36(6): 13421350  https:/doi.org/10.13195/j.kzyjc.2019.1247
TE 161 552 25 PO 2% 18 S AL I 0 e

Research progress of anomaly detection for complex networks

PR 5P 2021, 36(6): 1293-1310  https:/doi.org/10.13195/j.kzyjc.2020.0055
BT A EARIT B )4 B A (E SR IR AA

Density peaks clustering based on mutual neighbor degree

Pl 5 PR, 2021, 36(3): 543-552  htps:/doi.org/10.13195/j.kzyjc.2019.0795
BT A S 1 SRR B 43T 1k

Double knowledge representations based classification method from perspective of social networks

PRl 5P 2020, 35(11): 2653-2664  https://doi.org/10.13195/).kzyjc.2019.0141


http://kzyjc.alljournals.cn
http://kzyjc.alljournals.cn/ch/reader/view_abstract.aspx?doi=10.13195/j.kzyjc.2019.1672
http://kzyjc.alljournals.cn/ch/reader/view_abstract.aspx?doi=10.13195/j.kzyjc.2019.1484
http://kzyjc.alljournals.cn/ch/reader/view_abstract.aspx?doi=10.13195/j.kzyjc.2019.1247
http://kzyjc.alljournals.cn/ch/reader/view_abstract.aspx?doi=10.13195/j.kzyjc.2020.0055
http://kzyjc.alljournals.cn/ch/reader/view_abstract.aspx?doi=10.13195/j.kzyjc.2019.0795
http://kzyjc.alljournals.cn/ch/reader/view_abstract.aspx?doi=10.13195/j.kzyjc.2019.0141

%5 36% 4 8] = oH# 5 xR Vol.36 No.8
20214 8 H Control  and  Decision Aug. 2021

ETRLBRGIFENBE BN RERMEE
AN F N A

X e B &AL, DA, BE2 4 XH!
(1. WG IRVE K2 R ReTH 515 5 15 BACFRIHI fE 48 B e =,
Kb 410081; 2. FRFRZ AR, KD 410083)

T8 T HLER S o B2 NARAST I T 72065 S T I 4847 S (ONAR) R A A R s =1 (43 28%) Il R, TR JHG3@ 17 1
SR R R, 2 B E A2 DR SR, B B 3 43 S B AE A AR R B 4 1) 4 AT R B 10, T LS 1
W8 IR I8 1, NARAT B8 D T 1R 8 U 1), 1K 45 P 468 NARAT R0 Iy >R 5K Bk, BRI, 32 HE — i T IR IR A5 1
R I 25745 SR AF 1 (CSDADASYN), 3 i 42 3 /D B S FE A (1) A 45 M 0 HL 3k AT B 38 SLI SR e, LASRASFE AR 43 AT 46
ARV R (10 25 i 50 AR, g e R 00 A 350 2l SR P 23 5 A ). CSbADASYN 56 SR FH 1 5 288 75 2 5 e 4 v 1
B ATEAT T2 50 T, PR BT 3RA5 1) SR AR 25 W 1 I LA, W SRAFRE A 0 A 5 W AR FR I 0 R A T 2
A 22 3] (R4 LY NSL-KDD 1 KDD99 5 45 b AT K 2 (1) S8 E 1 R L 556, 45 3R W, CSbADASYN
REfSi % G 7 R AR RIAE AN BT R 5 BI04 28 1 RS B B AR T, 545 48 00 SR 0 5 AR 5 17 AL B8R RM JFG At F 5 22 4
AR ER AR A DU T AR L, 1207V BE SR 1S S (R 1) iR R R Rl .
KEBIR): PN B EIE AT, A MR R R BIEMNSEERERE; RFE
FEISHES: TP273 XERARSRD: A Ry
DOI: 10.13195/j.kzyjc.2019.1672 FEROR S (FIRAR $5) #7IRFS (OSID): EEREGE
SIREN: XEF, B 540, X a8, & B T IR WRRIE 10 B & MZRA RAERETE N RA I 82 (7). #i) 5
WK, 2021, 36(8): 1920-1928.

Toward intrusion detection via cluster structure-based adaptive synthetic
sampling approach
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(1. Hunan Provincial Key Laboratory of Intelligent Computing and Language Information Processing, Hunan Normal
University, Changsha 410081, China; 2. School of Automation, Central South University, Changsha 410083, China)

Abstract: Machine learning-based network intrusion detection identifies malicious network behaviors (intrusions) via
pattern recognition (classification) technologies, which has attracted extensive attention due to its strong adaptability and
high sensitivity. Existing pattern classifiers generally assume that the distributions of data sets are roughly balanced.
However, in a real network environment, the number of intrusions is much less than the number of normal accessing. In
this paper, a cluster structure-based adaptive synthetic sampling approach (CSbADASYN) is proposed, where minority
classes are adaptively interpolated by mining the internal structure of minority-class samples to obtain the distributed
characteristics-preserved balance samples for the detector training. The CSbADASYN adopts the spectral clustering
method to cluster the minority-class samples in advance. Then, it makes an adaptive interpolation operation based
on the achieved clusters to obtain balanced samples with distribution preserving characteristics for the classifier model
learning. Extensive verification and comparative experiments are carried out on classic NSL-KDD and KDD99 datasets.
Experimental results show that the CSbADASYN can significantly improve the classification performance of traditional
classifier models on unbalanced datasets. Compared with other intrusion detection methods with equalization processing,
the CSbADASYN can achieve lower false positive rate and false negative rate.

Keywords: intrusion detection; imbalanced data processing; distribution-structure persevering; spectral clustering;
adaptive synthetic sampling approach; oversampling
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NSL-KDD & KDD99 5 ## 48 ¥ 4 3. 5 KDD99
K SR AH Lb, NSL-KDD 5 5221 (Il R 8 A
TUARER, BT LA 3 248 AN 2 i ) 56 45 %5 (1) 90 3% ; NSL-
KDD 4 2 1) i 88 rh B 1 oK & 8 290 5% NSL-
KDD 2k [ AN BE 22 ) 20 1 B ase id sk i e 5
H KDD £ #i 4 H 11 1d 5% (1) 1 43 B R B NSL-KDD
WNZRAFTI H 10 AR 1 B A B, X A5 7R
B I AT S AR AR
3.2 EMERE

I3 2K 5 BG4 R IERA > 28 2 802K, IE
i I DB DL ARy R 2 5 R 2R
/052K, 43 H F 77 N TN, TP. FP. FN. 76 AN Eff
AR 73 VP b, D B EE I PR REAS U VEAr (1
BOCHG S A B VT A R SRR BRL e, AR A G-
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*x R %36%

mean., F-measure!??! . AUC 1/ A ARt
G-mean ] HUE Bk T 22 BN ff R A 2D B30
A0 B SR AR T AR A 9 A (B R ORI, D
Z R 5 /D BRI 5 R 1 B HR BN = B, G-mean
FIEUEA K. G-mean I THE A X UF:
G-mean = \/ TP X TN . 2)
TP +FN TN+ FP

F-measure T 5 A X0
(1 + 3?) - recall - precision

F-measure =

(2 - recall + precision 3
F-measure J2 5 i 22 A1 A Bl A A, 90
[A] B & - B KAELRS, F-measure FIME & T & K MH. F-
measure F B, Ut B AN ST HCE 1O 70 RO T
ROC Hh 2k I 1) 9\ il /& TPrate, 1 §ili /& FPrate. i
LREFEIT Ie b RN oy RAR TR RE . T i 2N
RESE BT 73 SR AR L R EAT VPO, B A 2 T AR
AUCHE NP 515, AE K, 7 2R 45 B 1 REBR 47
FEXT EE P 2 58, AR ST 2R T %8 (AR) Al
TR Z (MR) AN AR E R bR v,

TP + TN
AR=——— 4
R P+ N’ ®
TN
MR=1- 55 Fp ®)

Horr: PORIEBIASL, N A5G EL HER 26 R It
Pl — N EVE M A PERE, TR R B8 A U P4l 5
I AR,
33 SSWRERESH
331 IRUEMESE

FESGUE P S50 o, AR SC ik A T UCTEUR A2 1
pima F A HE AT > B RAE A 43 SIS IO UE. 1%
R A 768 MEAR, Horh Z KA H Jv500, 20
BERFEASH 268, LA AL EE . ADASYN Sk Ak
H DL K CSbADASYN 537: 4k 2 J5 (1) pima £ 41 4E, 78
2N R T REE Rk 1 s,

F1 KEMSLIGLER

classifier algorithm F'-measure AUC G-mean
ARALFE 0.668 6 0.7052  0.6565
SVM ADASYN 0.786 0.7793  0.7788
CSbADASYN 0.818 1 0.928 1 0.8152

ARALFE 0.7254 0.706 0.726 5
RF ADASYN 0.7613 0.7817  0.7808
CSbADASYN 0.7821 0.8005  0.8004

AALFE 0.695 1 0.7054  0.7155

MLP ADASYN 0.7609 0.748 1 0.747
CSbADASYN 0.776 2 0.7446  0.7393

28 1 A Y Sz 86 45 SR T %0, 42 CSbADASYN i 2%
FET VAL 2 5, 48 H B AL AR MK (RF). SZRFRI &L

(SVM). BA K 2 JZ B S0 Bl (MLP) % ¥4 4 73 28, Al
T ADASYN H V%, F-measure. G-mean LA &z AUC
B B T 4.08%  4.67%.  7.19 %, % W %
CSbADASYN X AP i i dfs 4R AL BE 5, 73 S 8 1K 7 28
B0 T B RFE AR 1) 43 K BE 386 $ .
332 XFHELHRSEES

1) NSL-KDD: 543 2%.

7£ NSL-KDD H, Il Z5 A1l ik o 719 1 5% £ 2 %
B BN A R G 10 53 SRR 25 A0 M R S, {8
130 BB S0 b IS AT AR R B T G 7% BE AL ik 4%
— /N4y, T B RE P, AR SCAE NSL-KDD (1) 4 Fif
N A2 3 3k A7 X B P N AR AR T S 5, Bl A 4 i
CSbADASYN 4b# J5, %t RF. SVM LA J& MLP 4325 4%
() B 2 AR R 6 W 52 e, SR &5 RN R 2 By
7, H 1 CSbADASYN-+RF, CSbADASYN+SVM il
CSbADASYN-+MLP 73 5l A% Fr i Hi i\ CSbADASYN
T SRFEVE A B () 73 S S8 AR A 45 & 1HEAT N AR A
[ sa gt 1.

=2 XTELMESCISEE R (NSL-KDD)

NS
Fik W IERR
DoS Probe R2L U2R
RE HERIE 0.9123 09274 0.9353 0.9234

JIRZE  0.6263 0.6023 0.6041 0.6102

WERIE 0.9241 09154 0.9443 0.9445

ADASYN+RF |
s SYN+ IRE 04326 03945 0.5212 04762

HERIZ 09146 09145 0.9023 0.904 1

M .
SV FikE 02616 02213 0.2164 0.1943

HERIR 0.9324 09341 0.9254 0.9262
ADASYN+SVM |
CSbADASYN+S FIkE 02237 0.1964 0.2013 0.1812

MR 09152 0.9093 0.9012 09103

MLP ;
JEiE 03012 03612 03541 03672

#EMZE 09321 09212 09314 09474
bADASYN+MLP |
s SYN TR 02967 03561 03052 0.3363

il & CSbADASYN [ AR i I A5 284 7 4 1t 26 A1
TR R DR 27, o, 76 RF X RS2 56 o, 1
BIHER AR T 1.3 %, P IR R PR K T 8.83 %;
1E SVM % HE S 56 o, S 35 AE B 2R 32 7 1 2 %, T3
TR R FEAK T 9.8 %o; 75 MLP X B S48 b, ~F 359 1
e 1 2.33%, IR E P 17 5.77 %. W HE
CSbADASYN 4k B Ji=, 2405 1 AN 251 1 15 2145 204k 2,
{5 73 AR IR BE SR T, AT A R T+ T AR A AL Y
(I HE A 1, AR T A B P 2.

TENAZ 200 71, R2L BA K U2R J& T 20 %028, A
THERIINA SER T T e AT HERA 2, 300E T A SCHT
& tH 5 S TR D BONAR A AR B A R
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2) KDD 99(10 %): 105325.

ENIPIEN VAl

NSL-KDD #4f 4 /& 28 ok A T a2 1) £ 4 4., %%

£ Hp B T 28 1) ) 0 2 S 1 S L SI 2 B 85
FEUR. BRI, ATk F #5458 Wil 552 ) 4% KDD 99
FEHEAT /NI 0 AR A I (53 2%) AR, DL ARG 36 &
CSbADASYN 75 ¥ Ab B J5 A G /D B R N R AR

S8 3% FH back pod. teardrop. ipsweep. nmap,

portsweep- satan. guess_password . warezclient. butter_
overflow 55 10 MU A AR, R T R B IA AL
ST VE R B NAZ AR A I R . S 25 SR

RIPR.

*x 3 XFEEMESEIREER (KDD 99)

, - NES)
3% Wi . LEs :
back pod  teardrop ipsweep nmap portsweep satan guess_p warezclient butter_o
F-measure 0.6321 0.7241 09015 09132 09314 09705 09314 0.8462 0.9231 0.9038
RF G-mean  0.7252 0.7313 09154 0.9064  0.921 09203 09203 0.8314 0.9462 0.9324
AUC 0.7226 0.7556 0.9023 09055 0.9222 09213 09321 0.8422 09123 0.9254
F-measure 0.6915 0.8531 09314 09214 09464 09714 09363 0.8864 0.9333 0.913
CSbADASYN +RF G-mean  0.7313 0.8014 09352 09518 09374 09463 09213 0.8725 0.9421 0.9432
AUC 0.7021 0.7523 09156 09033 0.9241 09232 09148 0.8822 0.9312 09132
F-measure 0.5727 0.7923 09423 09614 09264 09164 09324 0.9036 0.9321 0.9012
SVM G-mean 0.629 0.7815 0.9215 09423 09132 09236 0946 09162 0.9425 0.9323
AUC 0.6002 0.7323 09013 09232 0.9022 09214 09325 09121 0.9333 0.9321
F-measure 0.5915 0.8232 0.9257 09142 0.9354 09321 09333 0.9326 0.9423 09128
CSbADASYN +SVM  G-mean  0.6732 0.8425 09132 09156 0.9463 0.951 0932 0.943 0.932 0.9362
AUC 0.6532 0.8321 0.9036 09031 09131 0.94
F-measure 0.5923 0.7451 09236 09252 09135 09146 09349 0.8932 09154 0.9203
MLP G-mean  0.6214 0.7513 09551 09345 09123 09103 09146 0.8762 0.9364 0.943
AUC 0.6232 09223 09223 09421 09032 0.9033 09001 0.8856 0.9214 0.9315
F-measure 0.6173 0.8265 09565 0.9542 0.9247 0.931 09342 0.8893 0.9536 0.9312
CSbADASYN +MLP  G-mean  0.6513 0.7924 0.9614 09431 09315 09261 0962 09034 0.9463 0.9062
AUC 0.6662 0.8014 0.9531 09232 0.9232 09012 0.9423 09132 09213 09112
%’ S\ N
HSEBG 45 AT L A SCIR U CSDADASYN 4 &5 18

RLRAE 7725, RE. SVM M MLP ] G-mean 43 5 42 &1
2.3%- 3.0%- 1.7 %. G-mean /& [R5 2 $2K . DXk
I3 K ST IS DL S KA B S IR RS 2, B B
2 BN D HE I o NS B IR R s S O R, G-
mean A 23 K, 1 B A SC 7 VR AR 1T AN 35 1 H s 1 A
o3P RERR = RF. SVM A MLP [¥] F-measure 4 %]
P51 3.8 % 1.8 %+ 2.7 %. F-measure $& 15 B Fi 4 45
TE 4 I 12 v, 78 B AR BB 1) 23 SRKS BE A5 2R T+ 1Y
T 0L T, 2D B RE A I 43 NG FE SR AT 42 T 1) R 2 o
1. RF\SVM HIMLP ] AUC 73 2 5 T 2.4 %+ 1.9 %-
2.1 %, YL B AR SR BG4 S48 PR R P Re A5
FHE Tt

D TE 2P SU L I U I PN R €7 SN SRAN T )
Iy AR, AR SCEE TR M Re AR E . N
FRBH R (TEARH] H N “back” “ guess_password”
“tear_drop” “warez_client” S5 &5 /D I B A 0)
RARERIF A B 5 1 F-measure G-mean DA 2 AUC. 78
I3 T ARSI T EAE AR A I s T HR
N A58 R A B A I e

ROCHEH T — b T/ B R 2 R 45 4 73
A RE I I H I8 BLZ5 AR A5 (CSDADASYN), % 4E 3%
1 5 £ 0 D B AR AT I R, DASRAF AR X 34
187 1) 54 A A T 2 Y % 2] CSbADASYN 3R
FH i SR RN D B E AR 5y i TN 5, T AR R
BN DB FE A AT DAL T LA o0 7 R
Tt (%) 3 AR A, DA b 35 i 1 3 1 . UL 1) 3
SEEG DL R o RS 45 TR B, 42 CSDADASYN i R
IR BTN SR B B e R R A (1 25 8] 43 A
R, DAL T B8 56 A 90 7 A A8 B A0 AN 5 45 ai 4R 111
Sy RNVERRTS B B B T, R T A B4 H s 1 Ak 3. R
CSbADASYN 5 1% 45 1) 73 2 4 AH 45 & 14 BUHT A=
KRR 7E NSL-KDD. KDD 99 ##5 4 HE47 K & (1)
B UIE 1t AR MR S5, 45 R AR W il A CSbADASYN
[ NAZAS I ASE B B AT 250G DU H % b 2R B ) AR,
[F ) A R T ARSI 1 iR 4 2 A i 6.
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