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Quantitative evaluation model for dynamic performance analysis of
security risk in industrial cyber physics systems

SUN Zi-wen*2t, ZHANG Shu—guo1

(1. School of Internet of Things Engineering, Jiangnan University, Wuxi 214122, China; 2. Engineering Research
Center of Internet of Things Technology Applications of Ministry of Education, Wuxi 214122, China)

Abstract: In view of the fact that current safety risk assessment models for industrial cyber physical systems (ICPS) rarely
consider the impact of dynamic process of the system on the accuracy of the assessment, this paper proposes a quantitative
evaluation model for the dynamic performance analysis of security risk in the ICPS. Firstly, the Bayesian network is
used to model the intrusion process of the attack in the cyber layer, and the probability of the successful intrusion of the
network attack is calculated. Then, under the premise of successful attack, the Kalman state observer is used to observe
the state of the controlled object in real time, the dynamic performance of the system is studied, the performance loss
of the system is quantitatively analyzed, the impact of the attack on the system from the perspective of economic loss is
quantified, and the dynamic assessment of system security risk based on the probability of successful attack is realized.
Finally, the running state of the boiling water power plant model under attack is simulated using Matlab. The results show
that the model can effectively assess the risk of ICPS.

Keywords: industrial cyber physical systems; risk assessment; dynamic analysis; Bayesian network; network attacks;
attack influence
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