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A review of development and application of UAV detection and counter
technology

LUO Jun-hait, WANG Zhi-yan

(School of Information and Communication Engineering, University of Electronic Science and Technology of China,
Chengdu 611731, China)

Abstract: The increasing use of unmanned aerial vehicles (UAVs) poses great threats to public security and personal
privacy. Therefore, the counter UAV(c-UAV) has became a very important emerging field in recent years. To ensure
national defense security, public safety and personal privacy, more and more researchers hope to better counter UAV
through more accurate UAV detection and tracking technology and introducing new functions and new concept
technologies. This survey summarizes the progress of c-UAV technology at home and abroad, which may help make
recommendations and improvements of c-UAV applications for the future. Related researches on UAV detection and
classification methods using radar, electro-optical, thermal, and acoustic sensors as well as multi-sensor information
fusion algorithms have been thoroughly reviewed in this paper. Afterwards, the composition of the c-UAV technology
system and the advantages and disadvantages of related systems are reviewed. At the same time, the c-UAV technology,
the well-known c-UAV system and the UAV cluster countermeasure technology are discussed. Finally, we look forward
to the research prospects in the field of c-UAV. These work will lay a foundation for solving the low altitude safety
problem.

Keywords: UAV; UAV swarm; counter UAV; intercept strike; UAV detection
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WAE BRI HEEFEA: A& M
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P2 ELAG VR B ORI 0] R A SCHR (7145 30
AR R H AR, 5 4% 40 (%) BREE T AL I (track before
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A VAIE 5, A8 F I 307 V20015 5 e 4 B A — 4
] J&, #1 FH GoogLeNet Al LeNet [’ £& i 47 3k 474325,
PASEI H AR5 4 0 X 4, 55 A8 A TPIX 3. S 2
AN B AR AR I B B S 4T 10 E, GoogLeNet fE
J 1% 31 95.43 %, LeNet 4 91.04 %, {H LeNet 7t [1] J# &b
P 5 THI %0 5 3, 1 GoogLeNet 78 44 I Al 2 1 iz 255
77 T H A L 14 Re.
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BRI R KRR B RES I REE T iEmER T
Bt 1 2 R 100 A SR (9] BRARUIE W T VR FE A )
JIVEVERRIF, (H A& 3 B T 07 FOHE, AT FH 1 S dls
A2 48 SR AT 2R AT i, S L DG FC 8 g AN 22 8 Ak 3 AT
PAFEAE & B A IS B, mT DL 254k 42 45 ) DININ &S il
JER 6 15138 17 SCHR [10] B A s B e 4R (H 3 4t
X2 U, R 75 1) A S8 2R B v A B AR e, (HIX
SERHF T 78 3 U0 B TR DURE R FE 5 2 D7 R T AR
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112 BANE SR TS TANGE

XTI AL/ 30 43 2 1) R, A R 23 AR A 1
AR AT B3 PR AN J7 Al — s ) Ak 22 35 3 25 44 1)
T35, ZRAM T ARG BRI 7. K R M2
W RFAESEAT 73 FER R AT 7T S 4 K BEVL L.

1) FE T 10 2 B R 1R 43 28 07 .

2% & #1155 (micro Doppler signal, mD-s) /2 {5
H b 38 H ARk -0z 2 (B an & 3833 8% B sh Ao
HLiE 3 5% 3y i) 78 = A 1Y) Tk Bl 3 22 35 35 5
B3 51 N PR 20 40 1 i 22 e d o e B S R AT
DUt Y H AR BITEAR 540 845 L 2 JPIRES L 18 By
MRS A OCHRFAENS). 2 3 25 2 DRI N H T 2
B 2l B AR R AT S5, 9 a0 CHL 2 RIS s
ARSI 2 i AR LA B 9T R, Tl 2 8 3 25 44
E R TE A BRI — AN AT B 52 T 1.

R S e N TR= I E N 07 e s S B el
{8 B IH- A5 4 (short-time Fourier transform, STFT). £ 4
#5077 f## (empirical model decomposition, EMD) 3k 15
mD FHE, R IE A 2 A5k &, E1E EL H E
RN 22 B P, T H T mD-s A& 8¢ e 4E 1), 7 B s I R
YE TR IR BARYERFAE, AR TE 5 A7 4H, ik — 2B iR
B 22 5 B ARR AL, B Ja 3R AT 4325 SCHR [20] 8 1T A5 7R
fEFF- B AR 4k mD-s 73 il o S 45 5, SR J5 % mD-
s L FH DA o 503 AT o 8 A 55, 3@ I STFT Al 2
{8 43 % 77 1% (singular value decomposition, SVD) $Z HX
mD REAE, 5 42 1 AR 2 1% 1) S 1) AL (SVM) BA
JANE U147 (naive Bayes, NB) X & 28 F1 U 2576 AL
BEAT 43R, 7 NG 1L 392 %.

R STFT © 7 mD-S 4 #r 145 2732 H )
B R, AE AR B JE e, G I 43 B 2R RAIG. R AR R
I n) EE, SCRR [21] 32 TSP O Wigner-Viller 43 A
(smooth pseudo Wigner-Viller distribution, SPWVD),
FEINAT SPWD Z Hij # B H T 5 4615 5, 28 5 I H
SVD J7 2 A1 431 85U 43 A7 4 B mD HFAiE, 1X AT PAZE il
vh R BE R R T O A 4y I 2R T T 3R
753 Lt STFT 5 15y (1) 70 F 3. Al Y i 1n) L 1) oy — Fb 2%
B2 EMD J7 7%, SCHR [22] 8 I EMD J7 72 % B 2%
g5, SR8 Ja R F STFT A& s i &, 8 5 3 5oy 70 i
(PCA) HEAT B 4E. K 66 1~ Jc AWLAEH K 5 €6 (k
nearest neighbor, KNN). i HL Ak #K (random forest, RF)+
2R D3 (NB) A1 SVM 4T 73 6. 45 7R, RF 7
G B A e, NB YK Z, SVM T KNN H B 55 I, B ik
Z b, — SeRIE FU AR BT 0 22, LA 2 b A v
S56. SCHR (23] 4 1 A2 I ORI _E 23 B Jc AHLIR
Z W E B, &I mD-s 5797 22 U IR H I 2%

&8, i )5 18 ] GoogLeNet #E4T 73 2, 1% J7 1o 1
T M 89.3 % Hit i H] 1 94.7 %.

PA b SCHik mD-S R 2U# T T A AL R, 1 A
i Pl i e, 0K 2 5 3 — LU EE A 045 B STk
[24] B2 7 IE WU AK 1) — 2 5 %o B0 7 oo A 36 i
I ] A, F LR 7 2 () 0] SE 4 3 A (SRA) 7 ik &
Bk AN TT SE R AE 4, % 07 0K R 2R M 6.68 % RG]
3.27 %, 3 H AL BEAL T PCA R 5h 25 B [a] 50 88 J7 3%, (2
ZTFAE T2 43 2 i) L

WAy RTINS, B T AR 2 B o 2R A, — 1
S S oAt 4 KO IR AT TR R, SRk [25] 8
¥ F 1553 73 BT (kernel PCA, KPCA) J5 12598 /N AIE 1)
B 4E %5, 18 B 03 ) Ada_ MCBoost 732K 88 1528 T
135 oA B, T8 I 2 B A AR 2 S oy R o — g
) 28 0 7 ik, B SE A 1 22 SR 0] /R AR 7 vE T
B OR. STHR [26] 44 38 51 53 S5 4% T UAV 1) Az 0 #1
o328, K 30 AN [N AR R 55 2 R AR H A /E — O —
AN ISR AL 43 B, W 9 KRN R T AMLEAT 432K, 4
NG 78 15y T SVML — b2 35 40 3 B VR JEE 2 3] 5 ik
AT 489K, SCHR (271385 {5 A STFT H1l Wigner-Ville 43
A HEAT B A I 3503 M7 K mD-s B 4o UG R, 3 T IR
JE 2 FHA 22 R 4% (deep CNN, DCNN ) Xf Jo AL AT
432 SCHR [281°K DCNN B2 3 - IR 46 1 2 3 B4
i P, 42 H 1 DCNN REfE H 302 SIHFAE, o 75 51 AT
] AU 55 TR,

2) BT H b Rl 5 HoAh S B RFAE 1) 2 S5

EAERINEH AR, AR — R BME 5 4
VAR I S A8 AN HABREAE, b 4 RCS 4F#1E
R R B RRHIE AR RS, SR S P T 2R
5T mD-s I 7S A EL, 3 T R4 AE B FH 9% STk A
/b, 3% R N AR BT mD-s, 1R 22 45 E AN BE 5. FLE A 3R
0, 2 3805 i R A

SCHR [29] R GG 15 5 H 3R EL T 9 MR S 30k
X 73 KB S SR TE AL S50 2% 0, 4 P R AL AR AE
BETE T AMLS &2 2 R S R 4T 1) 43 B8, STk [30]
P T — T 24545 43 2 (MUSIC) Bk 1) 43 7
SR [ 6 B AT A O R A R O L R 245 5
O3 R A BOHE 43 W PR B8 5 T, B PCA A BRI
TUAR, G UL 43 R 220 A A — Xt 5 28 AMLdEAT
R ARG T AT F IR R . AER 2 2 LT 1,
SCHR [31] AT IA B B AR [E1E R 2 B AR 15 R,
S5 R FH STFT e 46y I 45 ], 55 f5 1) CNIN gE A7 A
DA 5328 SCHR (321 I 2385 ) (5 5 S A A DG R
# (spectral correlation function, SCF) X it 84 T A ML 5
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Gk AT E S I A 5328, T S A P PR A L A
(FFT) % SCF EUZBEAT b B2, 5K J5 A IR P2 A7 & 19 2%
(deep belief network, DBN) X J& AL 22 SCiik [33]
THIBFE 123055 B T HEE G Bl —
T THIMEBVRHIE, S8 5 588 SVM J7 53547 73955 5C
MR [341 15 H FFT 7732 AT 5 28 J7 v ARSI B s 1) PR 28

TR R P 129 22 05 800 4 B R 15 T TR A DGR AIE, B T A
— 41K CNN H Aar ) B2 44 14847 kr D0 A0 4328, Jd o 3
SR G IE 1A R R S A o R UHERA FE R 95.0 %. Rk
HF 70 AT DAY PR ASE 2 [ B 4. R ST SCik [20-34] W15
SAEER T oy T Ay FAT S (P A R
45 THEAT T X b, 45 R a3 2 .

*2 ETHEERRVHNEHHERRNE 5 EF5 B

FFIE SRk IEReZ (FLWSR7S R SRS FEE) KE/ %
[20] T RAE; -T2 +STFT+SVD £k /R MESVML NB  UAV 5RUR1 1,24 (5) 92
[21] SVD+SPWVD i I — — —
[22] EMD+STFT+PCA KNN, RF,NB, SVM UAV 27 (66) 91.2
[23] STFT+SVD CNN(GoogleNet) UAV 27 (2) 94.7
1% 3 B E [24] A Hr i L AR SRA UAV il 3% (2) 96.73
[25]  EFA543HT (TFA)+KPCA+SPWVD Ada_McBoost UAV 23! (3) 90.3
[26] P ] 12 ] R A R A UAV ZRAUR1 92 (5) 90
[27] STFT+Winger-Ville 73 4fi DCNN UAV £7 (4) 93
[28] DCNN DCNN(8 JZ M 4%) UAV 257 (7) 100
AL [29] WAk B FR 53 i + Ak EAH ¢ KNN UAV ZBHU R 925 (4) 99.2
B 3 R B T [30] MUSIC+PCA NB UAV A (5) 97.86
A3 [31] STFT CNN(LeNet) UAV Fl 44 % 100
SCF [32] SCF %% i DBN UAV A1 52K (3) 90
RCS. i MM REFIE  [33] FLHfE SVM UAV 53EUAV(2) 97.72
RCS. SNR. j# [34] FFT+ B3 DNN UAV 5 52 (2) 95

M2 AT LA Y, BB 0HF 7 49 R AE R 1 7E 90 %
DA b, A7 S E B2 100 %. {H IR A2, BT 4% SCik
BRG], JCIEAE [F)— RO A& 7 v M RE AT L
L34

FH mD-s J2& & i FH 1795, B2 B AR 1 5 K 1
{5 159 7] SEHEHL mD-s A8 15 R Mk, I H 40 (1 TAE &
TEFE AR Y 50 T HEAT I B 15 FH A 401 4 g 20-21.23. 261,
SEBR b VR 2 SCERAIE 7L T I I i 2 I B 5 4 AT
H AR, 24 N IEIE & A 5e B 3T H 3l 7 251
6 NATUAGE WU EE 22 25 A, 8 T FL AR AE R AT 20 28 1
FLSU A HAR T AR K, (E 2 5 3 F mD-s (177 7%
FH L, 3 77 TH FRIATE 008 AN 52 3, 7 R UER R B AE
i, A Rt BRI AL, Btz Ab, BT 5 SR A A s
SRR, ANREAE [F] — R Bk AT b, B 7 A FF T H
F1%) R A e I A5 AN 43 2 B B DABEARE 78 N B2 R
P AT v
1.2 HitbiEanRmA
1.2.1  4oAMEM

ZLAMRIE B2 R B 5t 5 B br 2 8] [ 20 45
RO 22 AT H AR . AR R B 2 B bR A
SRR, BT — R G AL B BAR AT H bR kAT
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A1, SR AT LT ARG AR B 5 10 R TR
FE 2 2. 1 Sl i Ak G G AR 3 5 v SR H FR ik
X 35k, S8 J5 ) FH R 27 ) S B E AR A I . ShRRAE
PEHL, 0] DL B B R A ) 5 v N TR 46
B RIE AN —H A, H AT TR 5 ) 7
T NHLLL MR IA TR D AH X HoAth B ARBF 7048
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SCHR (400 1 F (81 U5 784 () DCNN BEAT 15 5% 18 20 310
RN E s 38 o, 8 g R AR oy B2 B B A H AR X
W, B 216 N DCNN ZEAT H bRk ; SCik (41748 FH >k
H ZL AN VR e BB AR BB 1% 2 4, 8 0 ik T A KR
B R 1 3 N R 92 A S, AT 9 T a2
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[501 A2 T 1 EHE A B B 55, I FL S 6 AHLAT
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X Bird-Vs-Drone Tl H $2 fit ¥ UAV F1 ¢ 5 45 4R 14T
6 43 2, 51246 % B, ResNet-101 [#] Faster R-CNN 7£
WIZRATIR A £ 2RI FHE; SCRR [52] #1524 UAV
BT R N o 75 B A HE AT A AR FROAS I (] A, g N R
Gy HEERER A8 B A Bk i 42 AN IR FE SR BE ) CNN
B E S0 BB TBUK 2 £, 28 )5 Af FH Faster-RCNN
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SO R HERA P, (2 SSD BE PR A 245 RAR KIS, SSD A
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AR 2 48 R H UAV 12 2 5 35k 4R 12 5
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JEHRM A 2505 B T B Al . & SR 5 52 34 5 M
HAERI PR B R, 22 B R VA R I 150 m B BE
H IR UAV 75 35 1) o> SE R 2R /D, R AR 2D 2% 38 %6t
FLEAT AR, B AT 32 S A A R A A A5 1 2R 2 (Mel
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A 5 )BT E AT RAE SR HL, SR )5 5 FH SVMLL TR B 2
SYEEREAT 4y 04,
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. N T 0 R R AT R v IR L A5 A TT
SR FAIRM F5 1L 456, SCHR (581K & 4l A4 45
G, 65 TR I T i nT DL A R R A 2 () M e,
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ToLk A5 5 R E SR IR 292, 1 e it — 4 — 4 g
W A8 AR U UR(E 5 1 50 B RRAE, S8 5 vt — MR
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