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Modeling and reliability assessment of centralized ultra large scale energy
storage power station cyber physical system

GAO Xia-xiang", LI Xiang-jun®, YANG Xi-yun'f

(1. School of Control and Computer Engineering, North China Electric Power University, Beijing 102206, China;
2. State Key Laboratory of Control and Operation of Renewable Energy and Storage Systems, China Electric Power
Research Institute, Beijing 100192, China)

Abstract: The centralized ultra large scale energy storage power station (ULSESPS) and its control system have gradually
developed into a cyber physical system (CPS). Information technologies and monitoring systems can not only enable the
ULSESPS to cope with diversified scenes and meet different demands, but also bring a certain degree of safe operational
risks. Therefore, reliability modeling and analysis of the ULSESPS are of great significance. Firstly, this paper proposes
the cyber physical system model of the ULSEPS, and analyzes the interaction between physical side and information side.
Then, the probabilistic mode of various information disturbances in the cyber system is modeled and analyzed, and the
CPS reliability evaluation index of the ULSESPS is proposed. Finally, the non-sequential and sequential Monte Carlo
method is used for cyber and physical layer components simulation respectively, and the influence of multi-information
disturbance factors on CPS reliability of the ULSESPS is analyzed quantitatively. The effectiveness of the proposed
model and method is verified by simulation examples, which can provide technology support on ultra large scale energy
storage power station planning and operation.

Keywords: ultra large-scale energy storage power station; cyber physical system; Monte Carlo method; reliability
assessment
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4 HEIFR

A AJ 3 SE 6 348 15 O Matlab 2019a, 4b 3 8% N
Intel(R) Core (TM) i5-9400F CPU @ 2.90 GHz; HlL.7#
ROM 516 GB.
4.1 EHHIERBMLNRENSA

AR SCR FH 1) i B Rt 2 El S0 AN B 2 A 2 T
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2MWh )1 BG4 %, 45545 1 MW /2 MWh fiff B 48 3¢
FHALE 28 500 kW i BE AR L 4% (PCS)~ 1 MWh HLjth L
TG JONT L 1) HL B A R R 4, G L 25 2 gk b 4 o) A0
% BT, AR 25 A e L T R 4, B AR EUE S
JEAT 222 SCRR [14]. £ BE HL 5 5 5 X 45 R I 2
P X 2%, 40 1 3 BT . fif R FRL s R A 38 2 RS B2
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