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ICPS false injection attack defense strategy based on multi-channel game

SUN Zi-wen'2t, HONG Tao!

(1. School of Internet of Things Engineering, Jiangnan University, Wuxi 214122, China; 2. Engineering Research
Center of Internet of Things Technology Applications of Ministry of Education, Wuxi 214122, China)

Abstract: The industrial cyber-physical system (ICPS) is increasingly connected to the infrastructure, meanwhile its
communication network is vulnerable to environmental interference and false data injection attacks. Therefore, this paper
studies a multi-channel transmission framework and a minimax controller to improve the elasticity of the ICPS under
attack, environment interference and noise interference. The minimax controller is designed to enhance the elasticity
of the ICPS under noise and interference. Furthermore, based on the multi-channel transmission framework, an attack-
defense game model between the transmitter and the attacker is established, which uses the attack-defense game strategy to
realize the elastic defense strategy of the whole ICPS. Through the joint debugging simulation of OPNET and Matlab, the
performance of the ICPS control system based on the multi-channel transmission framework under data injection attacks
is simulated. The simulation results show that the elastic defense strategy composed of the minimax controller and the
multi-channel transmission framework can not only improve the stability of the system under environmental interference,
but also reduce the impact of data injection attacks on the ICPS effectively.
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; 0o 1 0 0] ) [0 ]
= 0 _X?’bé() X3
=l X X + [ X |u @
0 0 0 0 1| |6 0
0 0—(mlb)£0 0 ml
T x x L X |
S
[s] [rooo0]]s )
ap 0010]| |0

i
R 1 HF S EARN L (25) F1(26), KAF F HHHL
h = 0.01s, BE4T & EUL 153

1.38  —0.2077 6.715 —5.676
L |0sste 420 0 0675
1.067  4.273 —6.654 5.893
| 0.048 4273 1.343 —2.104
[0
5 0051 ’C_FOOO]'
0 0010
0.015

THHIA w(ty,) FIIEE S o (2y) BRI [-0.4,0.4]
I35 5] 53 A
32 HEZERSSHR

Truetime . FL A 3% A7 %5 T8 1) @A 7R, AE LA 5]
AT 15 5, PR R B OPNET (1) J6 2645 18 g A5
Dige Xt ICPS ) 2213 18 HEAT G AR, [R] I A8 i s 7

HBEAT 1) B OPNET [N 48 4)5 B S BN 1 fi.

FEICPS i EAR A vh, 15 B KB BN 10's, K FE
JA¥H AR = 0.01s, 75183 64 W 45 1% 1000 K4k
5, K = 500, T RS ERE Ny = 20.

xR ¥37%
#£1 OPNETMKIHESH
WA RS U
i BT HRRA OPNET14.5
MAC 2 TDMA
AEHHE R / (Kbit/s) 250
TAESIE: / GHz 2.4
K/ I byte 256
i HAEE /m 10x 10
1A 5

3.2.1 minimax 5| TR

5878 T RGP Bk I BT B w2 A
PSM (perfect state measurements) N & 4t & % 2| T3
R 75 52 1) (1) 3 AR 25 I &, IPSM (imperfect  state
measurements) SN R 4 5 B - A1 e 75 520w 1 JE BE AR
R WK R FT 0 0w #2 M B2 9 0.35rad, 0
I 221 J BN 22 32 304 H 0 B4, 432 AT T a6 43 30,
(8% £ J5E 2 1) . PSM/IPSM FHLZ 75 52 B I NI
B SESEIEAT

—— PSM

0.4 K =---.IPSM ¢ =1 withcontroller
- x=: [PSM ¢ = 1 without controller

021

P AE/ rad

0Ot

-0.2
0

5 REWEHEFIREHE

1) 7EBRAE I EEIR S : PR AT A3 K i 7% A 55 PR ok e
K, 7E 0.9 s B i £% 1 ) 7 1] 1 B K A BE, FEAE 1.5 s /e
AN R Orad, B 5B — BIRRRZIA B EH IPIRE.

DEAEE AN ERSH ¢ = 1: 24 minimax 2]
A RAEAE I BT AE s Ja - 32w 8 /1 SN
0.139 9 rad; 24 minimax & A H I, #2617 15 i 7%
FEM0.071 8 rad, A LU T FFAK 1 48.68 %.

AL DL, AN EAR R0 SR A 2 BRI ICPS [ 14 BE, 1M
minimax 3% il 25 X HRE A B TR e S B — 2 1E
H.

3.2.2 BRPERAE SR () 1 e

D) AT X R Gk e PR RZ .

6 N R GAEZ BN BUH B L N RIS L. 4
RGAR S BB N, RS2 3 H0 g S 5w
I, 4B FFE S KRS A R 2 J5 — B AR B
PIRES; 4 R 402 B NI 5 s, 3B FF T 46
FNZIRE Y, o IR T 0 R G R 2L, RGBT
E. e = LI IEF BT 5 W F2 /1 24 0.071 8 rad,
@ HIME AR 0.7 F10.3 5, 5 4F (1) °F 32 B £ 52 1) A%
50.078 9 rad F10.106 6 rad. W] UL, $ ik N B &



F5H FFXF AT SR A6 ICPS BARE NS &5 iy vk 1365
2 FRAICPS HITE BE. % 1 BEAE 9 0.037 Srad, BF 1K T 64.8 %. 1/ H.45 R %
— PsM B, a1 915 40 SR s ] B I R v N B i RS 2
0.4ja -o- IPSM §=1.0 W
= «=- IPSM §=0.7 .
= IPSM ¢=0.3
w02 \ .
ot el
S o AR E:
i ‘..»l, ‘a ‘\«,' S i
-0.2 &
=

t/s

El6 ZWHABFNRBAE

2) S AR S (KA R

BB AR T8 1 FE 18 2 72 A B A AS R RE P ) 38
T8, 0 T RS HURI Bt 3, A [F) 145 G 1 3 5 s By
A SR I B TR R IE AR IR K Bk R 7 . ik
RAIEME Qo = [5.5 3.5 6.8 3.5]. B/ MEE M S
BHRNin =0.6,m =04, =0.4,6 =0.2,0; =04,
az = 0.5,8; = 0.9,8, = 0.3. X TFXKGB1) R RFH
HIRA R, B8 co = 0.4, ¢4 = 0.12,¢, = 0.2,Cy =

l06435 00'5’5 ] T P 7 SRR B 7 4 R

HH, 8NS5 E N RERG KK IR 2 PR, (518
EFE (4, §) Fon KM HUIE A IE 0, Bl R (518 5.
SRR, B IRARUCE R N, 4 TR 2L ) M L e A
QIMEE = 2K B KAH, 105 1B W PR AIG, £ & = 8
I, 4 F 4 5 240 B A 52 A, PR TE 8 35 (1, 2) O

LR ATE RS E Ja eIk
9
—— [FIEEFE(1, 1)
I —e— FIHIEF(1,2)
Q5L R —e— [FIEIEE(2, 1)
= oA —o— (I Q2,2)
=
])_:DJ 4
e S R 9906000000000000000

0 5 0 15 20 25
BRI E K
E7 MERA Qr BEEARIRE kBT

x2 AMBEEHATENESE5ENRIERARR

feimiEiEiE s ™y
(1,1 [0.353 0.657] [0.595 0.405]
(1,2) [0 1] (1 0]
@1 [0.478 0.522] [0.147 0.853]
(2,2) [0.156 0.844] [0.673 0.327]

P 8 4 R Gt AT T 3 M 977 0 5 s e 4 AT 1) A A%
£ E BRI, 75 PSM T, 32 AT 78 e KR /5 (0] 1
JE AR R B ELHIRAS. ZEIPSM T, G N 0.3 1) g
P 7 A0 SR s A R A I $E T 191 38 I B2 A7 N
0.106 6 rad, 54 11 7 16 5% W& 44 A FH ST #5414~ 22 i

— PSM
- ==-. [PSM ¢ = 0.3 with the denfense strategy
- %= IPSM ¢ = 0.3 without the denfense strategy

E 8 SMERHEREEIHEM IR A E NI
N RS URN o 2 Bl ML ade 45 38 045 TE Y
i, Bl € [0.2,0.5],¢; € [0.1,0.3], %% a; Flb; B4
DX JH] [0.1, 1] Bl AL B, HoAth 2 50 B AR AE. 23 5l 1
~ 6 M T8 N FIVEEAR 100 7k, 15 TR IS 5L
A Bl A5 TE BRI Ok R AN 3 s, v WL, AL {5 i
2, A A BN, BRI BE 2 i 5 8 2 1R T RS
PERE. 7EAEFH 6 AMEE R, RGUAH L A 1 AMEiE TR
TH1 38.82 %0, W1 1 A5 TE R 18 SRS ) A Rk
X3 BONTFHERBESHYSEMEERENHNXER

N 1 2 3 4 5 6
o7 4.92 4.23 3.81 3.67 3.33 3.01
4 & #

ARSCHEFE T AE R R E NS N, B T 2151
AT HESE ) ICPS BT B7 A & . 9 1 5i 28 8 41K 180
Wt B A0 LA A N Bt 9Pk, 87 1 minimax 4%
il 2% F1 215 T8 19 28 & . 17 45 R W], A ST
SR 577 1080 SR R A5 AE — SE R BE B[R] I BRI P AN 2
P E N T 0 JR G . AR R BIE FORAE LR T
AT #0 R D AR — DRSS — D& 2
(A HEAT TR B Al b, 3k — B T B S 2 AN LB
2B 0T IT: 2) 4575 8O R ARE A\ Bt it
AT BN A 7 A ) R Al b, 2 — B A
B aME I .

2 Hk (References)

[1] Giraldo J, Sarkar E, Cardenas A A, et al. Security and
privacy in cyber-physical systems: A survey of surveys[J].
IEEE Design & Test, 2017, 34(4): 7-17.

[2] HuF, Lu Y, Vasilakos A V, et al. Robust cyber-physical
systems: Concept, models, and implementation[J].

Future Generation Computer Systems, 2016, 56:

449-475.

[3] Mahmoud M S, Hamdan M M, Baroudi U A. Modeling



1366

*

F %£37%

(4]

(5]

(6]

(7]

(8]

(9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

and control of cyber-physical systems subject to cyber
attacks: A survey of recent advances and challenges[J].
Neurocomputing, 2019, 338: 101-115.

Khan R, Maynard P, McLaughlin K, et al. Threat
analysis of BlackEnergy malware for synchrophasor
based real-time control and monitoring in smart grid[J].
BCS Learning & Development, 2016, 23(7): 53-63.

Li Y Z, Quevedo D E, Dey S, et al. SINR-based DoS
attack on remote state estimation: A game-theoretic
approach[J]. IEEE Transactions on Control of Network
Systems, 2017, 4(3): 632-642.

Langner R. Stuxnet: Dissecting a cyberwarfare
weapon[J]. IEEE Security & Privacy, 2011, 9(3): 49-51.
VT3, sk R B TVAR S B R Gt i Sy LT
FCI]. i 5 TR, 2019, 34(11): 2323-2329.

(Sun Z W, Zhang Y Q. Research on attack modeling
of industrial cyber physical systems[J]. Control and
Decision, 2019, 34(11): 2323-2329.)

Wu G Y, Sun J, Chen J. Optimal data injection attacks
in cyber-physical systems[J]. IEEE Transactions on
Cybernetics, 2018, 48(12): 3302-3312.

Zhang R C, Venkitasubramaniam P. Stealthy control
signal attacks in linear quadratic Gaussian control
Detectability tradeoff[J]. IEEE
Transactions on Information Forensics and Security,
2017, 12(7): 1555-1570.

Sou K C, Sandberg H, Johansson K H. Computing critical

systems: reward

k-tuples in power networks[J]. IEEE Transactions on
Power Systems, 2012, 27(3): 1511-1520.

Li Y Z, Shi L, Chen T W. Detection against
linear deception attacks on multi-sensor remote state
estimation[J]. IEEE Transactions on Control of Network
Systems, 2018, 5(3): 846-856.

Mo Y L, Chabukswar R, Sinopoli B. Detecting integrity
attacks on SCADA systems[J]. IEEE Transactions on
Control Systems Technology, 2014, 22(4): 1396-1407.
Guan Y P, Ge X H. Distributed attack detection and secure
estimation of networked cyber-physical systems against
false data injection attacks and jamming attacks[J]. IEEE
Transactions on Signal and Information Processing Over
Networks, 2018, 4(1): 48-59.

Deng R L, Xiao G X, Lu R X. Defending against false
data injection attacks on power system state estimation[J].
IEEE Transactions on Industrial Informatics, 2017, 13(1):
198-207.

Rawat D B, Bajracharya C. Detection of false
data injection attacks in smart grid communication
systems[J]. IEEE Signal Processing Letters, 2015, 22(10):
1652-1656.

Manandhar K, Cao X J, Hu F, et al. Detection of faults and
attacks including false data injection attack in smart grid
using Kalman filter[J]. IEEE Transactions on Control of
Network Systems, 2014, 1(4): 370-379.

Zhu M H, Martinez S. On the performance analysis
of resilient networked control systems under replay
attacks[J]. IEEE Transactions on Automatic Control,

(18]

(19]

(20]

[21]

(22]

(23]

[24]

(25]

[26]

(27]

(28]

[29]

(30]

2014, 59(3): 804-808.
Kwon C, Hwang I. Cyber attack mitigation for
cyber-physical systems: Hybrid system approach to
controller design[J]. IET Control Theory & Applications,
2016, 10(7): 731-741.

Guo Z Y, Shi D W, Johansson K H, et al. Optimal
linear cyber-attack on remote state estimation[J]. IEEE
Transactions on Control of Network Systems, 2017, 4(1):
4-13.

Sun 'Y C, Yang G H. Periodic event-triggered
resilient control for cyber-physical systems under
denial-of-service attacks[J]. Journal of the Franklin
Institute, 2018, 355(13): 5613-5631.

Li Y Z, Shi L, Cheng P, et al. Jamming attacks
on remote state estimation in cyber-physical systems:
A game-theoretic approach[J]. IEEE Transactions on
Automatic Control, 2015, 60(10): 2831-2836.

Wei L F, Sarwat A I, Saad W, et al. Stochastic games for
power grid protection against coordinated cyber-physical
attacks[J]. IEEE Transactions on Smart Grid, 2018, 9(2):
684-694.

Moon J, Baar T. Minimax control over unreliable
communication channels[J]. Automatica, 2015, 59:
182-193.

Ding KM, Li Y Z, Quevedo D E, et al. A multi-channel
transmission schedule for remote state estimation under
DoS attacks[J]. Automatica, 2017, 78: 194-201.

Yang HJ, Xia Y Q, Shi P, et al. Analysis and synthesis of
delta operator systems[M]. Berlin, Heidelberg: Springer,
2012: 1-274.

Hovareshti P, Gupta V, Baras J S. Sensor scheduling using
smart sensors[C]. The 46th IEEE Conference on Decision
and Control. New Orleans, 2007: 494-499.

Wu J F, Yuan Y, Zhang H S, et al. How can
online schedules improve communication and estimation
tradeoft?[J]. IEEE Transactions on Signal Processing,
2013, 61(7): 1625-1631.

Brian D O Anderson, John B Moore. Optimal
filtering[M]. Englewood: Prentice-Hall, 1979: 1-358.
Basar T, Bernhard P. H. optimal control and
related minimax design problems: A dynamic game
approach[M]. Boston: Birkhéuser, 1991: 1-409.

Sun Z W, Liu Y H. Packet loss control of wireless
control system based on security path and packet loss
compensation[J]. Control and Decision, 2019, 34(4):
799-804.

fEE BN

FNT S (1968 ), Lo, 82, B4 SIW, N4 H g

S TR BGIRA] Tok e 4 30 5 BOR G IT,

E-mail: sunziwen@jiangnan.edu.com;

Wk (1997-), 55, Wit 2E, ISPl PG 542 ) TR

i 7, E-mail: 6191905020 @stu.jiangnan.edu.com.

(TR FRREF)



