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H_/H, fault detection of cyber-physical systems with cyber attacks under
high speed sampling
DU Zheng, LIU Meng-kai, ZHOU Jian-xun, ZHANG Duan-jin'

(School of Information Engineering, Zhengzhou University, Zhengzhou 450001, China)

Abstract: This paper studies the problem of multi-target fault detection for cyber-physical systems (CPSs) with cyber
attacks under the condition of high speed sampling. The CPSs with time-varying delay, actuator cyber attack and sensor
cyber attack is considered, and the system is discretized based on the Delta operator. Then a discrete-time model with
fault and attack is established under high speed sampling. The H_/H, fault detection filter is constructed, which makes
the system robust to random disturbances and highly sensitive to the detected signals. The sufficient conditions which can
guarantee the asymptotic stability and H_/ H performance of the system are proposed by using the Lyapunov-Krasovskii
functional and linear matrix inequalities (LMIs) approach. Simulation results show the feasibility and effectiveness of the
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proposed method.
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Delta 5. 3% 2L ] [B] 5 G0 3EAT B B0 Ab 21, 44036 v
R AE TR B AR B A 5 ) 2% 0 o [ B A7 FE 1Y) B
] 2R Go A AL 2) BT JE T W 88 (19 H_/ H.oo # e AR
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BRI A Ks H bR e A 8 o L AK ) R AE 29 RS A
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step 1: 5 B i KIE IR E  EIER o

step2: 2P =X, Q=Y URW =W, = W. IR
TATEAX16) AN H—HFTATE Py« Qo Wo, 1l
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step 3: % LAE 9 S ANFERE, SKAE (17). (18), 45 th
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step4: ¥4 Py Qi X, i AE RO RNH &, RFEASE
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Qopt = O, Lopt = Ll,ﬂ?jﬁ?%ﬁﬁjﬁ’ﬂ Yopt il T}opt?ﬁ)ﬂxu,
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N T HCBAN R B TT iR RGeS, AL 73
AL g 555 A Delta 57, FF 1 BR8] B 223530
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1 RNEERLT AR RN R

MIEL AT DAt Bl KA )R D, ¢ 557
FC IR 6] A5 7R 5 Ji 0y e 468 AR e 8 A 2 i 7 A AR K
P i 125, T 5 Delta 5527 125 B i 1 22 G2 ) 4 32
i T R AR E S 18] R 48, HBEA h AU/, 8RB
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Delta 5y 1E R i TH BN &E.
32 EENRFEFMERTI

2 ML BT I AR SEXT R G2 & Rk (K520, & H
PERESE bR N —H B (Bl = 2), IR 3 FiAS R RIS AE,
BLE RS9 S H R froR:

 [-6.101 —1.921 ~ [6.964 4.481
721041 —4.397] " T |9.287 4.975]
_1.974 1.497 1.501 0
Bs = , Bas = , Bas = ,
—3.145 —1.219 4521 0
By = |4 C5 = [-0.567 0.464], Dys = 0.241
féo — 3.121 ) 6 — . . ) dé — Y. )
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di dm dp, Ho f*ﬁé?‘éﬁv
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2 + sin(7tk) 3 1 0.248 1664
5/2 + 3 cos(7tk)/2 4 1 0.2481733
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