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Survey on attacks in cyber physical systems based on discrete event systems

WANG Shou-guang't, ZHAO Yu-mei*, YOU Dan', RAN Ning®

(1. School of Information and Electronic Engineering (Sussex Artifical Intelligence Institute), Zhejiang Gongshang
University, Hangzhou 310018, China; 2. School of Electronic Information Engineering, Hebei University, Baoding
071000, China)

Abstract: A cyber physical system (CPS) is composed of plants, sensors, actuators, supervisors and communication
networks. The use of communication networks increases the vulnerability of CPS to cyber attacks. In this paper, we
summarize the related research work of tackling the attack issues of CPS based on the framework of discrete event systems.
Firstly, we give a brief introduction to CPS. Then, we classify attacks in CPS. Finally, the various work on the design
of attacks strategies, the detection and defense of attacks and the design of robustness supervisors for CPS vulnerable to
attacks are introduced.
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FGErP e 55 AL R B AR B TE, T B, © B3R
N AR ERAE AT EARER, “ M7 O — MRS HERAE, &
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BECN o, WA 8RR L 2 A P51 o TR
A7 88 RATPERTE 2 .

SCHR (48] 0F FUA% A 8 A Bl BERR BUL IR
G0 5 1573 1680 SRS DV T T 9. 6 T AR IR N L,
N T MR A Dy e ki AR, AR E A BE
N HEPIRAS N MRS SOV R A S, T A% A%
PRy, Bl AT AR AR RN 20 AR AR Y B 1 T
R AEREAT I B e

SCHR [49] BT 90 18 32 BUiti 22 G ) 6 i 1 4 s i
T 77 5. SCHR [50) BF 7t 8 52 B0ty 1) 2 G A7 A8 T P 28
WA 478 % 1 7T 1 5 1% (decidability) i) 8. — 2% #8251}
[Fi] — SRS R ) A [ 2 04 9 e A it 24T WF 9, RV
& IR #: B (attacks with bounded sensor reading
alternations, ABSRA). fE ABSRA I 5t T, Bl & % T
AR A% 0 45 R HLRES D7 U A 7T A A% IR A% 1
BRSO — MR KE R 775 5.

SCHR [51] Bt 3 i1 25 18 CPS i 4% 2 A%l s
30 B A ok 1) T ok M L T I L SR [52] WF TTRE AL
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PAT 25 BUaky AIHRAT 2305 TE BUadr #4 7) 73 AT 45
il RE il A1 25 FH Ml $hAT 88 A RE M b 2 4R Mk
il e A% AR 28 R AR R, AT B2 Mo A 4
Wik AR R M 45 A% Fe VR R AR IS, AT L, ST AR 4R
I xR GeAT Jy AT Bt 5 i R 1, AL
RGUT VAT, FEAN 2 510 % 42 i J (B A &
RGN R A FOVFREA PPIRE). BRI, AR GE %
S 258, B2 W I AT RUE AT S A B By

SCHR [48,56] B 56 AL B BT R GHEZL T X CPS
PUAT 5 Tt RO AL I e 7 A i 3 AT AT 9. ST P iR
Wi # DA R G H ] DO SR RGP A rl LR
PRI, (B R AT MBS 5 S Bk (R AAT S S 1R At
RETE, JF H AT AAEAR B 20 & gt Aok Mo, 5 4% 1k
R—FE R A R BEON e VR R AR 2

SCHR [57-59] BITAE 8 A AT % B i 5 5T [48,56]
(1 3 2 XRAE T Bl B TR I FA AR, 5 E
RGFAER T Mol se e, 1 RGEF AR T
dr I A e, RISt R REM 3 R ST 9
PRI AR BEAR, 38 A (0 By 3 B AR RE 6 L 22 1) 1
PERR AT B A& I RE— TR A (B A BEXT B 23
PR 2 AT
L3 WANEERE

B N B ) T 2 i e N TG A e G AL
T o5 PR T8 ik, T8 52 i N i L A () P A 52 4% R S A
RGP 5 Brs, e n LR 1E I 3 5 1 4 MR AL
B ZEAA M7 AT 7 AR AN I
ANt e, Bk AT DR A% SRS A 1 TR 91 o
BN o K M FE & R AT IR 2 B0 BL
AT SCHR A 5 L B A Nt B AT AR IR AR AT AR I
7 A GEEEE R AR RS PUT AR B 2R
Wili AT CLR] I N AR 2R GG 55 10 1% S48 -5 1 53 A 3
1T 4%, 5 2, AR AR IAAT 4% BU 2 A IR Tl 55
AT AR B 4 “IBAEFIE S AR Bl A
Tl A TR 5 M P A A (5 TE AN M 42 4 5 AT 45
R AE 518, He 5 2, A5 (5 T Bl AR IR A8 A
BAH S PATREE ST S

E5 EZFMANALBERNARZIERS

SCHR [47,60-62] £ A ] Ny frAs il 5 B
M R BATRE A, AR A e B A R
A% AR TE B RE X AT 285 T8 R Bk, STk [61]
B RGN 2 %A BEEHEEFPAT IS E, B R E
B LRSS/ PUTSR B ER S 2 W
HIINIR. N2 RETE BT 4\ 558 4 ph A% S 3 i
BRI 20 b R AR B S IS, R 8 i B B
AT A8 KNG G R 28 2% AT 4 AT 2 B4R i 48 4, kT Ik
FME RGBNEANZ ARSI H 1.

SCHR[47,60-611 A L8 T — 2% B LR AR IR AT /
AT 2845 18 T RE A SO 01 . SR 15 M 245 — Lk
MR, 8 H R A I A% R 15 0 AT 4515 8 4
THI I B 2ot 1) XUz, SR [631 % 18 T P B B {5 (5 18
HB 2 Bk 1S L, 3 T Petri WY, 41 Y — oG U
JIT S A I RN BHAT 2815 108 2 75 18 52 5 i e o A0 2 7
ki 1 77 5. B RO 2 e MUl O HOR ik
GAR BB ARG A, BEE A AT ER AR
SR, R BEUSCER AL RS AE T AR 1) 2 A X B E
S, FEAE B3 (1 I [A) A5 SR 25 2R 7 B AT 8 e YD
AL Bl R W EH T R G is ARl e 4 B
s, Y 2l vy e A 45 E R AR f S B R B —
A5 B 2406 G FE FAT SN 1R R 0L B2 3% 55 A
R LE R AOL ) 52 45 0t AR G ST e 5 I i A A
T, T B S 2 AR G e B A AT ER N BT R
P Z 0 R 2T T RAAR Y ZIEX R AT N,
WA RIS # AT AE.

Zhang %5104 F 5T A% JE 2% B0k A BAT 28 B [
I AR 52 G i Bt S0 19 1 v ) . BROR SCHR [47-
48,60-61] 175 F& T P Fh BU — A& A3 1 Bk Fl
AT #1518 Bohs A N AR R 1) 1), (EL 2 I R 5 e
Tk () Wi 12 1] B E Zhang 25104 (R 5 o, Tl
B B4 N A R A P T 3 S, B BB M B R AR A%
SRR FE, I8 T DA e I 3 g AR 1k R AR B A, ok
THI B AE X R G0IE B & 2 AT A 20 R i 4
K.

KT T 200 = AT 2 Bt R A
B2, SEBR R A 2 B AR R T
SCHE B IX LAY S AT A — 5 Bl R
AT e, 2 B R P A B —, I AU R
HhEH T S ) SR PR, R i B — 2R R e, R
R Bk A B AR ) 28— — R I I
it T 5 4%, HAE 7o T AR A

AR SCAE BEAT G — Pl o Bl 50 Y 2k A B
TEX R IBEH REAFDIRE T 18 52 1 B0t ok 5O
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[F). Ao, i P IR0 2R 4 1 RN 38 52 el F) AT g
PEARTE. AR RB AN, T AR & Z . fifrd
&K, T H. K 22 B A2 T A7 A, Y AR 1 JE FH T e
%, DAL UM HL T 95 20 i L 25 7 7 L R R s e, L
PRI A NRFE Bl e BB T Al T
THE, P H B AR P b, SR 7 5 B L i
AR, LS R 24 A [ SbR HE FIT 70 VE R T8 A 30, i
I A AR AN Sy . 05 2, AEAN R (R 1) B, 4%
IR A 2 TR R AN EL N T B R G
TR 5, X ERE RGEAFAREE Z I
oy BRI AN AL AT DO RGeS 70 o, — IR
BB HHE R MG, M7 — IS A 2 M 4%
ik, BEAN, ] AZE SEAE AN RS T, A — S %
(1 Btk bR AN (] (137 5%

2 Bkt WA S B R

ARt

X5 S B AR G A R T T B3 A
S E H e Tk S T Bk AR i DA K
Tty 5 M M4 % BT Bl SR BT 2 4R I
T A P RO AT AT Bevt, BB RS AN [F] R
R Bk, WF 7 g BT Mo SRS 15 Rtk A A %
SR A BN B IR S et B I 45 B A DA K
P M A 8 RO BBE T MBI AR 5t e, B ARl 5
95 40— P HR E AR SE IS AT IR S AR 2 15 ek AR
FGE AR AR U 2 Bl Jm SR B 48 T B B e 1k
AR A T — R B Bt — o Bl B B
EHTRARGE )

N30 TN S PR BT AN AR A B
BRI N 2 AR A BETE 3 T TN H AT B LA R SR
0T M AE B B AR Gr Bk 1) R ) BT 9T AR BEAT A
AN T B R, 2R 1R SCRITRE R/ 41 AT 7T
TARREAT 102K,

2.1 KERERAIIRT

Wik 19 H I R — A, BRI AT Rt R G0 A
2 A APIRZSRE X 2R Geise AR IR, WF 7E ey Seme 14 12
RN T 25 T HU R 7T N 2% 28 R T 4 B
e . o U AR B AR GG G, U 5 i AL
SCHR (491 P 9 JLAS 261 1) Boadi Ja R 50 A2 AW

BT AR RGAE M EAE R R A R EE T 51 1)+
£, AN B B Bt 2) Buh & A e dE A v 55
PR R A 3) Bk & B Ja — 58 S AT 32 50 B A
My 28 AR 1k R AR ) A, RN s B A T A 1 4) &
JER RGAFAEA T AT, I R G 05 T 515 35
SR AT 0 H A2 e A AR T PR R g AR
751

Goes OV EF TG EMBE R G R IEERH —
oW B B0 (1) B B, B 96 1 A0 AT s — A e ki Y
B Ui 49 2R G030 NAS IR BRARAS, [FIIF 5IN—Fh 44
N IDA(insertion-deletion attack) ] — S B8 &k 45 4, 1%
S5 1 RE TR I iR 58 0 1 0 SIOPR A A 458 38 WL 8¢ 31 1)
RGUIRES. IDARLE T B AT 5 52 Bk i ml =
1 i T RE AL B A5 SR, BUEEAE — RS X & 32 Bk
FAFPATHENIL M BR A AE. — B IDA #i i 2, f
AT DA i 2R R B A o 2 1) e i

SCHR [51]5%F 3Tk [65] 1 TAE AT #b 78, i3t — 20 i
Fo T AR SR Y s N Bk SR ) BT ) . Goés
S f8 T 3R I 1 S 1) 78 Boah 2 6 AR B AR
BT S U T, AR RA S PATAE A F A 2) W
i U O RN B3 SR, 2 3 0 AN
IR BPIRAS; 3) R G AT LALEAT: 5 I Z1) v Wy X0 o o 50f
T RGE RIS BB . 3 M B IEE T, 72
— #1142 4 AIDA (all insertion- deletion attack structure)
1) 25 1 X6 BUs J B PR3 &R 48 E AT . AIDA 57
TR B AT R R GEAT IR A, 7R It 2R A b
}Ji& ISDA (interruptible stealthy deceptive attack) Fll
USDA (unbounded stealthy deceptive attack) [ iz 714
Braki 454

SCHR [49] 510 S HH A RGAEZE T (S B B
RS T —FO7EH T8 FUE R B BGh
Bk Skl BT B B Rl v, s 28 R AN Be
M BN Breh B AEAE, ISR R G T IEE 12T R
A, B RGEAL T 22 2R, T B & 1) H B AE A
WS KGO, 51 F RGN Z2RE. %
W8 AR BIBRERAE T a0 ] “ IR ” fndz s, - N
AR YL B B AT 1. SCHR [49] B O F i 2 H 4%
A RAT AR A0 F 48547 Bk, BRI B J5 B A i i

*1 BHEHRAFERTEEVERFEREEXARIIES X

ks HEmE IR we vt NAZAS I 55 (5 EbE T IS A R
PN i iR [49,51-52,65] SHR[55] SCHR [53-54]
Bty SCHR[57] SR [56] SCHR [58-59,68]
i N A ik SCHR [64,66] SCHR [48,60-61,63,67] SCHR [69-70]
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T RAE IS AE R R A BUNE S 0 4. SCER
[49] $& H T & e v] Mok VE A0 ABSRA FIHE 2, - i B
T R B2 300 GOR R 5 28 80T LU A FROARES B 2L
FoR, A5 RGAT N R B/ 1 ABSRA A7TE, 4
H R T A R AR 1Y) ABSRA.

Lin 257 EF 0o (5 B R 48 baill B AT 25 Bk
()4 B n) B HEAT BF 9T, 20 tH &R G0 mT Bk PR 1 5 X, O
S5 T AT #8 B AT 1 2 AR B A A T 2R
EAFAE R Z AT, B Ja 3 H—Fl B Moore H Zh L& 7R 1)
RPAT A Bt A R

SCHR [66] TRFT T (5 BV R R Wt 5
PAT #5 T ks A AT A I ) 2% A L SCHR (48] B4
1) DY b o —— % B8 4 N/ B B Mok, $AAT RR A
BE /25 FH s, SR [66] B 5 A 5 RS T REBE X &
Gt IR I BN R G0 M 5 2% R DL Bk 38 B e
R BT RENEANFMHEEN 5 ZUET
& AR AT R 5y 52 Wt AT 38 AR IR 1, 1%
BREE ST T Wik 5 () RGO, BE R 7T T MO AN AR
U2, R SRR, 45 8 R — M IVEIE 5, 1% 5%
PFESRYHE SRR TEARHES 5/ 0NE
B 55 W S AH ], e Ak, Tk 5 2 2.

SCHR [64] £ 3 HE B R 48107 KA BT S5 4
A7 2% By 1) BUak 38 G i ) @ EAT B 9. MUk R g
XA IR AR RO AT 3 N B B4, R RE 6% 5 P g
P B AR T 45 AR B0 0 B IR AN B R
ARILE DL 51 F RGN ZARES. SCHR [64]
T e P R R T M 1R S 2 T %
RN AE FH S i s 4 2, FL 00K — 3 A0 & ST 45
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R EAT BRI AE. 75 B0 25 M I g ok F oy, 75 22
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BE 6 IR R G0 T AT 35 44 BE 2 A 5 1977 4
I 1, Carvalho ZE06) $2 i 1 AT 88  fE Boh F 1 R

GG 2 G I 1577 0 S, 1% SR W A 2R R I i A
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AENTHEI. B R G A TR I, W NAZ A A R i
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SCHR [66] T B S LSRG Bk 5 R G4
L $ T 7 2 T R 0 XA e A i [ I
WL T R G0 2 Bt T A I 4 (attack detectability)
RN 4 5 AT 38E 4o P (failure avoidability) ff & 44, FEXF —
AR R AT THRIT.

Lima Z597 £ X0 {5 B R g0 ) N Bt i
ARSI DA B Ay BEL 1w RN T X6 R G 3 i S T Y
o) @ 24T 1 AT 5 0K (48] R % B AL R 15 1 Bl
AT 2515 38 P 1 X 2 Moty A [, /T3 [m 25 R T
T 308 A5 5 0 1 T A D0 5 57 100 i) A, 2 ) — o 97 7080 54
WS, T N AR A AR DL S I 3R 4. 1 5, R B
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A8 SR A5 18 1 By, X S22 0 S B SR Y 34T &
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J H .

FESCHR [47, 56] BT 7, — BRI 1) ity 22 4%
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