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Model-free H ., control for cyber-physical systems under DoS attacks

JIN Dan, WU Qi, CHEN Bo', YU Li

(1. College of Information Engineering, Zhejiang University of Technology, Hangzhou 310023, China; 2. Institute
of Cyberspace Security, Zhejiang University of Technology, Hangzhou 310023, China)

Abstract: This paper is concerned with the model-free H, control for cyber-physical systems with unknown dynamic
models in the presence of denial-of-service (DoS) attacks, where DoS attacks are considered to be cost-constrained, and
the number of successive attacks is bounded. Firstly, a Smith predictor with dropouts is designed to predict the current
state using the measurement data, and the structure of the measurement feedback Ho, controller is given. Secondly, the
H control problem is transformed into a two-player zero-sum game, and then the designing method of the controller
gain is presented using the game theory. Furthermore, an online Q-learning algorithm is designed to solve the controller
gain with unknown model parameters, and the secure H, control of the system is realized. Finally, an experiment on the

plat of Carving is given to demonstrate the effectiveness of the proposed methods.
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A 4
ZY(k)GZ(k) + A\ZY (k) | By| P |By| Z(k) =
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Q.0 0
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0 0 —2I
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sz ku wa
AATPA2 +Q. 0T g
An /112 (29)
A21 A22
B3 Q- @iﬁﬁﬁﬂ?@ﬂ:u ) Flw(k) KT, AT 15
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K3 = (Hyw — HuuH oy Huw) ™
(Hy. — HyoH H,L).
T, R T Q-MEIH VUR 27N
Q(k) = 2, (k)Q.2a (k) + u™ (k) Ru(k)—
Ywh (kyw(k) + AQ(k + 1). (30)
ERELE Qo(k) > 0,Q;(k) = ZT(k)H? Z(k), Mt
HI 8T8 KM KD, T DR 8 07 F2 (30) 7T #E 47
A B Q- 8, A
ZY(RYH T Z (k) =
2 (K)Q:2a (k) + u" (k) Ru? (k) — v*w’™ (k)w’ (k)+
AZY(k 4+ 1)HIT Z(k 4 1). (31)

BT Q. M E&A RGESHIE B, A EEM T
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H 2T (k) Q.20 (k) W CL I FIAR KN 4. &

zat (k) I M0
Za(k) = Za2(k) 9 M - l ‘| .
00 I
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b 2o (F) 2 20 (k) HNER 1AT 228 n AT TR R M KN
5, 202 (k) AN 2o (k) BE 25 201 (k) Al r(k) E843 42 1)
. B, M ak) = 0B, 201 (k) = z(k), Ma(k) =
LI, 201 (k) = 0. BRI A0 23 RIITVE, T7HE G A TLH)
EA LI KNS
20 (k) Q.20 (k) =
2o (K)CTQC 201 (k) + 200 ()M T CT QO M 245(k)—
— 27T (BYFTQC 201 (k) — 20 (k) FTQC M 25 (k) +
rY(K)FTQFr(k).
(B)y=Z"k)® ZT (k) = \Z"(k+1)® Z"(k + 1),
O2(k) = 245(k) @ 205 (K),
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0(k) = [61(k), —02(k), 263 (k)].
Sl B TR 7R ) WAL vt R R Ak
vec(H’ ™)
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u T (B)Ru? (k) —v2w!™ (k)w’ (k) +rT (k) F*QFr(k)+
22X (B)CTQC 201 (k) —2rT(B)FTQC 201 (k) := ¢/ (K),

(32)
HET 7772 (32) AT {6 5 N
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Horp
vec(HIH)
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vec(FTQCM)
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Horp

0 = [0"(ko),...,0" (ko + 5)]",
@& =[¢""(ko),..., " (ko + )]
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Horp LRSSV AR, S, 572 (34) il 4N
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Al LA vec(HIHY) oy EEAAEFE HIHL I HIHL ok
HIHI T2 PG PFRAT 2. TSI, S s i ds )
A T AN I S U P 2 wT 4 T 7 U
K™ = (HJ = HES (HEE) T HL )
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PH DL 45 m 20, R 7 50 00 78 e SR e i 1)
Q-learning H LT HA A HIE 1.
B3Rl F T Q-learning 75 28 >R file i 55 i 5V,
step 1: {EBT[A] X [H] [ko, ko + s] P, 126 HUH 46 F
S ) SR K R R R TP SRR K AR E R
W, EHLH = 0,715 O Fl 2, (k);
step 2: EHUHE $e > 0, 2ER I35 = 0;

step3: HE;

step4: SRfE 7 FE (35) 3 B vec(HI 1) 1y, HE A
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step 5: SKAFJTHE (36) 13 E K11

step 6: SKAETTFE B3 FE KT

step7: 5 +— 7+ 1;

step8: HE|||HI — H 7| < ¢

step9: j* « 7;

step 10: FIFH u(k) = —K7 2o (k) VE R AR
1) H o 5.
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e Skt v 2 WL SCHR [20). 38 i Q-learning 5775 3K fif B
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A2 TR QT W RIFERE H 4RO [(n+m+
D(fig + 1) + q[(n+m+1)(7 + 1) + q. AT HRIE
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31 BEMRE
EEUEREFRFRSELQ = 100, R = 1, EHUAME R
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