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Sliding mode control of DC microgrid under false data injection attack

LOU Qi-kail, CHEN Bei't, DING Mengl, NIU Yu-gang2

(1. College of Electronic and Electrical Engineering, Shanghai University of Engineering Science, Shanghai 201620,
China; 2. Key Lab of Advanced Control and Optimization for Chemical Process of Ministry of Education, East China
University of Science & Technology, Shanghai 200237, China)

Abstract: In this paper, a stabilization strategy based on sliding mode control method is proposed to solve the problem
of bus voltage fluctuation in the DC microgrid system under the attack of the control communication channel. Firstly,
the battery energy storage system is introduced into the DC microgrid and the mathematical model of the system is
constructed. Then, an integral sliding mode control strategy is designed to control the energy storage system to inject
stabilizing current to stabilize the DC bus voltage, so as to suppress the influence of nonlinear disturbance and false
data injection attack on the system performance. Using an appropriate Lyapunov functional, sufficient conditions are
obtained to ensure the asymptotic stability of sliding mode dynamics and the reachability of sliding surface, so that the
DC microgrid system can realize the rapid response to load demand and stable operation. Finally, the effectiveness of the
proposed sliding mode control strategy is verified by Matlab numerical simulation.

Keywords: DC microgrid; sliding mode control; stability; false data injection attack; constant power loads
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