BHSRE

Control and Decision

EHT R A LR RIXT U A4 SEERT A
FLA, B kAl TN, Tk

FIHIARSL:
FLBE ZEAAl, BB 5K UK. BT S5 R OGHL R 48 B X UREAS A IR AITFE ). P2l 5 DR, 2023, 38(2): 528-536.

TEZRIR]IE View online: https://doi.org/10.13195/j.kzyjc.2021.0028

BT BRSO HAB S EE

Articles you may be interested in

FETHE O 268 27 ) BOBER Rk B9 F ARG 7 32
Object detection via learning occluded features based on generative adversarial networks

Pt 5. 2021, 36(5): 1199-1205  https:/doi.ore/10.13195/j.kzyjc.2019.1319
BT R R 2 A S N FEAR A I A 2 2 )

Class incremental learning based on variational pseudo—sample generator with classification feature constraints

Pl PR, 2021, 36(10): 2475-2482  hitps://doi.org/10.13195/;.kzyjc.2020.0228
BT UK D00 45 P AR 6 1) A 30 it Pl vk

Traffic flow forecasting algorithm for large—scale road network based on GAN

PR 55, 2021, 36(12): 2937-2945  hitps://doi.ore/10.13195/j.kzyjc.2020.0333
BT SRR AR 2R A 26 1 H PR ER R

Conditional generative adversarial siamese networks for object tracking

P 53R, 2021, 36(5): 1110-1118  https:/doi.org/10.13195/j.kzyje.2019.1215
TR 1) L ) 2 17 FH ) Tl A A J B A e A MR A

Customized generative adversarial data imputation model for industrial soft sensing

PRl 5P, 2021, 36(12): 2929-2936  https:/doi.ore/10.13195/).kzyjc.2020.0974


http://kzyjc.alljournals.cn
http://kzyjc.alljournals.cn/ch/reader/view_abstract.aspx?doi=10.13195/j.kzyjc.2021.0028
http://kzyjc.alljournals.cn/ch/reader/view_abstract.aspx?doi=10.13195/j.kzyjc.2019.1319
http://kzyjc.alljournals.cn/ch/reader/view_abstract.aspx?doi=10.13195/j.kzyjc.2020.0228
http://kzyjc.alljournals.cn/ch/reader/view_abstract.aspx?doi=10.13195/j.kzyjc.2020.0333
http://kzyjc.alljournals.cn/ch/reader/view_abstract.aspx?doi=10.13195/j.kzyjc.2019.1215
http://kzyjc.alljournals.cn/ch/reader/view_abstract.aspx?doi=10.13195/j.kzyjc.2020.0974

38% 521 = % 5 xR Vol.38 No.2
20234 2 H Control  and  Decision Feb. 2023

BT 8 &% RIHAR S RO A AR

JUoosLh2, BiEa? & M2, ik kU
(1. B K BRI 5 TR, &K BRI 509070, 2. BRI A (5 BRIERE AR, M 510632)

T PR AR BE S AR I ZRBOE 4 B B e R ) SR IA B 7, 16 RE 85 DAl IR 2 2% SRR R AR 1. AR, il 72
—N/INIRRE RS S PR EL SR R R A T X, AR BURE A IR AR SZ IR T SR AR . O T m RO SRR R
ORI BUREAR, BRE — P AN 32 S5 08 530 B ] (0 0 e A 28 pie 07 2R AT SE 2 S S T, 3R — b i 20 ploxed
P25 [P0 FUREA A AR Y (multiple attack generative adversarial networks, M-AttGAN). & 4%, ¥ AR T 5 11 A [F] I
WGk 2 204 B3 B P 2%, 53 T 0T 5 068 50 A AR 3 AT RSS9 78 23 1) T BB 43 A0 AT A5 SR, W 2R 56 1) M-
AttGAN R AN 32 B 1) M i R0 iy A PSR URE AR, D I R i v B2 poh 22 o0 246 O A Ak 3R 3t 58 22 Wl g
PE; )5, 3833 MNIST H1 CIFAT-10 £ 48 111 22 20 5256, 30 R ) FH A2 st 0 10 4 ot 45030 0 AT R 4 1) 2% 2] e 0 ik AT
XFHUREAR AR SR AT AT 1. SIS 45 SR B, AT B U7 1, M-AGAN AN RS [t B9 J52 46 40 10 I 1) A= s v ot
FIRHPUREA, M B AR & R I Bt A St R

XA P WSRO U S SRR FEAAE AR

FE 5SS TP273 SCERFRERD: A

DOI: 10.13195/j.kzyjc.2021.0028

SIFIAET: LB, SEAh Al FOAR, 26 T 50 2 2 B B0 46 HT B RE AR 2 BT T[], 2 5 D, 2023, 38(2):
528-536.

Research on generative adversarial example algorithm based on multiple
GANs

KONG Rui'2, CAI Jia-chun®, HUANG GangQ, ZHANG B’ing1T

(1. School of Intelligent Systems Science and Engineering, Jinan University, Zhuhai 509070, China; 2. College of
Information Science and Technology, Jinan University, Guangzhou 510632, China)

Abstract: Attack examples can not only be used as training data to improve the expressive ability of the model but also
can be used to evaluate the robustness of the deep learning model. However, the size of the attack examples is limited to
the original data by perturbing an existing data point within a small matrix norm. In order to obtain attack examples
more efficiently, a multiple attack generative adversarial networks (M-AttGAN) is proposed, where the attackers are not
restricted to original data. The proposed network is designed to train two pairs of GANs simultaneously to fit for the
distribution of original data and the distribution of the perturbation in the GANSs latent space. The trained model, can
generate attack examples efficiently without restrictions, and provide more data for adversarial training and improve the
robustness of neural networks. We adopt human evaluation and contrastive analysis with other state-of-the-art
algorithms to prove that it is feasible to utilize GANS to attack example generation. Experimental results on the MNIST
and CIFAR-10 dataset show that the proposed model not only generates high-quality attack examples breaking the limits
of the original data, but also has good aggression and attack migration competence.
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75 TH W& AR T FGSM, C&W s 5 ¥25 [ FEAS it i ¢
afi g N S f /N B0 SR R I, BT AR i AR
FSCFRIRE A A0 4 P55 7 TH LU 82 0 D7 2, Ak T T
AL Bt 7.
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(d) C&W (e) M-AttGAN

7 MNISTHEEPARIREEE TS AREE A

QA9 s fauslod2qgRmzs i i/ 3a
41394538 |6 sBElbs2B|cN3
O65H(g20)6b24b0g%3|93%3
99004996/ g 18107 4]ebq
RERZ by 8llgd)Qblglege
270« 7 {36lv20Ct127 &|lsR6
BYO0s 6854 27786600 63|S53 ¢
S6825003|9432502804]€8 ¢
(a) JHaEA (b) FGSM
SRy T, 42K B TE B P A e R

YLl TSR AF B b A, 73 S8 48 X0 Bk FE AR 14T T
N, 5 FL P 8 % PRI AR AR B0 3 BUah e AR S B L A5
&SRB 2.

S5 3% BT R [2] B2 S 1R R X B gl S,
FGSMM“,  DeepFool”. BIMP!, L-BFGS(limited-
memory BFGS)P),  C&WE  advGANP),  Uni.
Perturbations (universal adversarial perturbations)?!,
ATNs (adversarial transformation networks)?3 1 fy $2
H 77 M-ARGAN 43 51172 A2 500 5K BT H e 9 44
AT G, RO 45 R ik 2 s, F i EE A K
BLIE R AE SR AERE A AT 3h i m 2!, M-AttGAN
D 5 ) FH ) 8 50 SR AR R A 93 AT IR AT 57 20, 7 ) e AR
S5 I X 2% 2B RSB A 5 B It 3l Wi ' BB

®2 BEEATHREHARBERINR (500 KEEHHFA)

Wi 7 ik Wl 3 /%
FGSM 752
DeepFool 68.8
BIM 82.4
L-BFGS 75.6
C&W 922
advGAN 90
ATNs 79
Uni. perturbations 77.4

M-AttGAN 84

FEAR. R 2 0T 0, BT 5 vE I Bl (O R 5 3R
Bui A 2, S UE 1 B8 th 7 AL w47
P [RIA, X6 B B T LR B, BT v B B B T
v TR B I I, s 22 T AR AR 7 Vs

X LT A Y11 25 52 BE 5 M-AttGAN A= FHE 22 1 R
AR AR, R T AN [ SR B FH BB T VEAE
ARG BT BT L. 5 G EEA R
&, M-AtGAN 75 Z A 4N 1) Y1 2 i 8] I 25 28 i 2%, AN
i — ELIZ5 58 B, M-AttGAN 7842 BRE A 2% J7 1 B
A WL 3R 3 AR Bt S5 AR A 500 5K BE A5 AR
Diz'F BAnsr 2888 F T 55807 B 7 75 L0 a), A1 [F]
A AT 55 58 R, M-AtGAN B B Bl 77 v 5 4%
DAL, T L ize ize PR 3 e A i) B vk

*3 BEETEKEHAFTREIE (500 KB EHHEA)

Wi Trik IBATI IR
FGSM ~ 0.04s
BIM ~ 0.09s
C&W > 4h
M-AttGAN < 0.01s

H 2% 1 F136 2 7] W, M-AttGAN Fg % 47 2% e Jiil
o RO A B B, B R 3 AT L, REAR 1) AR OUR T
[ M-AttGAN # £, 75 4 SC 5256 1, M-AttGAN I i
FS T 26 A= 2k 56 1) VU s B 5 v R O T 5 2 AR
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R T7 VR H, M-AHGAN Js BRI R BAR R TR T
BT RA I J7 15, A H A R Hi KT 5 Ak
()77 7. TR 45 A5 256 48 BR, M-AttGAN LLILA 4%
G WU A 3 i L ER AR SR S AN BB
TIRIAREA, Bk M-AttGAN AE % IEBR AL 3T 1 I
TR, X R AL G TR R

2.2 CIFAR-10 S£1§

£ CIFAR-10 5256 1, 35 IR L WUk A AR L &
ki §8 7. A5 L 45 K6 7 T, 2 G 28 AR A Sl 85 1) &5 4
PR FH MNIST S48 i 4544 I Srid 72 rp, i S 50k
BUF.

D IZRiEAR B epoch B B N 60 %E;

2) Gy F Dy 57 X6F L5843 A AT 27 >3 AT A2 B
BREAR, Ay 7 AR FFRT BT 487, 00 2 R AR s 25 1) 5
REHE N2 5,

3) Go Fl Do 471 5705 W 470 25 ) BEAT 2% >3 AT A2 B
Pl P 2R AE A BRI BN 1 1

4) Adam A 25 1) 27 > T WE DY 0.000 1, — By
FEAG T I8 20 0% N 0.5, B R A% T R F8 B0
Z°H0.9;

5) BN EE e, IEE 0.2

6) 451 5% BRI EX Logy (G2) A1 Lijnge (G2) KIFLE 2 p
BENS1;

7 F e LR i K g B R 0.5.

A, % T CIFAR-10 #4510 =, A2 Il ZRikf
K298 33 N /NEF, FE DI Gt #2E R VGG 19 W 4%
PE H br X 2%, TR R 1Y 1) i 22 05 87 % +. &1 8
N CIFAR-10 345 45 T H br 43 2548 F R0 A48 BORE A
Trake FIERR 2. Q01 8 BT 7, BE & U R I 2EAT, 26 LA
G BB AR w16 H bR 20 2488 F o B0 2
SRR R I T A R A R ARAE H AR 4 AR R R
Il 28, 1K 2 B AR EL S, 4T, fRRE AR S I 3))
JEVE RN B BEAR 2,0, BT F, B I ZR3EAT, B0 34
R 9 fraR, 5 MNIST 5256 v H AR 73 588 F XY 2y
(R 2B T B R AN ), CIFAR-10 248 R, F
XF gy IR 28— BLARFFAEAR AT K. 3 2 B 9l
SRBUE A 5 1 A 5 B0 MNIST 3048 S I RE ARy
(1,28, 28) 17K £ FE A, T CIFAR-10 338 S AL A Ny

(3,32,32) IR A FEA, CIFAR-10 3038 2> A 1 &2 4% 72
JEE IR T MINIST, X 8k 52 4% 1) Hic a4 28 2Bk DA
2 VB R SR B A A IR R, T TR VAT E,
7E CIFAR-10 (1) 53 25 4% | 525 5y #R 0k bt 2 18], (A ik
£ CIFAR-10 SE56 /A 0 53 HE 30 A2 i) G XL
25 (8] 73 A7 (1 27 2 3 FE AR 58 /)N, 138 45 3 - MNIST
S R IN T B 2 RIS, B BCR A
SR, BRI, 0 T B A BRI 5, BB O v T
T B Gy A BOSOR, BB R A R 7 R

1.0

0.8}

0.6

e 2/ %

0.4 |

0.2

o 1 3 3 4 5
IEARIKEL/ (epochx107)
El8 CIFAR-10 5iB&E T EiF4 %58 F A5
,—:EEJ?'*Z:EZK Tfake E"J;Eﬁﬁz
0.10

0 1 2 3 4 5 6

IR KB (epochx10°%)

9 CIFAR-108BE T BirD 235 FiR5l
POE7IR = NN -3 E

ASCH F Bty B AR I 28 77 AR 0 B A AR LSRR
X PUAE A () 3T #8 Bt 1, 36 B 3 b AN [R] ) e R B i
755 FGSM.  BIM Al MI-FGSM (momentum iterative
FGSM)PH A g B J7 VL 34T EL L, B aX e 7 v 77 AR
HIAE A% N\ 2 ResNet 18+ ResNet 101, DenseNet 121
Inception-v4 1X 4 Fft FiU I 25455 A v 45 21 o A 22, H
Orig. ARGy, el 45 R ank 4 s,

MR B bR K28 F X B FEAR I 73 S 22, ]
DAHE 515 21 B0 A A 1) By oD 2, B3R 4 1) WL, M-
AtGAN s — NIk ROR 225 B PURE AR AR i,

R4 &CIFAR-10 S RBEXTRMEREL VGO IEN BFMESLORERANSIERE %
VGG 19* ResNet 18 ResNet 101 DenseNet 121 Inception-v4
Orig. 87.5 90.2 92.1 94.05 93.6
FGSM 10.5 353 372 40.5 373
BIM 3 40.4 43.2 50.5 48.1
MI-FGSM 0 33.6 33.1 375 292
M-AttGAN 5.6 27.5 303 32.1 29.6




F2H

U B 5 AT 844 maT I M % 0 3T SRR A A H R AR 535

X E AR VGG 19 (1) B i D) 528 94.4 %, B8 55 T
BIM Al MI-FGSM, 73 # Bk 75 T, A8 373815
HRRVE, RO A [EII D 1 o B BT B 7 R (R A
P4 A0 58 AR 77, T LA ResNet 18 1F 9 H A5 70 25 28, i% H
FGSM. BIM FI MI-FGSM 1 5k 7772304 T LU K

X LT VLR A AR A BTN 22 VGG 19+ ResNet 101+
DenseNet 121 Inception-v4 iX 4 Ff 1l 1)1 Ak 1 v 75 3]
SR UHERR AR, Hod Orig. N R G B Fr, SRse g5 R an#k s
Jis.

5 HCIFAR-10 BRI BIBEF T RIBEE L ResNet I8/E A BIRME LW BEHAN D KERE %

— ResNet 18* VGG 19 ResNet 101 DenseNet 121 Inception-v4
Orig. 90.2 87.5 92.1 94.05 93.6
FGSM 17.2 31.2 34.8 36.2 30.3
BIM 9.2 38.2 47 54.6 48.6
MI-FGSM 2.4 30.4 34.4 37 24.8
M-AttGAN 10.2 25 34.8 30.1 24.7

R 4L S o] W, rig HoT kM RS FiRAE
AR, (H M-AttGAN HI 3 2 —1E T 5L I A A
55 R G B S i A, 76 2 SO AR o BRI A R s
Nk i A SRy U A AR, T A 2 R o s . it — 20
M5, e 7R AR UE X B AR 26 78 70 1 Mok 5 i
()[R, B8 A 208 kb 4 5o AR 1 A A% B A AR Y |
BRI WA AT 5 1) 38 E AR A = 3 T2
S LSRRG B AR AR B8 72 AR, DR B AR T
BRE A A B 43 A5 T AN A& 2 T AR 508 49 A 2) 47
D) la SN2 A ) Ja SN2 e | B4 R R O N i S R v
28 B P9 E 2, SR AR HE X B A 48 i N\ i, X
AR IR 56 SR (AR B A2 LA 7= A P Bl o 2k T Hou)
SB[ 2 ST AR B0 0 A 48 B AR 3N &
TIN5 20 i B AR R N AE CRAEBU et P 1 (] B 2 200
H SR AT RS 1.

& 10 AT 1143 5] 9 M-AttGAN A= 3% i 0 RE A

. -

B 10 CIFAR-10 iR &E T E BB B HEA

Y e

EA= AT=RS
11 CIFAR-10 ¥IBEEAHE AR

ARG FEA. M-AttGAN BE W% “F Jik 2 # P A0 A HF R
PR AR, i T RRE AR A A 1 DT 40L& L SERE A
) 3 AT, B AR SEABRE A A B 7 A BB R A TG 1%
FeA R 7 KA, B T — s A AR R A
P AEBEE P E), I AL X7 RN T SEBUt REA
(0 A B, DR R AE AR o b, B PR AR RE % 5 LS AR
oL, [E I S 80 KA R . BT S0 B R 10 R PR A,
A R AR R AL 0 28 R A e T ). ad i SR B ) A
AJ DA 58 W, £ BT 3R tH AR BT VAR I 2kl b JE
1% PE W PG-GAN (progressive growing GAN)231, SA-
GAN (self-attention GAN)?%), Ji: % GANP7I 255 4 5
A R A2 B X 245, BE 8 1t DR A= BT & B O A5, [R] I
PRAEAE AR A B 9
3 & ®

AR SR I A BSORS H70 00 48 8 53 A 2 =) AU A2 B
EHIIL S, R T BoE A AR A U M-ARGAN. BT
77 V2 7E MNIST (45 45 Fll CIFAR-10 #4742 b AT 5
B0 IS 57 1R S B 45 . 7E MINIST #4135 &
RIT T M-AttGAN J7VEAE AL BUBCR RS JoT A I
A€ =77 11, 30T FE SRS, M-AUGAN R0 L i &
Uf, (RN A ety 56 P2 5 06 B BI04 T £ CIFAR-10 (1)
SEIG S5 R B, M-AtGAN 78 B 3 F% 1 7 T 250 B
WE. LA E, e 7 3R Bt FE A 0 A it 72
55 T U0 KA AR, A2 ORVIE Bt 2R B2 ) R, i vy 17 2K
HFEARRI AR T REME, 5 T B FEAR R A R
AERIE | BU FEAS B 2R IE A 1V, X =07 T AR 5K
TR 22 W 28 0 Sl R RS Ve PR A SR 1 78 2
BRI AR A R, Ak T AR FE 5 ) R G iR Bt
Bt SR A 50 5 8.
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