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Distributed secure state estimation for interconnected power systems
under FDI attacks

WENG Shi-ging', WENG Pin-di*, ZHOU Jing', CHEN Bo', SU Zi-yi*

(1. College of Information Engineering, Zhejiang University of Technology, Hangzhou 310023, China; 2. College
of Information Science and Technology, Zhejiang Shuren University, Hangzhou 310023, China)

Abstract: This paper focuses on the problem of multi-area interconnected power system secure state estimation under
false data injection (FDI) attack. A distributed intermediate observer method is proposed to estimate the system states,
FDI attack signals and load deviation of the system simultaneously. Firstly, the states of a power system and the FDI attack
are augmented to obtain the equivalent state space model. Then, a distributed intermediate observer is constructed for
each power subsystem to fulfill secure estimation, and a compensation control strategy is designed to reduce the impact
of FDI attack and load deviation. Finally, the simulation results show that the proposed method is feasible and effective.
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