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Review and prospect of product traceability

HUANG Min't, SONG Yang', GAO Zhe-ming*, HU Yue-yan', WANG Xing-wei>

(1. College of Information Science and Engineering, Northeastern University, Shenyang 110819, China; 2. School
of Computer Science and Engineering, Northeastern University, Shenyang 110169, China)

Abstract: The construction of product traceability systems is an important aspect of improving the governance structure
of economic globalization, which is of great significance to ensure product quality and safety, protect consumer rights and
interests, and promote social development. This paper surveys the research results related to product traceability from
the existing product traceability frameworks, methods and system platforms. Firstly, the product traceability frameworks
are introduced from four angels, including traceability information storage, traceability depth enhancement, traceability
modular design and traceability supervision. Next, the product traceability methods are respectively introduced and
analyzed from two categories, including product labeling-based traceability methods and blockchain-based traceability
methods. Then, the product traceability system platforms are introduced in four application domains including food
husbandry, supply chain, digital certificate and intellectual property. Finally, based on the survey and analysis of the
existing product traceability research work, this paper analyzes the current challenges and future development prospects
of product traceability from five aspects, including heterogeneous multi-source traceability data management architecture,
member sharing incentive and trusted cooperation mechanism, traceability data security, real-time traceability assurance
and effective supervision of traceability process.

Keywords: product traceability; traceability framework; product identification; blockchain; traceability system platform;
trusted traceability

0 31 & PN TR R IR U b s, DLEMER Y. B2k

77 VR AR R S R IR BT S AR BN A R SEIIRUR SR O R A (BRI BOR T N R 2
BB EE SANIRA, P A RS B Ae0, e B AP AR R FRAED) I R B S5 A
20 T 42 70 4E AR, S TG ARAE A B (077 Sy P O LAER, B Tk 4. OB AREY 2SR, 137 fm i)

Wrks HER: 2023-03-31; FF HHER: 2023-06-25.

BEEWMHE: ERESUIRITRTE (2021YFB3300900);  [F 5 H 48R} 2% 2 4 B KA LRI 2 5 SRR HE (92267206);
% F AR R 4 AU (62032013).

RERE: AKX

T IAA/EH. E-mail: mhuang@mail.neu.edu.cn.



%8

#F HE FRARAREARN X ED 2159

VBRI AR Z N T HL T VU AR A Al AN
it 3 b 7 et R )L RIS, DRy PR R I 2 4 e Al B
IR S 3R IR AR, BT X B R T VA
[ A2 B IR IT.

77 IR A BLoR 52 31 [ A A1 10 H 5 ORTE, 1994
A [ B b AL 4L 24 (1S O) £ — O 8 PO M8 AT
bR AR, R AE 2002 45 0 3 A 9% iR FLER
s ) 8 W R, 26 [ T 2017 AN B AVE R,
S 22 AR W EOR. 201548, FIEH & T
CHE 55 B 0 8 T 9% 1 IRt 2 2 2277 I8 ] 1R % 22
BEARILD) T DA A IR AR A SRR L ™
AP T B TAE R, SR AT A & R AT
1B SUET IT, s Ak A R B 22 A A P KU
(A R 0. 7 fh IR A2 B 2 A Uk, 1
R, E B 24 B O, 7 R AN B ok A
PV BEAE S A ST sRMIE ;A AR P A LR B,
IR R Gew P T U5 SRATAIE L WAL 72 2 5 SR E RO AG
e TR T 2 S SR RS AR AL, LAPRAIE MY |
A2 5y W) 2 A AN DR 1 0 M LB A, SR BE
R N A 7 RGO, 22 A s 3R A BN i
AL, AL A BRI 7 S IR SR L BT AT R 7 i
VS5, SO i A 7 B AR I 4R AR A5 B R R
03RS A8, 0 PR AL b 1R S5 B AT 22 4 ORI 3
Bz (et At 2 A F BAT HEL A

A0 1 TR, AR DU 7 b IR TE o 3 2 R
AN TR FRY 7 it 5 7 3 (R it Ao AR 9 90 75 3 R [X B
BRI T 1%), SR B P b IR SR T, I foe 2 Ky i
AR R ST 6. N AT R GRS O
PRETAHIRBIETE, 73 0 = i BRIEHE 2R | 7= b BRI ik
AN 1R 2R GE 1 65 3 J7 TR 7 b ISR ST 7T A
SRHEAT ERIR, 2 0 2 7 b BRI e TR AN R R
KRS HEAT 73 A e 22

(: 7 i R AE Y :)
v

C 7= di AR LR )

v v

\4

HZ || W || BE X e
PRl AR (] FRIR
0 RS N O

v
(ﬁ%%ﬁﬂ%@ﬁ%?&%%%%?é)

El1 iR iR

1 = amiTRELE

N T A RO AT P SR TR R ST
G R, ANTINIIEAS A7 SRR BE S T IR
BEHAL B TE R M A TR 0T 7 i R B
FEHE IR, 1% 58 7= 5t 3 YR E BN BE 6 48 5 77 il BT U
THER S RECF G IR, B REME iR vk 5 i FE 20
RS2 53 2 (R E AT 10 3, 52 7 S R ) 3L
%[1]]‘

LA 77 DR HE ZR BT X6 s A7 R
HBEATBEUE. 767 SR (5 AT i 7 T, R 32 5502 £
Xof i B B 1) TU A 3k SRV BE b A i 9 YR %) ),
T DX P RO N R, 32 T RIS A S TR A
R RS- TE 7 b W U5 R 5 77 T, Oparal™ 48 ) T AL
FE B I FRE W B ERE W NGB e/ R
A PR R B B LE A AT [ R AN £ i S
TR ZR G010 6 A 2H Jl B 2R, b T ) AR AT B it R R
G BT RN SIS 2 F8 5 AR B B 7 A
Ptk it, Olsen S5 B 1 4% & S I nE I R 4t
(147388 FH 2H 0 4, DAV A 7 A 1) AN BT, 1
BT J PR N IX G B e A AR N R RS B (1 3 2 A
4, Purwandoko 2515 3 57 1A HLRK A IE I FE 1Y
ALE W PEAE SR, B 7R AR 3 WU A LK I i R
RS0 A0 P B IR WA, Regattieri Z510) X £ i w8
TV VR 2 SCRN M 8 T R HEAT 20 b, S A AL
1 0] 3B B R G 0 AR D B AR i — N MU HE 42 Malik
SO T —ANBE T XU 3 AR () 4 S 7 o 1 3
MEZE ZAESRTE 2 LR BUR « W5 HLAAE PN 1 £ b L o7
B B SR LT, S B T R B 77 S IUR; Zhang
S US) e Xof A a0 0 A 28 A7 AE 0 2 4 B i 1)
RO BT T BT DXCHBE R ) R R G A
Z0 AZHEZL LS = i B D 55 7 5K T IE Ak R 4
P X BB A7 0 5 %= 8 5 07 sV S LRI AT
ERERE SoRri
2 PRI

H RG22 A8 B e 7 v R B Ay T
st b TR PR YR 7 v AR T X B PR IR v,
S R R A1 3 b Yy R SN -0 N B e <1 4 [
YRR 1) LB BRI 7 IR T TR 2R S LR I (RFID)
T A B T2 B AR (NFC) To 2k A% I 2% X 2% (WSN)
(R 18] 322 bR AR 5 925, 26 05, 4ERSBAR 2> 5T 1972
SR 1994 4 45 B T il 1R A3, RFID. NFC A
WSN 4373 F 2003 4 . 2004 SEF1 2011 SE4 87 FH T 7= b
TR AT B T DX BB R R 7 VR T 2018 AR



2160 # % 5

xR ¥38%

JS2 . _E SR AR N P 8] el 2 V) 2 Pl s A1 A i
AR 5 R DX R B 3R P A T TG AT (1
77 i RE T AT 4

77 it bR AR I
|

%ﬁﬁﬁ%ﬁwﬂ RFID'J;’GH‘J)E> WSN@‘JME>

i 1994 4 ,L 2004 4 l 2018 4
O M) O M)
T 20114

Eﬂ%?ﬁiﬁﬂ‘/‘)ﬁ>

1972 4F 2003 4F

AR >

NFC i

2 HREEIAR B e g
2.1 ETFAEmimiRriEsG %

BT AR IR IR U5 k8 i R RS R e Lk A
JREE AR AT P i AE B AR AR, HREE TP i E B
S A A o B UDIR AS (08 3. E 7 Ah 1 )
T ARG BB R 7 (G T 4R A0
PR VR S A (7= g J792%) « (R EEAR R 51 (T
RFID. NFC. WSN &4 AR 7 i 15 07 72 AR & A
W7V (E AR IR AR 5 bR R B R AR 45 & 1
w7 ).

2.1.1 EEWRRAE

BT EGAS ) B AR IR B 4R T
Tt Bl b PR RF S 6 77 AT BB AR L B B ID S R
500 = AT IR R SRR L AR TS 4
SRS BTl k. Y P T Lod s R B R
Bt 7= A5 SRR AT 2 U, AT S . 3
AR B 7 R 7 v B R B I R RS SR
SEREE SRR BOAR S L B, X T
B TUTB I AT ME AR 775 A
FIEBEMAER. Cai % QRS S i & k. B3l
BREBARMSGS A, Wt T — P T8 R 27
1) 75 1% Qian 25200 ) B e )3 [HIVE AR A — 4E 65 7E 12 3))
RS TR T e, Sl T 4 S8 1E; Chen S5 5 T
TR HR S T S BRI A,
T T ) PR AR L% (1 VR 77 7% Liang %22 %0t T
T YRR B AL S SIS B R
125 Matvieieva 2523 F) HI 2 77 48 BlUb 1R S 3 3D 4T Bl
=97 77 i 1 YR ; Zhang 2624 i 1 K IDCode 4 5% #1
W5 HIF Rt g iR 45 & it 73 F 4k
B AR 7= S W 7 v

SO HE T EGAE 1) B H AR IR 7 v B n R
S WIRAE S ST AT RE L SR B . AR AL H
R AR RS B 5 T 3R A E R IR 22 M 55 35, 5
FEEAE B ER. gz @, L RFID. NFC Al
WSN A AR 1 TR 42 b 1R AR DR B A 8 oy 2 4 1A T
Iz B IR R,

2.1.2  [AIEEFRIR TV

H T BEERR T EFEAEEEED BFES
T B 25 I L, Dy B8 v VRS AT R 22 A
(AR R TTVERE 2 W 70 FF S . 2k T R 43 77 i i
WL b R 7 VAL 3 1 RFID . NFC. WSN &4,
AP AT IR G e Tt B BRI — R AP SR
A

1) RFID & —F F| F 4 515 5 %t H A5 20 14 3k 47
P AR Al 2 R S e R ST i AR )z N
PREE . YD AN e 45 4. REIDE N — AR AL R,
B ARG —. HAIRE 3. AR B SE
£ R g 0 £ AN | R S = o s B S
AR JEL AR SRR RN A S A B RFID AR
25 L 55 ) 1352 8 2 1] 1) SR AT A 58 B 2
e, BT RFID {177 SR 757207 DL 3 PR Hh 56 sl
TRAT 5527281 0 U SR 1 4 RFID #R 5 %5 65 4
REEE, WTE T T 7 5 57 D AL 0 7= i I8 & 4
Tsai 5139 5 T RFID £ A, g 37 1 2 SR M i 2 7] 4
A B BT e T AR SR RS
AR 7R 2 R A S A 88 TR IO BH. 5 T RFID BOR [
W7 BAPRUEG — IR BE T8 A B
SR (AT I A7 TE U JE M 1) 22 4 JRUG:

2) NFC {E A RFID £ A AT A HR, [FIFE 4
2T Tk Al 55 22 AN B3 1 72 i R 7 ik
H129-32] Pigini Z5033 3 T NFCH A, 2t 7 — /N REAS
IR T BE R EE(E B, R B i WA B B 2%
ANERTT HEAT I8 W R R 75 9. JE T NFCH AR (13 5
JiE R B R I 2 A, T U R AR AT
IHA77E 7 25 WS BN 1 5 54

3) AR B S R ) B i) R, WSN 4R i it 22
AR CRAE . AT R IME S, S
X P2 AR A5 B A0 ST IR BE. Qi R A X FE G
K= IR P, Wik 1 — PP T WSN B Al E 3] &
4t; Alfian 25035 R F WSN $7 AR R4 7= i A7 il A1
bR H R P R R, VT T T ) B R
R 7 i T WSN R s 7 s A T SR
T IR BB R 2 35 (LT A7 X6 7 98 S AL A



%8

#F HE FRARAREARN X ED 2161

BURE R 5

JLE RFID NFC Al WSN 25 i) bR iRl i A B A A7
it (5 B E R 2ot m SIS A TS —
S8 BER, TOVEAE MR TR RSO0 A8 A (R B B] 4 b
AR (19 78 55 PR A PR, 0E F T BE B 8L 3
s BP0 IR 1), 2 A X EE R R R A sk
I3 AT FE 0 IR AT A7 i A, T X
HE R IR 7 VR AR )2 R R AT A
2.1.3 BREWRRTE

AR B AR R T YRR BUA N B A5 1R 7 V25
AL, U B TR B SR IR R
V)42 7= AR TR 25 4 10 7= i R V. 1 B TR
DL QR AL Ay B Ak, J2 - e 448 B0 B4t R AR H AR
F 7 T8 R AR A O e i R R R 1 %
FAE B AT 70, ST R PR HE AR G ) Fan
STV e FMR T 25 T AL-RFID X ) i 46 4 4%, i it
TRAF IR B IR R A B 56 &R, $2 7 W I Al 3
W4 Qian 25081 ] Fl — 440 A RFID R4 Hili0 3%/
FERIN AT B ARG B, CAMET 204777 S A
2.2 ETFXRERRIESE

U FEF 72 S bR IR R 7 v O N T 2 A
W R IS 1 R R ROR, (B AEWIETE L 24k
ST HATIAZAE SR PR, S BTV N T8 ya
2 BRFAVER eV ER B m g . R,
PRSI AT AE 7= A S 052 B B AN s Rt 22 [A)
PEMEARGR . 53 “ 15 BN " BLR SR, ol
FTEFE S s i AR o ) 2 PGS AR, 7
TEA N ZANKIS AT IR R i, 72 A G
SRR BA 5 F R IR B0 X Yk R B A %
AL Al AN BL S P SRR AL T TLAERE T2 N T
7 R AT R % BOR BE I Ay A A A 2R
X BBl “RAT N ST B, R G R
B B RSB LSRR, s BE. s, =it
it H A7 AE 1 ) REA0-41 e A IX B H R 8 % SR |
A& R A JE ) B S PE  AT R 142430 R [X B
HEE A 2, HE T XCHURE 7 SIS T IR RN
WEIC, FET 2 B T 2R 77 AR 30 1) 22 AR,

I X e 2 A O A I A 3, o 2 B A5 04T 0 T
X B 1A A A X e 48 M R B 5 SR B, B T 0
T DX HUBE B R BE AR 5 F AR A 2
T [E DR 0 RS 2R 540 9 S 1 B T 4 A A
A AR B A T 2T 255 B R 7 R
EEZELZINIBW ARG &; Islam W $EH T —Ff

T DX P 1 4 B R TR T VR, AR A2 T VR SR
P& A AL 2 A3 B SR AE — AN X HUE o, TR 1k
FEART —J7 232 IEAEAE 5 WS B I B ik 1 1 250
WUt 7 AT I BB 0 £ 22 41 FH VA AR
JNEEZINEHE R T B AR L. . &
B H R BUR SR RAT RS AU S [E 3T
P B R Tl S AN GE S B T XCHRBEROR SEIL T
2 [& 2 77 17 a7 9% Y0 Gt T AR 25 5 B U
it (1) 22 A5 AR LA, B 067 ot R R B AR S 17
TR 7725 Perera S5 148 Je T My S 76 X MU 47 5L B g
A LA At B b AN 8] A £ 1) BRI B 254, it 1
— P B A TR — e B B A AT R ) R
77 1%, Agrawal S99V g g A5 AR RR A AT LA )
i @, i AN T X 0 R aE A DT T
T 2 J2 97 23 M e A S 1) T ) A ke £ 500
V. Hyperledger Fabric FIAIE N H AR 1t 738 1X
HUBE 4% 7= S YR 2 4t Omar SE05UEF X 5 e 1% 15 15
SRS NP3 2 R Bk = A5 B O] WM, B G ER
A I W A B0 1 o), 42 T — e T X LB I O
FEH AR S AR BN E T &,

HIHT X e AN T 5L 25 4R %, Bettin-Diaz 55157
PR T — Mok X P BOR AR BB B AT A N
(9 77 1%, LS B At 7 o R 1) T A B, O I A P
FRAL SR YR AT S, 5 A S TR R S R 5
George %5153 DL Ty I 37 53¢, A FH DX B R0 7 i
FRARFFICTE T 50 A58 1) 6 OB 310775 Xu B4 A 1
SEFIIYR 3 4 originChain $2 £ 243k 77 v, i@ i A FH X
P+ R, Ay originChain 2 it 1 3& W] = Al AL B 2L
BIGRIBEN Eve /e R I PR E 7B = i 5 = b
A B2 R DV AS E UG D, Lin G55 $& H 1 — Pk
T X B A EPC 15 IR 2% 1) & il %2 436 ) R 455 Hu
S 001 F IX P AN AT BL D8I A ORI I 0 SRR
2, BT AR B 7 i A 3 07 725 0 SR AR D7V R X B
HEHR 5 RFID 45, 5K A K B BE Bt an VR 77 V2%,
FTI8 777 i &S R 1 RV T8, S B 1 7 it R
Tk e R PR R A7 4 O SRR X BB AN T B e
AR AL, T ) 20, 2 DR 1 R 11 I 9% 2R o e 4 1, &
TE 7T DXCHCRE IR 5 7 1 A% 1E S5 D0 X e
HR GG FHOR GG, Bt 17K R 7 H 5
ich

I X S ay A5 A 34, W /N R0 (X B
HAR G ARG G, %t 7 &2 2By
% Imeri 50V B T X BEROR IR H 7 — P el iz



2162 = # 5 *x K %38 %
ok AR P 3 = AE B 22 4 R AT I8 P Y T T SNE RO TS BAYRAE B O 4R ARE
Westerkamp 2561 fif I B ge & 20, 18 H T — M FIX RFID $i R &5 &, i 57 1 /N Ky R 2 4t Xiao 55166

BB 1 At S 4 T 3 3 75 5 ; Behnke 251621 1] Y (X B %
BRI T A2 5% 2 MG AT & bR dEAL LR
e, AT S B 1 280 T 5 1) 77 R Salah 25831 ) H DA
K5 X B BE R BE A L0 AR, $E T — Bl RE6S = 4L
Hh AT R T 45 52 5 I BRI AN I N (1) T V. 1%
Ji R TR RS A BB ALY R TR (1 7
R, AR T A il s, B m e B AT S e 4
P Ding 5O 1 —FOGUZ HEZE R 36 F V8 ) [X B
BEM 7 ShIB W7 2 Sezer FFEU R T — AL SLEE T
B T, B P AE S ANEE B R A LN R,
PRAEH T 25 44 FNIGAIE vo 3 1R 5105 JE T X BB R R,
VT 7T ) 57 P R R v

RO BT X HUEE s 7 v B o, AN
AN AE R 3 H R T R R B R ETF
B AR T B bR AR G — 1) R, S8 1%
TR S o RN T A 1 PRI, e 5 B X LR IR
TR AT SR PR, TR, R R E R, 36T X Bt
(R T 1 A7 i 5 i i e L R (R Xk
BEHARAE B R A S A0 HE R AR & T AT
FE 1A J3 PR 20 A 214 T 72 ot S AT (U AFF 9 4, (i 75
WFFRN IR AR Stk A7 — 25 Tt

3 PR RST 6

PR R ST G IR SRR R G iR
S 5 45 AR 1T AT A B £ A A
BB, S 7 s B B AT 4
E RB Y. DU B T 2 BRI SR R ST 6,
XL R GOT £ T E W ) 02 E L RNEPE AL AR
IE 46 97 6 6 R, L 87 3 5 0 P 3 .

—
— £

Bl ke, 2

S N NP
o @g B S S BEDIE

E —
4 B > e N Wy 2 A
o HEE | wram aanes

P2 —

—

L DA steen, apmsms

—

3 FERERAGYANASE
FE B 24 B PO, 1 /N 7 2500 3 Ik B B A
AN A X B BE T 5T 6, SEBL T & dh % 218 )
JE 2 R 45 Qian S508 I ] — 4EAS 5 RFID 4725 43 il id

TER T — A& 0R 2 HE 1 7 i ) & se W1 UE &
G, I 01z R G AT T VAN AT Xiao ZF 674 TG
LG RSB H ARG Y H AR 455, K T SMS-
CQ ¥ B /K 7= i Jii B 42 42 18 W) R 4, Caro F5(68 42
T A mae Ay BT IXHRE 1) AT aE AR
B N B P R Gt AgriBlockloT, iZ R4t 84 T4
7R Bk AR MR & R 5 B S T
R AR 7= i iR Violino Z816%) DL KR — /N /N Bk
Iy B BEA R STV RO i 26 7= DR T 5, R
— N SEE P BT E M RS, R TR AW
2205 A] RR 2 1 Zhang SEUO SR A T IR A 3L ik
% V- & (important product traceability public service
cloud platform, IPTPSCP); Zhang 2571 £ 1 1 [X B4
SRR, v B K i R TAE Bt 7 — A
BRI EE L B OIS B9 S YR R 48 BIOT-TS; Yang %572
WE 7 — M BT X R (38 9 R 58, T4 7 il
AR 7 A R AR A R R, PRUE TR R A 3
HRRCE 1 LS EAT T SE N Lin S5 48 T — MR ifE
18] T J2 DX R AR TP B IR () 8 i R R AT I &
AR AL 24 it 1k 7 2 v 1) 20 A AT B WA R 7 56

FE At R A3, Hu 55074 @k S5 fE 4R a1 A,
SR G T RIK S MBI, # AL T —ANE
B AL S Hh S I RTIE L Y R 4 Alfian 55151 H
RFID 57 ARGE B 7w A B, 0] WSN H2 A K AL 7™ i
A it A 38 H ik A R P IR P R ., Sy I S 1 9
Wit 1 — R i R R G IBMORIIR 2R B 7E b [ A
PRR S [ 7 S AR R b s 1 R T X U 1
il YR 2R ST R i B B3 Cao 7SV £ X6 24 /i 4K 8k 7
A5 S VR I B EAS & 15 B B SR, SR R
B R Hyperledger X 85V &, F & T & T IX

B (R B R IER I i T R
FERC T TR, LT R A 4R BOR X
72 i (e BT I SRR = I AR S, iR A

PR TR BN B E AR RN R
1 3 J2 905 22 8 2R, R DX R A 5040 2 A f ™
Bl (5 B, 5 T8 e 5 A S ™ 5 BB W D e, X
77 A S R AT R AE R A DU A% 3h 5 TR
B HE H ¢ X R 4 A0 IBK X 7 0 e s v i
I IR 5 X HEE 45 A 0 BT ol R AL e
H 2 A AN A 7 et SE B AT A5 319U 7); Sotchenkol”®)
SR Pk S AR A 1) B 7 X BB T 5, 0T R T2 T



%8

#F HE FRARAREARN X ED 2163

X B AR B e & AT R AR R R B R S,
R B AR T T R

TERIR P RLATOR, 1 BT 5 1) 1 E JEU s R i e g
AL T B ARG IR 45 B Ab, 2 BF B8 R G e g
AEHBTT AR T WIVE L A B MR S R 25 10
4 BEg5REHE

R A1TE 7 S R RE SR T . 7 I
VB TR 9 2R 5T 4 HF R T LA IS T
A5 0 1 R IR S B, AR 7= R 5T, TG L
DX B ey il 7 I v, 7 SR T W o 1 % 9k
K. X 2 T S R R 1 e A S
P& SR, A T AT A R SR O F T TR, A5 SO
EAMAPESE I T 2 AR A IE 07 11, 75 S Al
HEP= 5t SRR T R

1) S5 W 22 VRV M e R 2 T A, KR
il s 2 Pl AR ) R A 5 A EL 3 A AR Ak,
SRAE BB BRI 36 LA 2 A 28T . Z A
B 0T o 5 A T 2 VB S A W (R IE 9 Ty
VR 2 G0 10 AR, R 2R 7 it S T 1 £
Pz —. PRI, KSR T T 4R 5 A L FREAL R4
— (LA BB A, I et I 2R G5 rh G — I B
VR PP B T JRF 90 AR, (RIF BVR R o b B

2) A B3 LSRN 5 TS PR L. ESR A T
VP M FE S (R ATR b % ., LA LA 1 90 5 2R e
= Gi— [ HOR A% STE  BRAER [ B3R 8 R
235 16 (B VA8 L, B TRV 2 MR . b4, 4% A 7
1) e 22 135 A R 2 o 0 00 2503 45 SR 47 T 52 . LU
ST BRA 1 9B 2R U+ 5 — 10 MO s SURRHE RIS
S TS BB ML 2 T I 1 — Bk AR
CESHAR AL S 40T N TR RS 15 B AR,
R R L SR 5 TS PME LA, KBl e S R £
W

3) PV BHE e A (R, 75 B R i, 1 I B
A 1043 AL, T 2R 45 b B AT e R B AR
FAB L. R 7E B R o BB A L 77
it o TR 0 R B R L S . B A, Y
BT 22 BOIVE 2 G0 ) 1 LR R 7, 1 2 AR T
KT\ T A B AS, 33 [ RE 245 SR KUK . BRI, 6
VRGP RS B BT 2 R R4 vk,
B 7R FF N T84 i RAR T B 40000 1 B AL T B, 32
B F GE A T R 0, 2 A SR 7 5 9D 5 T 1 T 5
iRz —.

4) WIS PR OR B, 25 R 7= SRS e N T

AT i B AU, [RIRE 2 B TR M AR AR AE
T ALE S it (1 49030, DL, Gne] T v 280 HR 7 ot R
T3, ORAEA 2R A AN W5 S o5t 1) I 28, O B %o
F 8 it PRSI IR PR B B A, A2 H A BRAR . PR,
BTHEE T AR R R 14 R (R 7 V5, SE B S B
SRR VA TR A A i A S SIS 4 R it JBT ) S
N AE I, A2 R K it R BIE F F) EE EE 2H Rl

5) WIE SRR A R . R AT b s AR R
BEBATAE T IR B, AT 150 38 VR RN e
At R 2 H i &Sl B AT H1E B IR A R koD
BAEHRNAEETIZ 5 8. R, K% REBUR EL
FHOGHR ] e 58 (R R 48, AN Re A R Al s A
(SR R, R ST AL U B LA AE N )
BRI SRR BAAE 87 S s & 0
r R A TR AR R AT A RO, R AR R ™ i BV 4 e
ELRE T 1A,
2 E Hk (References)

[1] Olsen P, Borit M. How to define traceability[J]. Trends
in Food Science & Technology, 2013, 29(2): 142-150.

[2] Montet D, Ray R C. Food traceability and authenticity:
Analytical techniques[M]. Boca Raton: CRC Press,
2011.

[3] Salah K, Nizamuddin N, Jayaraman R, et al. Blockchain-
based soybean traceability in agricultural supply chain[J].
IEEE Access, 2019, 7: 73295-73305.

[4] Islam M N, Patii V C, Kundu S. On IC traceability via
blockchain[C]. 2018 International Symposium on VLSI
Design, Automation and Test. Hsinchu, 2018: 1-4.

[5] Imeri A, Khadraoui D. The security and traceability
of shared information in the process of transportation
of dangerous goods[C]. 2018 9th IFIP International
Conference on New Technologies, Mobility and Security.
Paris, 2018: 1-5.

[6] ZER, DI, A7, 55 & T XYk 5 RFID 124 i
WIRHE T [7]. BT EE2, 2020, 15(1): 8-10.

(Li F T, Ma J G, Zhou Y, et al. Research on drug
traceability based on blockchain and RFID[J]. China
Digital Medicine, 2020, 15(1): 8-10.)

[7] Schuitemaker R, Xu X. Product traceability in
manufacturing: Procedia
CIRP, 2020, 93: 700-705.

[8] 1SO8402:1994,
assurance — Vocabulary[S].

91 HEBBEINAIT. ESS B I AT KT IRt 5 2 i
B IR R AR R[], e N R LA [ 55 B A
%, 2016(3): 24-27.

(General Office of the State Council. Opinions of general

A technical review[J].

Quality management and quality



2164

F %£38%

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

office of the state council on accelerating the construction
of traceability system for important products [J]. Gazette
of the State Council of the People’s Republic of China,
2016(3): 24-27.)

o [ A5 S ROE AT e DX B BE R S A A R
45 [EB/OL]. (2018-10-10)[2023-02-21].  http://www.
caict.ac.cn/ kxyj/ qwfb/ bps/201810/t20181019 187262.
htm.

(China Academy of Information and Communications
Technology. Blockchain + tracing to the source[EB/OL].
(2018-10-10)[2023-02-21]. http://www.caict.ac.cn/kxyj/
qwib/bps/201810/t20181019 187262.htm.)

TR, RIEFL A N B R T X ) W UR AR R
WETEPFIR 5 R [0]. & S ML, 2021, 37(2): 72-77.
(Ding J C, Wu Q L. Research review and development
prospects of food supply chain traceability system based
on blockchain[J]. Food & Machinery, 2021, 37(2):
72-77.)

WRim 2, 251, BERR, 45 BT X Bk f &)
AT A5 PR AR & ] 15 B = A iR, 2022, 7(2):
139-149.

(Chen J W, Luo D C, Tang C J, et al. The trusted
traceability system of agricultural Internet of Things
based on blockchain[J]. Journal of Cyber Security, 2022,
7(2): 139-149.)

Opara L U. Traceability in agriculture and food supply
chain: A review of basic concepts, technological
implications, and future prospects[J]. European Journal
of Operational Research, 2003, 1(1): 101-106.

Olsen P, Borit M. The components of a food traceability
system[J]. Trends in Food Science & Technology, 2018,
77: 143-149.

Purwandoko P B, Seminar K B, Sutrisno, et al.
Framework for design of traceability system on organic
rice certification[J]. IOP Conference Series: Earth and
Environmental Science, 2018, 147: 012044.

Regattieri A, Gamberi M, Manzini R. Traceability of
food products:
evidence[J]. Journal of Food Engineering, 2007, 81(2):
347-356.

Malik S, Kanhere S S, Jurdak R. ProductChain: Scalable
blockchain framework to support provenance in supply
chains[C]. 2018 IEEE 17th International Symposium on

General framework and experimental

Network Computing and Applications. Cambridge, 2018:
1-10.

Zhang Y, Jin M L, Zheng G P, et al. Design and
application of product traceability blockchain-based
platform[C]. 2020 3rd International Conference on Smart
BlockChain (SmartBlock). Zhengzhou, 2021: 125-131.
Cai Y, Li X W, Wang R M, et al. Quality traceability

(20]

(21]

(22]

(23]

[24]

(23]

[26]

(27]

(28]

[29]

(30]

[31]

system of traditional Chinese medicine based on
two dimensional barcode using mobile intelligent
technology[J]. PLoS One, 2016, 11(10): e0165263.

Qian J P, Du X W, Zhang B Y, et al. Optimization of
QR code readability in movement state using response
surface methodology for implementing continuous chain
traceability[J]. Computers and Electronics in Agriculture,
2017, 139: 56-64.

Chen T B, Ding K F, Hao S K, et al. Batch-based
traceability for pork: A mobile solution with 2D barcode
technology[J]. Food Control, 2020, 107: 106770.

Liang K, Chen X H, He R Y, et al. Development
and parameter optimization of automatic separation and
identification equipment for grain tracing systems based
on grain tracers with QR codes[J].
Electronics in Agriculture, 2019, 162: 709-718.
Matvieieva N, Neupetsch C, Oettel M, et al. A novel

Computers and

approach for increasing the traceability of 3D printed
medical products[J]. Current Directions in Biomedical
Engineering, 2020, 6(3): 315-318.

Zhang S Q, Liao J H, Wu S C, et al. A traceability public
service cloud platform incorporating IDcode system and
colorful QR code technology for important product[J].
Mathematical Problems in Engineering, 2021, 2021:
1-15.

Cao 'Y, Jia F, Manogaran G. Efficient traceability systems
of steel products using blockchain-based industrial
Internet of Things[J]. IEEE Transactions on Industrial
Informatics, 2020, 16(9): 6004-6012.

Duroc Y, Tedjini S. RFID: A key technology for
Humanity[J]. Comptes Rendus Physique, 2018, 19(1/2):
64-71.

Bhuptani M, Moradpour S. RFID field guide: Deploying
radio frequency identification systems[M]. New Jersey:
Prentice Hall PTR, 2005.

Salisbury P C. Cartridge validation with radio frequency
identification: US7212637[P]. 2007-05-01.

RV, R, 2255, 5T RFID BRI 15 &R 4t
7 b Bl D LRI AT (9], AR 2 B 2 4, 2017, 27(2):
76-78.

(Liu HY, Cao K X, An Q Q. The study on product
anti-counterfeit mechanism of traceability system based
on RFID technique[J]. Journal of Yulin College, 2017,
27(2): 76-78.)

Tsai Y S, Chen R S, Chen Y G, et al. An RFID-based
control supply

semiconductor

manufacture process and chain

management in the industry[J].

International Journal
and Management, 2013, 12(1/2): 85.

SKACHE, B &S, HRIE K. — R T NFC AR 7 i 15 &

of Information Technology



%8

#* B E FENRFRLE

Rl wEE 2165

(32]

[33]

[34]

[35]

[36]

[37]

[38]

[39]

[40]

[41]

[42]

[43]

G [1]. P EAR B R, 2015, 36(2): 145-149.

(Zhang Y Q, Li A, Shao P F. Tracing system
of agricultural products based on NFC[J]. Journal
of Chinese Agricultural Mechanization, 2015, 36(2):
145-149.)

W, M, B K. JE T RFID A1 3l LR 4 R
7 i o 22 I AR GE I T[] MDURARHEL, 2016,
39(9): 42-44.

(Huo X, Fu H W, Qiu X C. Study on system of seafood
quality safety traceability based on the technology of
RFID and mobile Internet[J]. Logistics Sci-Tech, 2016,
39(9): 42-44.)

Pigini D, Conti M. NFC-based traceability in the food
chain[J]. Sustainability, 2017, 9(10): 1910.

Qi L, Zhang J, Xu M, et al. Developing WSN-based
traceability system for recirculation aquaculture[J].
Mathematical and Computer Modelling, 2011, 53(11/12):
2162-2172.

Alfian G, Rhee J, Ahn H, et al. Integration of RFID,
wireless sensor networks, and data mining in an
e-pedigree food traceability system[J]. Journal of Food
Engineering, 2017, 212: 65-75.

PRI THI 1] ¥4 B A VAL ot O S R ) A BB X B R B
FEAE T [D]. AB5T o E ALK, 2017.

(Xiao X Q. IoT based data acquisition and modeling
methods for food quality perception in cold chain[D].
Beijing: China Agricultural University, 2017.)

Fan B L, Qian J P, Wu X M, et al. Improving continuous
traceability of food stuff by using barcode-RFID
bidirectional transformation equipment: Two field
experiments[J]. Food Control, 2019, 98: 449-456.

Qian J P, Yang X T, Wu X M, et al. A traceability
system incorporating 2D barcode and RFID technology
for wheat flour Mills[J]. Computers and Electronics in
Agriculture, 2012, 89: 76-85.

SR, A SN 1 A U A 0 AE X R b s
BL[D]. Ki: KiEHH K, 2017.

(Guo S S. Implementation of the supply chain’s trusted
traceability query on the blockchain[D]. Dalian: Dalian
Maritime University, 2017.)

Zhao L, Kang L, Yao S. Research and application of
acoustic emission signal processing technology[J]. IEEE
Access, 2018, 7: 984-993.

Liu H, Zhang Y, Yang T. Blockchain-enabled security
in electric vehicles cloud and edge computing[J]. IEEE
Network, 2018, 32(3): 78-83.

Suo YN, Liu T W, Jia X Y, et al. Application of clustering
analysis in brain gene data based on deep learning[J].
IEEE Access, 2018, 7: 2947-2956.

Peck M E. Blockchain world—Do You need a

[44]

[45]

[46]

[47]

(48]

[49]

[50]

[51]

blockchain? This chart will tell You if the technology
can solve your problem[J]. IEEE Spectrum, 2017, 54(10):
38-60.

R, AFK BT, BT X Pk R S B B & 2 ol
PR RIIERE R [J]. W 2% 545 2 % 4224k, 2016, 2(1):

27-33.

(Zhu J M, Fu Y G. Supply chain dynamic multi-center
coordination authentication model based on block
chain[J]. Chinese Journal of Network and Information
Security, 2016, 2(1): 27-33.)

FETT W, XUk, 4™ b B 22 4 R 22 10 °F & ATt
FE® 1], FERRF SR, 2017, 19(12): 52-58.

(Zheng K T, Liu S H. Studies and design of traceability
multisided platform for quality and safety of agricultural
products[J]. Journal Science and
Technology, 2017, 19(12): 52-58.)

Fodh, GOKIE, SRR, 5 KRB ARE R 221G
R R B P R (0], B2 THERH, 2019, 16(21):
137-140.

(Wang J, Ceng S Y, Guo J W, et al. Application of

block chain technology in the construction of food safety

of Agricultural

credit system[J]. Wireless Internet Technology, 2019,
16(21):137-140.)

TN, WU, RAE Y. BT X HEE A IPFS £ R 52
UM B it R E B RL (5 RORA (3], LA RR2 244K, 2019,
37(2): 179-190.

(Fan X L, Fan C X, Wu Y X. Realization of privacy
protection of food supply chain based on blockchain
and IPFS[J]. Journal of Applied Sciences, 2019, 37(2):
179-190.)

Perera T, Thewa Hettige S P, Jayatilake S A P, et al.
Blockchain-based product traceability beyond proof of
existence[C]. 2020 Moratuwa Engineering Research
Conference. Moratuwa, 2020: 1-6.

Agrawal T K, Kumar V, Pal R, et al. Blockchain-based
framework for supply chain traceability: A case
example of textile and clothing industry[J]. Computers &
Industrial Engineering, 2021, 154: 107130.

FRHEAE, XUV, BR/=. B Hyperledger Fabric FH14J 1%
0 52 A B AR 77 it TR R SR B0 (D). Ll ARk K 2
e BARBIERR, 2022, 42(6): 12-23.

(Zhang Y Q, Liu J P, Chen C. Designing an agricultural
product traceability system using Hyperledger Fabric
Blockchain and Internet of Things technology[J]. Journal
of Shanxi Agricultural University: Natural Science
Edition, 2022, 42(6): 12-23.)

Omarl A, Debe M, Jayaraman R, et al. Blockchain-based
supply chain traceability for COVID-19 personal
protective equipment[J]. Computers & Industrial
Engineering, 2022, 167: 107995.



2166 # % 5 &k Rk #38%
[52] Bettin-Diaz R, Rojas A E, Mejia-Moncayo C. Green Computing and Communications (GreenCom) and

(53]

[54]

[55]

[56]

[57]

[58]

[59]

[60]

[61]

Methodological approach to the definition of a

blockchain system for the food industry supply

chain traceability[C]. International Conference on
Computational Science and Its Applications. Cham:
Springer, 2018: 19-33.

George R V, Harsh H O, Ray P, et al. Food quality
traceability prototype for restaurants using blockchain
and food quality data index[J]. Journal of Cleaner
Production, 2019, 240: 118021.

Xu X W, Lu Q H, Liu Y, et al

blockchain-based applications a case study for imported

Designing

product traceability[J]. Future Generation Computer
Systems, 2019, 92: 399-406.

Lin QJ, Wang H Z, Pei X F, et al. Food safety traceability
system based on blockchain and EPCIS|[J]. IEEE Access,
2019, 7: 20698-20707.

Hu S S, Huang S, Huang J, et al. Blockchain and
edge computing technology enabling organic agricultural
supply chain: A framework solution to trust crisis[J].
Computers & Industrial Engineering, 2021, 153: 107079.
RZEGR. “ XCHVEE 4+ SRR IR AE £ -
B [T]. &5 5HUE, 2020, 36(9): 102-107.

(Liu Z M. Research on “blockchain + RFID” enabling
food traceability platform[J]. Food & Machinery, 2020,
36(9): 102-107.)

A, B E AR, B a. BT X HBE 0 IR 5% A ) i
L VR AR AL (9], & E B ik, 2023, 45(4):
196-203.

(Li S, Hou R C, Tao Y. Research on traceability
technology  of  service-oriented  manufacturing
supply chain based on blockchain[J]. Manufacturing
Automation, 2023, 45(4): 196-203.)

IMETE, 3%, DR, 55 BT X HUEE R4 2ot S
PR JEU IR 5 200 78 9] AR AL 7 4K, 2023,
54(5): 359-368.

(Sun C H, Yuan S, Luo N, et al. Traceability method of
rice origin based on blockchain and edge computing[J].
Transactions of the Chinese Society for Agricultural
Machinery, 2023, 54(5): 359-368.)

ENTE, S, £ B WIIE IR DX BB 1 £ 22 4B
ARG [I]. 1S ML, 2018, 34(9): 100-105.

(Zeng X Q, Peng Y, Wang Q. Research on food
safety traceability system based on IoT and blockchain
technology[J]. Food & Machinery, 2018, 34(9):
100-105.)

Westerkamp M, Victor F, Kiipper A. Blockchain-based
Token
manufacturing processes[C]. 2018 IEEE International

supply chain traceability: recipes model

Conference on Internet of Things (iThings) and IEEE

[62]

[63]

[64]

[65]

[66]

[67]

[68]

[69]

[70]

[71]

[72]

(73]

IEEE Cyber, Physical and Social Computing (CPSCom)
and IEEE Smart Data(SmartData). Halifax, 2019:
1595-1602.

Behnke K, Janssen M F W H A. Boundary conditions
for traceability in food supply chains using blockchain
technology[J]. International Journal of Information
Management, 2020, 52: 101969.

Ding Q Y, Gao S, Zhu J M, et al. Permissioned
blockchain-based double-layer framework for product
traceability system[J]. IEEE Access, 2019, 8: 6209-6225.
Sezer B B, Topal S, Nuriyev U. TPPSUPPLY: A traceable
and privacy-preserving blockchain system architecture
for the supply chain[J]. Journal of Information Security
and Applications, 2022, 66: 103116.

VA, FE R, ARG, A BT XHBE R e TR AL
WIE [J]. PR, 2023, 13(1): 112-114.

(Gao J H, Zuo X, Lin Y, et al. Trusted traceability of
tea products based on blockchain[J]. Internet of Things
Technologies, 2023, 13(1): 112-114.)

Xiao X Q, Fu Z T, Qi L, et al. Development and
evaluation of an intelligent traceability system for frozen
tilapia fillet processing[J]. Journal of the Science of Food
and Agriculture, 2015, 95(13): 2693-2703.

Xiao X Q, Fu Z T, Zhang Y J, et al. SMS-CQ: A quality
and safety traceability system for aquatic products in
cold-chain integrated WSN and QR code[J]. Journal of
Food Process Engineering, 2017, 40(1): e12303.

Caro M P, Ali M S, Vecchio M, et al. Blockchain-based
traceability in agri-food supply chain management: A
practical implementation[C]. 2018 IoT Vertical and
Topical Summit on Agriculture — Tuscany. Tuscany,
2018: 1-4.

Violino S, Pallottino F, Sperandio G, et al. A full
technological traceability system for extra virgin olive
0il[J]. Foods, 2020, 9(5): 624.

Zhang S Q, Liao J H, Wu S C, et al. A traceability public
service cloud platform incorporating IDcode system and
colorful QR code technology for important product[J].
Mathematical Problems in Engineering, 2021, 2021:
1-15.

Zhang Y J, Liu Y F, Jiong Z, et al. Development and
assessment of blockchain-loT-based traceability system
for frozen aquatic product[J]. Journal of Food Process
Engineering, 2021, 44(5): ¢13669.

Yang X T, Li M Q, Yu H J, et al. A trusted
blockchain-based traceability system for fruit and
vegetable agricultural products[J]. IEEE Access, 2021,
9: 36282-36293.

Liu X L, Barenji AV, Li Z, et al. Blockchain-based smart



%8

KB F SRR LR

AT B2 2167

[74]

[75]

[76]

[77]

tracking and tracing platform for drug supply chain[J].
Computers & Industrial Engineering, 2021, 161: 107669.
Hu J Y, Zhang X, Moga L M, et al. Modeling and
implementation of the vegetable supply chain traceability
system[J]. Food Control, 2013, 30(1): 341-353.

Cao Y, Jia F, Manogaran G. Efficient traceability systems
of steel products using blockchain-based industrial
Internet of Things[J]. IEEE Transactions on Industrial
Informatics, 2020, 16(9): 6004-6012.

Sl T DXCHUBE B fr o BB WIUR R G S sk
BL[D]. AE5T BT TR KR, 2017.

(Jin K. Design and implementation of food supply chain
traceability system based on blockchain[D]. Beijing:
Beijing University of Technology, 2017.)

GESME. LT XCHREE S I 7 i DR AR R R BE
AT SEBL[D]. AU : #iT K, 2020,

(Liang J X. Research and implementation of the key

technology in traceability system based on IoT and

blockchain[D]. Hangzhou: Zhejiang University, 2020.)

[78] Sotchenko Y. Blockchain technology into steel industry
current state of foreign payment activity[J]. Three Seas
Economic Journal, 2021, 2(1): 78-84.

E& &N

ﬁﬁﬁl(l%s ), L, #F%, WA SN, WNFEDR S R
FEE ., gReREEROt SR, R ER 5 ITEE A,
E-mail: mhuang@mail.neu.edu.cn;

K7 (1994-), J, YHm, 8L, ANFEERNEE, =
PritB. KE¥EE M%7, E-mail: songyangl @ise.neu.
edu.cn;

W (1992—), 5, PHIm, L, WS BARAY 5
WA TR R ENLED A, E-mail: gaozheming@ise.neu.
edu.cn;

BTG (1998—), 4, Wi+A4:, MERH
5%, E-mail: 2290082@stu.neu.edu.cn;

FEXAT (1968—), F5, #i#%, L4 T, AR B I

Wz 5T W4 5145 S %2 45 250 5T, E-mail: wangxw@mail.

el . X HLaEss

neu.edu.cn.

FREE IR B, 1990 4F . 1993 41 1998 4 F 7R AL K #3545 2 1 Wik i 4-2% 407, 1993 4 8
BAFRZL AR AL R 2%, AR, RALRF AN T RARFAE. I TH R 5 RA
QE SRR ETL. HEW RITEE LR R BRASHEFER RS EE .
[ 45 B BUMEENE SRS 2 . A SO LB ANA S T8 DT EA TR BHEAPHSIZE N
O AVLTAERFBLH. ERFASTE R A TR G B 5K E R R G O Tk
B R R AR R K22 SCIWL TR AR S 200 A3k, AR ZE1E 538 1%
E1E RE R BP0 ERAE S EARF S SR EREEWEAR K A F SR WA FRF

i 8 7.
e e e e e e e e e e =l
| il
LN BRBFIE RDRER, B A W, R R, R DR R = b, = hR

1

l

l

|

[ ISR 22 AR I, BRI PR B KRR AR, R R I B L B P SR AR E 2 B, 2L BL IS BER AN T [
Qi 5 O RELE, 1 5 T A %
l

l

[




