BHSRE

Control and Decision

<.

TBATCE T B R R SFDIE - S B Rh BA vt
SPEAHIE, ARG, BRI, B, AR

51 FHASL:
AR A RS B, BHE, B R TR B Gl T BT MR W A F DI S5 B A 5. #8 5 Eh 3, 2023, 38(8): 2335-
2345.

TEZR B View online: https:/doi.org/10.13195/j.kzyjc.2023.0173

TRAT RIS HAN SO

Articles you may be interested in

oA s/ A P B F DL SR 1) i

Hidden FDI attack strategy for distributed least square estimation
FEhl 503K, 2021, 36(8): 1963-1969  https://doi.org/10.13195/j.kzyjc.2019.1688

BET TSR 14 Z2 I AR LM I 5 DD SR eI 1, 2
Non-fragile H  control for multi-delay nonlinear network switching control system based on T-S model

PR 55 2021, 36(5): 1087-1094  https://doi.org/10.13195/j. kzyjc.2019.1098
TAMVAR B R Ge % 4 XU sh AR RIS B i AL PPAS A A

Quantitative evaluation model for dynamic performance analysis of security risk in industrial cyber physics systems

PEhil 5Pk, 2021, 36(8): 1939-1946  https:/doi.org/10.13195/).kzyjc.2019.1479
L i A 1) T KRR S 2 R R g — Bk

Adaptive event-triggered consensus for Markovain jumping multi—agent systems

P 5P, 2020, 35(11): 2780-2786  https://doi.org/10.13195/j.kzyjc.2018.1507
FHF AR AL A A R 2% A2 1 R GEH SRAs I
Event—triggered H  fault detection for networked control systems with distributed delays

PR 5 U5 2020, 35(12): 3059-3065  https://doi.org/10.13195/j.kzyjc.2019.0456


http://kzyjc.alljournals.cn
http://kzyjc.alljournals.cn/ch/reader/view_abstract.aspx?doi=10.13195/j.kzyjc.2023.0173
http://kzyjc.alljournals.cn/ch/reader/view_abstract.aspx?doi=10.13195/j.kzyjc.2019.1688
http://kzyjc.alljournals.cn/ch/reader/view_abstract.aspx?doi=10.13195/j.kzyjc.2019.1098
http://kzyjc.alljournals.cn/ch/reader/view_abstract.aspx?doi=10.13195/j.kzyjc.2019.1098
http://kzyjc.alljournals.cn/ch/reader/view_abstract.aspx?doi=10.13195/j.kzyjc.2019.1479
http://kzyjc.alljournals.cn/ch/reader/view_abstract.aspx?doi=10.13195/j.kzyjc.2018.1507
http://kzyjc.alljournals.cn/ch/reader/view_abstract.aspx?doi=10.13195/j.kzyjc.2019.0456
http://kzyjc.alljournals.cn/ch/reader/view_abstract.aspx?doi=10.13195/j.kzyjc.2019.0456

95 38% 48 ] = H#H 5 xR Vol.38 No.8
20234 8 H Control  and  Decision Aug. 2023

A T T E R A B FDI {6 7 SASHHESIRE 438

FEARIAL2, Mpdirt, 40 B B 4 E A2

(1. P LK 27 b AN i R R FE e, R &L 210023;

2. FAACHBEL A HEE R N T BESERBE, FI AT 210023)
1 O PR T T-S BOBI R A B AL A I (DC-MG) R GE 7 TE 441K 55 (DoS) Al K BB H 1 E \ (FDI) V8 & Beidi
(BT A0k T 428 TR RE B2 28 18 ) 2% A, T-S ASORASE B 1 AT 43 A A (PDC) AR 425 il I v 7 A 35 5 s ) JRUBE, 3
DC-MG RZi 1) T-S BLAL 24 T 58 AT 1) DoS KU A AL 3E 7 {5 i Bt A6 R R S ) [R] 354 PR 200K, 7R BUtAS
5 [ R BIRRITE R 1) 3 L P9 2t — PR (1) DoS SO B A [ B, 44 3et — AN D45 Sk b U0 0 88 SR A - e 4138 B A
RGP A AR M FDL BT A5 5. S8 5, RO T 2t 2 501 I A Lyapunov iR 0777, 3 H R G7EIR & B0 T 1
T AR e VA, oAb, B T R PR B AN AE 2045 H 7 ASDRYI 428 1] 25 R FDT B b WL 25 (B & e v 77 2. dJa, il 2
B FCIRAIE T T B 45 F A R
X H2IR): T-SHUM: BRI, IEA4MRSIGE: B IREIRE NSt AE Lyapunov pR3; SRR FEA S X
FES S TP273 XERFRERD: A
DOI: 10.13195/j.kzyjc.2023.0173
SIFAE: AR, MR O, BN, 55, R4 B T B AR K FDL AL TH 5 013 I B A Bt (3], #3145 PSR,
2023, 38(8): 2335-2345.

Joint design of FDI estimation and fuzzy control for DC microgrid under
hybrid attacks
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Abstract: This paper studies the cooperative estimation control framework of a DC microgrid (DC-MG) system based
on a T-S fuzzy model under the hybrid attacks of denial of service (DoS) and false data injection (FDI). The T-S model
of the DC-MG system is established considering the non-uniform time scale of parallel distributed compensation (PDC)
fuzzy control rules and the networked T-S fuzzy model. In order to relax the requirement that existing DoS attack models
usually assume that the attack frequency and duration are limited, a new DoS attack model is proposed within the known
range of the sleep and active periods of the attack signal. At the same time, a switching pulse observer is constructed
to estimate the unknown FDI attack signal generated by the external dynamic system. Then, using the time-varying
Lyapunov function method depending on the attack parameters, the exponential stability criterion of the system under
hybrid attacks is derived. In addition, a joint design method of the fuzzy controller and the FDI attack observer based
on linear matrix inequality is presented. Finally, the effectiveness of the proposed theoretical results is verified by a case
study.

Keywords: T-S fuzzy; DC microgrid; denial of service attack; false data injection attack; time-varying Lyapunov

function; linear matrix inequality
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