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Replay attack detection method based on pseudo periodic control signal

coding

ZHANG Zheng-daol’QT, WANG Yao-yaol, XIE Lin-bo'»?

(1. College of Internet of Things Engineering, Jiangnan University, Wuxi 214122, China; 2. Engineering Research

Center of Things Applied Technology, Ministry of Education, Jiangnan University, Wuxi 214122, China)

Abstract: The existing replay attack detection methods of cyber-physical system based on control signal coding mainly

realize the detection by judging whether the value of the detection function exceeds a predetermined threshold, which

results in a conflict between the detection rate and the loss of system control performance.

Therefore, this paper

proposes a detection method based on pseudo periodic control signal coding. Firstly, the pre-designed pseudo periodic

random coding signal is added to the control signal, and the corresponding pseudo periodic measurement compensation

signal is constructed. The periodicity of the compensation signal is proved when the system matrix is stable. Then, the

received measurement is compensated by different compensation signals to obtain the position of the compensation

signal corresponding to the minimum value of the detection function in the period. By comparing the position of the

compensation signal and the actual watermark signal in the time, the replay attack is detected. The simulation results

show that the proposed method only needs to compare the relative values of the detection function under different

compensation signals, so as to effectively detect the replay attack, decrease the variance of the control coding signal and

reduce the performance loss of the system control.

Keywords: cyber-physical system; replay attack; attack detection; control signal coding; pseudo periodicity
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w1 R A I 2 b, AT A SO W T R B RO
. WO 7 o i R E R T DA R R AR EL
B ¥ 2. A 5000 (R SELS, THE P R 5 R IR
25358 94.17 Y%or 90.39 Yo, 1R HE 2K 43 5 4 4.3 %o
6.59 %.

Nt — DR FT IR 7R A B TET = 10
I, X6 b6 BT 3 H 9255 STk [8] Sk [14] J7 3% (1 7K B
55T 2 R R R R M AR AR Ok 4 TR AR,
SRR NE R, fEFEAN T 28 0.435 3 R K ERME
I, BT R 5 VE 5 SCHR [14] BT 51 /62 B 1 B 45 2K A
5] HL/ZN T SCHR [8] 77 7% BRI BT $i H 7 v A8 W 2537 55
IR I ZE 43 5] 94.17 % F1190.39 %, Lt SCiik [14] 77
RO T T 10.42 % F17.89 %, ELSCHER [8] J7 40 7
P T 24.08 % F121.86 %. HIH BiAh I T A
RN A3 Y% 6.59 %, LU SCHR [8] 73 A B T 6.7 %
4.5 %, L SCHR [14] 73 A FEAR 7 2.07 % A11.92%. 4
3 b 7 I IR I R 25 0N 85 % 2 A5 I, T B R D 9 I
RET51 2 N 4.835 7, N ST [14] J79% 1K) 20.77 %, N SCHR
[81 715 116.96 Y%, 4 3 Fh 77 VA Ik 2235 9 93 % fe A
I, B4 7V I 1 BE 401 2% 11.554 5, 8 SCHR [14] 77
15 11139.65 %, 9 SCHK [8] 7712 19 6.30 %o. HUAH E LA
SEIRL T B H O A I I RE AR SR N, LR TR S
Wik [8] R SCHR [ 147 2 18 ) Wy o 22 P ksl ek 30 5 &%
G0 1E IR A I PR S5 ARG ) R 50 A 2 ) P ) K /N g
AT Buks BUAS I, 0N B4 1K B R /N T8 ORAIE 52 B fa
(ARSI R 5 AR K T 2R 40 0F R AS B 11 B KA DU e 4
B, T AR SO I LG EAN [RIAMEEAS 5T R ) ek 5 £ 1)
FEXT IR /NS I BE e ) 40 7 , A 75 A W BR BB K T &
90 15 5 PR A B () e KA W oR 5. R L, BT 3 1R 5 v
T S P42 ) PR R A R B /.

® 1 ERIEHEANR RIREME RS

KEMESHE  VEREPIR ESBEHRNE /%  ELIEHRIRE /% ABESBEHERNE /% FELEEHRIRE /%
0.4353 23.2778 94.17 43 90.39 6.59
RILTT: 0.33 11.5545 93.14 8.24 92.48 8.6
0.1 4.8357 85.52 20.31 81.01 21
2.85 183.3188 93.16 3.43 89.98 3.71
SCHR [8] 71 1.08 69.470 1 84.67 6.54 82.33 7.38
0.4353 28.002 1 70.09 11 68.53 11.09
N . 0.5450 29.1433 93.12 5.31 90.85 6.75
SCHR [14] J71E
0.4353 232778 83.75 6.37 82.5 8.51
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Dokt B TR R 725 SCHR [15] 77 ik 1t R, SR
SCHR[1S] I R AL W B R G0TE 66.1 s I % T 46
H AR 60.5 s AU, BN KN T, = Ty + X118
70.1 s HF 4f HJRCEE 60.5 s I EUHE, B KA T,

Ty + Xo; TE75.1 s THAA ETHCER 60.5 s I 4, H 8 K
NTs, =Ty + X, HRE RS IEHEIBAT, L X,
Xov X3 IRAEMEZ 2 R 40 f(X) = 0.2 02X Bl HLA=
B 0TSk [15) R 55, % B q/p = 0.5 F ¢/p =
0.8 P A 7K B N J7 =X, e B 7K B0 e 471 43 il
6, =[1110010010] 16y = [1 110111 101]. Fr¥ 77
B EKEME S KE T =10. 38 5255000 7K. SCHk
[15] J5iEAE P FRK ERYE N T 30 B PERE 4 2% 230 H
25308, 40404, H I Rl 2 53 73] 0 77.43 Y% Al
85.08 %o. BUAE AT H1& H T Vi N K BN ) T 22 K/ M 15
PR 7535 R P R A5 KA [, S BsS FFr i2 H J7 92 FRO AR 26
43598 80.3 % 1 87.85 %, 34 & T SCHR [15] $& 9 7
%

4 4 ®

BE X CPS £ Gt 8 5 Sk (Al 1) 738, AR SCH2
— Pt Dy JE K ED I ¥, BRAIE T % 7 v E R 1
ARSI . 5 B K v R AR 0 R K ) e e K
ANEEIN AN R, Bt 5 kil LA A ME (R 5
N R RS R R ARRE R N O R S IR .
I AT LR R AR A 28 il e K A 5 1 5 25 K/ N IR T4
N ORUERE I B R I 2R, (RS LE AR PR BN R G e
(IO T A B AS DN 1) B8 TR I R
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