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A serial autoencoders based method for detecting time series anomalies

XU Tian-hui*, GUO Qiang" >3, ZHANG Cai-ming?>*

(1. School of Computer Science and Technology, Shandong University of Finance and Economics, Jinan 250014, China;
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China; 3. Shandong Provincial Laboratory of Future Intelligence and Financial Engineering, Yantai 264005, China;
4. Software College, Shandong University, Jinan 250101, China)

Abstract: Aiming to detect time series anomalies, deep learning methods generally use the recurrent neural network
or long short term memory to capture temporal dependency, and adopt autoencoder to reconstruct data. Although they
work well for detecting anomalies, the network structures of these methods are complex, resulting in slow computational
efficiency. In order to improve the computational efficiency, this paper proposes a method called serial autoencoders
based anomaly detection (SAE-AD) which contains two autoencoders (AE; and AE5) with simple structure. Due to the
simplicity, there are a few training parameters and its training objectiv function is relatively simple, which speeds up the
computation. In addition, the output of AE; is fed into AE, to improve the decoding ability of the decoder of AE,.
This way of serial training makes SAE-AD achieve better detection accuracy. Experiment results show that the proposed
method has better precision, recall, F; score than several state-of-art anomaly detection methods.

Keywords: deep learning; time series; anomaly detection; autoencoder; data reconstruction; encoder; decoder
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ME 4@ Pl LA H, RE k= 121 %85 L
137 IR RS v 26 R0 4 B 26 (H 2 B i () By BN
0.736 6, Lt s A BH Y2 51 HY 2.74 %, HH LT B & R 12
I, A SO Y AR AE — 58 I IR A AR A, (H 2 LR G
Reftmn. Bk, 7€ SWaT #dl 48 b i UK FE A 12 g I
[) B 10X B B AT 43 1. e Ak, X F WADI A1 SMD %¢
AL, U0 1K K 43 i ¥ B N 10 #0155 %F T SMAP Fi
MSL ¥ 5, ¥ H B E M 12.

AT R AR B Z W4 b A R RS I P B 1) 5
Wi, K K [ € 12, IR EUAE ) R = 504 75+ 100 F1
125 3647 5255, B 4(b) 45 th T E SWaT £ s 4 F s
MLE S, ML), 2 h = 758 SAE-AD 15 A B 15 1 7
[ 25 VK 1, bE A% 1 (15 0.05 Yo, 3 156 BA A% 78 A7 7 I A
L. R an ik, SR ZAR B BT T S5 e PR 2R R
Fy A8, 53 59 b B A A = HE 0.32 % F10.08 %o, 784310 BH A
TS B, AR SO RS W S ) AE B B R 2R A 1 R A
. /£ SWaT. WADI. SMAP HI MSL %4 45 I, & 56
HUK: 3B N 75, 1T SMD $E 0 % S 50N
TRURK, K b R Dk 38 DA S I AL e ARSI 1 R 7E IR
SRS I, SAE-AD #8) fir F ) 18] 3 K/ ks B
ARt 75 WIYEFE b BEARLIE AU ZR I B epochs AT FL
HUE 1R 2 Fis.

E isi Y A Ny
= recall %2 SAE-ADREIEEHIEE FNSHIRE
—©— F,-score
1.0 0%9-59 0:979- ! 0%98 0% ! Bl k h epochs A
Z o9t :
= //j f/,’ ﬁ //;‘ SWaT 12 75 125 0.8438
= 08t WADI 10 75 125 0.8784
R 0.7361 0.7366 0.7358 0.7362 SMD 5 38 250 0.099 4
0.7F SMAP 12 75 125 0.0878
0.6} 0.5838 0.5833 0.5832 0.5832 MSL 12 75 125 0.2558
0.5 .
50 75 100 125 3.4.2 Xt
W AR B AE L F3HH T A [R5 A DA A A B SR H A 4R

(b) BaAZEYESE
B4 AESEEEFZELEROFM

SWaT A1 WADI _L [y e i 45 2R, 5 e A0 s A i HE A
Pri.

£ 3 HWMAERIZE SWaT F1 WADI HIEE FRISTIG AR

SWaT WADI
KD
P R Fy P R Fy

AE 0.2384 0.724 0.3585 0.9974 0.1497 0.2603
DAGMM 0.6797 0.6299 0.6538 0.3682 0.1221 0.1834
LSTM-VAE 0.9931 0.5899 0.7402 0.997 4 0.1497 0.2603
OmniAnomaly 09741 0.4187 0.5856 0.0946 0.966 3 0.1723
USAD 0.966 6 0.5857 0.7294 0.9961 0.1497 0.2604
SAE-AD 0.9991 0.5833 0.736 6 0.9974 0.1498 0.2604

M3 FH] LLE H, 4 SWaT HdE4E |, B4R SAE-
AD 15 (1) 74 [0] 3 A0 X 8K, (H B T & e O fE
1if % 0.999 1 A1 IR & 1) Fy 1E 0.736 6, 73 7 B¢ AE &

0.7607 F10.378 1. iX i B R A SCAR RYAF/E — e 2
FEE IR A, 18 EL o S o ARG I B S HE A, E S A R
J5 T B AL, B BT AEBAL iX 2
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IR N AR 38 F-AN il FE — > AE A4 5045, SAE-AD i i
FRAT PN AE BEADHIBE 2 0T H0A5 B, AT 4 152 Y
FR) & 4 1. % T WADI 2504 52, DAGMM #52 Y f(] % Tii
FEPR AR, X BT %A 15\ S — B, T
AL PP 7 51, S O T IE R e A .

AR SCHRERLR T B B AR T 7 A A
N, BENE E LI R OG AR IR I, A SR TR A PR R v

BN Fy B ey, SEBL TG B ke WU YR R AN ZR A 1
fie. BbAk, 18 W52 F7E 1% 204 45 - OmniAnomaly £
FR) A 1] 22 85 1 2 0.966 3, 177 HORE #E 28 201 B R AIS T oA
B, P2 AR 3 P I G 1 B BRI AE T A2 A58 2R Al e i
IS T FH R 35 UK.

AN RS AR 2R A 22 S AR 4 52 SMD . SMAP Al
MSL _E s 45 R Ak 4 .

F= 4 BNERIZE SMD. SMAP FIMSL ##EB 4 Ry sSif s

SMD SMAP MSL

o PR

P R F Fy P R Fy F; P R Fy Fr

AE 0.5906 04867 04564 05337 03896 0.6377 03649 04837 03066 0.6379 03409 0.4141
DAGMM  0.1145 04669 0.1303 0.1839 0.1249 04231 0.371 0.1928 0.1589 03315 0.1643 02148
LSTM-VAE 05956 04984 04605 0.5427 03802 0.6249 03516 04727 03165 0.6150 03342 04179
OmniAnomaly 07329 0.9429 0.7497 0.8247 0.1164 09999 0.1962 02085 0.1253 09999 0.1958 0.2227
USAD 05798 0.5228 04652 05499 03893 0.6404 03646 04843 03094 0.6388 03378 04168
SAE-AD 0.5689 0.5443 04735 05564 04056 0.6865 0.3824 0.5099 03315 06326 03570 0.4350

H 2 4 0] & H, % T SMD £ 4 4, OmniAnomaly
TR (1) 2% T 4B Fm 35 B 1, 1 1 B 12 A5 2 B FH B AL AR
FOE R BE A P PR AR 2 A AR M, A Bh TR
TEJ7 32 (R I 1 e B AR SAE-AD A5 7Y (1) K By R B
K 40.568 9, (H H AR [ X i A Bl 2 By B Fy
{H. X5 B 76 Z B4 4 b, SAE-AD BB 7 7F — 52 1)
PR s SR R i ol VIR S UN C RS =T
7 SMAP It /& MSL #4542, SAE-AD B2 K 55 Fip
ARSI R . FEA FE Y55 T DAGMM Al
OmniAnomaly 15 7, 411 7F MSL $ 4% 4£ I, SAE-AD ]
F {# t DAGMM F1 OmniAnomaly 43 71 % H 0.2202
F10.212 3. HH I AT %N, 7EIX PN B R 5 b, AR SR Y i
B ATYIZRPIA AB B 51 T Do T T8 Ha REAE 1)
T fe 71, R H By F1 Do v 5 7 5 49 03 RS IO =
KA 0 E R i 22 DR, A R R I HE A P AN 25 A
PERE 7 T H A B R DL, S Ah, 38 W 42 276X 34
Z SR E IR AL b, AR SO (1) K38 4y Fa A5 =5 T USAD
PR J5 8 B, R T UASD BB XTIl 554 AE
(1977 1, SAE-AD 15 8@ i 53 AT YIRS T B8 4 (1
T GE.

R 3 MR 4 p s e 25 v LA H: AE H
DAGMM #5284 ) A I 14 BB 4% %2, LSTM-VAE. USAD
A1 OmniAnomaly 15 7Y (1) ¥5 7 Z& F1 44 8] % L AE Al
DAGMM #5 7 45 ft $2& Ft; SAE-AD 5 B () 47 &5 14 g
A BB B (0 TH SRR, AR SO B T AN [ AR
AL [ B 1) &2 4% . B T LSTM-VAE Al OmniAnomaly
P AR 1) S B 43 ) 4K T LSTM AT 4% 416 35 5 6
(GRU), H LSTM A1 GRU I Ak 75 ¥ FE 5L o S

[B]118] LSTM-VAE 1 OmniAnomaly [ i} [8] & 7% & 4%
f51. USAD F1 SAE-AD #E BUY & AE 25 14, A b &
AT 52 24 K T LSTM-VAE £ OmniAnomaly &
Y. USAD 1 SAE-AD A (1) &5 44 X 51 /£ T USAD b
SAE-AD /b — /Mm%, KA Witk USAD B AR A
{1555 B I R AR 45 4 2k A R, G 2 i 25
1) 2 075 55 IR IX B A USAD it 75 B8 S 4
5 SAE-AD B RUAHSE, YNk - m(5/2k - m + h +
5)+2h. T USAD BRI 25 H Ax ek B BN E
%%, SAE-AD £ 8 {7 55 47 11 2k B bk o8 K5 A i 8, 31X
TE—EFRRE 4k 1 A SOE R BRI 2RI ], A6 1) T4
T AR,

g5 TR, AN a2 B SRR 4R, D 2 2 SR B
AR, A SO B A B R S, BRIE, By
BN By AL T ELASEERY (1 Y1 A )5
3.4.3 HBLOHT

IR TT AE [RHUE s AR ) 7 Rl 1 e 1 52
Wi, % L £E SWaT. WADI. SMD. SMAP 1 MSL ¥4}z
£ b IR BUA R s M52 AT 5558 ¥ 34 AE Hi AT
I ZR4H 1 SAE-AD3 B8, F44 55 1 > AE ) i 2% 5
55 34 AE HIARAD 35 1) i 1 49 43 v B2, a3 T S IR
SR LA, IS UE AR SO o R 4G o AR
) 45 19 1975 o, B SAE-AD R B b i) B, Al D,
P RF A 7 2 B8 15 49, FE0 (I W E2D2-AD A
A1) AT .

F5%H T AE(s = 1). SAE-AD(s = 2). SAE-
AD3(s = 3) H1E2D2-AD #5 B 7£ L S AR i £
s R



3514 ¥ % 5 & K %38%
=5 HBMEBIZE SWaT FIWADIHIEE FHISSIR R
_ SWaT WADI
W S A
P R Fi P R Fy

AE(s = 1) 0.2384 0.7224 0.3585 0.9974 0.1497 0.2603

SAE-AD (s = 2) 0.9991 0.5833 0.736 6 0.997 4 0.1498 0.2604

SAE-AD3 (s = 3) 0.9989 0.578 1 0.7324 0.9974 0.1497 0.2603

E2D2-AD 0.448 8 0.7074 0.5492 0.9974 0.1497 0.2603

7E SWaT #4584 b, R AR MU T K7 [l
K {H & SAE-AD A58 (1R 1 A0 Py (B B, B
HAEEAL 0.760 7 F10.378 1. 3% 15 B A= SR g 46 il
THE B 56 R0 254 1k e W 2 A T AE BB, JE 3G AIE T F
FERAT N 2R 11 75 28 R B8 e % 52 7 O v 1 ks DU
PERE. BLAL, SAE-AD A A (1) ) {H 5 E2D2-AD 52 5

H0.187 4, 78 73 A 30 HH AR SCASE RS 25 4 (1 A 2% k. S 1
WADI ##5 5, SAE-AD 43 | fi =i 1 Fy 4B 9 0.260 4,
e v T FL AR, 150 B A A EA AR AT I 45 A R
D BE.

IR 4 PR IS B A 2 SRR £ B IR R I 4
R 6 FR.

=6 #HMIERIZE SMD, SMAPFIMSL ##B4E FHYSTIG &R
SMD SMAP MSL
T
P R Fy Fy P R Fy Fy P R Py F
AE(s =1) 0.5906 0.4867 0.4564 0.5337 0.3896 0.6377 0.3649 0.4837 0.3066 0.6379 0.3409 0.4141
SAE-AD (s = 2) 0.5689 0.5443 0.4735 0.5564 0.4056 0.6865 0.3824 0.5099 0.3315 0.6326 0.3570 0.4350

SAE-AD3 (s = 3)
E2D2-AD

0.6253 0.4852
04255 0.4298

0.4090
0.2848

0.5464 0.3965 0.6799
0.4276 0.3966 0.6767

0.3741 0.5009 0.3315
0.3822 0.5001 0.3278

0.6319
0.6311

0.3567 0.4349
0.3529 0.4315

M3 6 RAEF H, % T SMD %4 4£, SAE-AD3 14
Y HLAS (RS Ve % Bt v, SR 1T SAE-AD 7Y [ 74 [m] 56
Fy A By A8 5, 20 ) e HS SAE-AD3 #2714 0.059 1+
0.064 5 F110.01. XF T SMAP ¥ 5 4, A AU HLAE T
B AR PR AR B AT A, 2% 6 R BE A TR A R A
SO MSL U 46110 7, )R SAE-AD BUFF
AN 8] R A I 1, E e 3 Py (R By i
PR K T B R B At AR AR A ) £ A 1 i
e ARYE BRI, s = 205 B AT E gm A A 0 R A
P REAR X B . LR AN, 78 ik 5 S HdE 45 F, SAE-AD
BRI By B A Py {3475 T E2D2-AD A 2. JC H 2
£ SMD ##i £ b, A SCHE AL Fy fEFA F B LG E2D2-
AD B = H1 0.188 7 F110.128 8, X /& DL IF A S 45 Y
SERIIA R,
4 4 ®

A AE Bl AE B BURFAE AN 2 A4 B0 e, SR
T — P R R ECE R R A% AL SAE-AD, H
el B AT I ZRPIAS AE (AE; M1 AE) SRR HUIE
R L B RFAE, 0 B RS B, AT
PR T AEy MRS 88 Do XF 1F B0 R 1L (1) fif 5 fE
71 fESCIERY B, I AE, FI405 28 By Al Dy X £
KO AT A, A BT 0K 7 B I A R 2 S
B 4 AR I, A SO RIS T BUs RS R 2R
FF A, R BT 16 7 A P e
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