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Based on off-policy Q-learning: Optimal tracking control for unknown
linear discrete-time systems under deception attacks

SONG Xing-xing, CHU Zhao-bi'
(College of Electrical and Automation Engineering, Hefei University of Technology, Hefei 230000, China)

Abstract: An off-policy Q-learning algorithm is proposed to solve the optimal tracking control problem for the linear
discrete-time system with unknown dynamics information under multiple deception attack. Firstly, a weight matrix is
added to establish the input model of multiple deception attacks on the controller communication channel, and an
augmented tracking system is constructed with a reference command generator. In the framework of linear quadratic
tracking, the optimal tracking control of the system is expressed as a zero-sum game problem between deception attacks
and control inputs. Then, an off-policy Q-learning algorithm based on state data is designed to learn the optimal
tracking control gain of the system, which solves the problem that the control gain is difficult to update according to the
given requirements in applications. It is proved that the solution of the algorithm has no deviation under the probe noise
satisfying the persistence of excitation condition. At the same time, considering the situation that the system state
cannot be measured, an off-policy Q-learning algorithm based on output data is designed. Finally, through the tracking
control simulation of F-16 aircraft autopilot, the effectiveness of the designed off-policy Q-learning algorithm and the
unbiasedness effect on detection noise are verified.
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M AT, X G) E[k — N, k| Bl By RS
e
q
Xk = Wuakfl,ka + Z Wf(_li_Lk_N‘F

p=1

W.r_n + Wygk—l,k—N =

[Wu,Wa,Wy,WT]Zk =W2Z,. (35)
/\q:l
i AN(M%MN)‘lM]TVV]@] |
AN (MEMG)*ME 0
Wy:|: ( NON) N:|,W7~:|:FN:|7
Ay = [B,AB,..., AN'B],
Az — [BD?, ABD", ..., AN-1BD"],
My = (CAY"Y)T (CAN2)T, ... ,CT]T ,
r0 CB CAB CAN—2B
0 0 (B CAN—3B
0 0 0 CB
0 0 0 ... 0
r0 CBD¢ CABD? CAN—2BDr
0 0 CBDr CAN—3BD»
A EE z
0 0 0 CBD?
L0 0 0 0
(36)

E B R 22 SR [10].

= (9) F1(35) T X, 5 Z, KR, 7l LIS 3]
I FH 2 G N i R 5000 e 9 3 A RAN R ESOR

J(Xy,up,al,...,a%) = X PX, = Z'PZ,, (37)

Hopp=w'PW.

& Zk = [az—1,k—N3 dZ—l,k—N7g;‘—l,k—N?T;‘—N’
ut,at", Qo = WTQUW . KR O BB (17) W 15 F
F & Gu N EdE R on 12T O s

MOQ(X ., ur, Gy,) /Oty = ORAG T A2 S Mgg

Uy = (Huw — HuaMas Haw) " [HuaHoy Hi — Hol Z,
&Z = (Haa - %&uH;J%ud)_l[H&uH;J%Z - Hl]Zk-

(40)
Hr H, = [HéﬂaHdﬁaHdgaH&r]a H, = [HuﬂvHu&7
Hu@’ HuT]
BIE 2 MIEMEH SHEERESHIX AN
R Hn H12 H13
H - H21 H22 H23 (41)
H31 H32 H33
7N EF]
Hﬂﬂ Hﬂ& Hﬂg Hﬂm
_ T _ Haa Haa ,Ha* %&ra
M= WSV =g ey, My |
H'rﬁ Hv'z’z Hmj %rr
H,, = WTSXu = [ngaHaTu,nga %Eu Ta
Hyy =W'Sxo = My Higs Hya Hral's
-H22 - Suu - Huu7 H23 - Sua - Hufzu
H33 = Saa = Haa- (42)

VELYN

it o R (17) 53K (35) Alikix g H#.
2.5 ETHHBEERIERE Q-learning HILHTH

45630 (35) 5 (30) 15 30 2 T th £l 9 FE 3R
% Bellman J5FE N

ZgQaZk + quuk - (&k)T(é ® I)dk -

ZIW'SIHW Z, — A Z) W SIHW Z,+

2ZIEWTS§(-;1UIC - 2’7ZE+1WTS§;1Ui+I+

27 WIS ay, — 2y ZF, WS Al +

w S e — (g ) S+

@252315% - 7(&i+1)TS¢Jz‘;1&i+1+

QUESiIIka - 27(u£+1)TSZ:1d£+1'

E X
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¥i = @i, @3, @5, 3, Pl PL;
@jl = le ® ZE - ’YZIEH ® Zgﬂ;
95; = 2(213 ® Uf - /YZIS+1 ® (uiH)T);
@y =2(Z, @ a4, —vZ,,, @ (al,,)");
‘!—71 = Ui ® UE - 7(u£+1)T & (ui-y-l)T;
@4 = 2(uy, ® ay —y(upy,)" @ (a]4)");
@ =, @ a, —7(a,,)" © (a]4,)"
HIH = [vec(H{\); vec(H{;); vec(H{3™);
vec(HJ,); vee(H,); vee(Hy, )]
vl = 2507, + u'Ruy, — ()" (e @ Day,.  (44)
IR EAR ALK O-learning FiAEHEHE
FALL, ARHEG [ HE 2 A1 (44) HHiE EEFE (43) i
PIHT = o], (45)
SR € RASO R FA (1)
AT TR, > Slalla + 1) MR, 72 X
W= [()", (D) (D)) T = ()T,
(OL) oy (UL )], R S/ 3 mT 45
HIH = (9T~ (@), (46)
AT ERAN N1HEBRHEM LA 5L R
gl BB v, S AN uy, al, a2, .. al B E S HUE
B H, vt J2 T ot ds R SR 2E O-learning 5
% 3.
B3 BT R R JE A 2 R SR 1 2R O-learning BVZ:.
step 1: MIAAk. TT A VRO B L0, LR WIUGTE 1 s 0, o,
az,...,ap.
step 2: SEMEITAL. XFF 5 = 0,1, ... WEREHEFEA Y, (al)?,
(@2), ..., (al)’, yi, R — SRR R 4T AT/ Ho+L
step 3: SRBE k. I 20 (41) B B o 5 Y E BRI,
step 4: FEIEIEREAE. | HI T — HI|| < (e NBEE MM IERD).

EHES5 Y5 — ocofif, FT 4 H H s i Ik 7Y
A SR W& 1 25 O-learning Hv2: 5 >) A B I 4 i) 3 25
KR L3753 S8 T 5K (14) #1142 ) 5 s
KR L, FoAr 34 GARE(15) I 1E SE R PA7AE.

HEBA R BRI R R H AR SR IS s al AR
NIEEE O BR#L Bellman J5 2 (44) 1, FR 45 A %58
REFLIG 78 A2 3 (42), 558 B 2 fROAIE B 2848, 7T 40
B 3 sk T . O
3 HREHR

TEA ESEEG R B F-16 " KHLH 3h 2 3R H1, 2
il J& 7~ 52 B 0 28 Tt i, Al FH ik T SR RPIR A8 B 1t
BV 1 AR SRS RPIRAS IO s 2 LR AR SR I (1)
R BEE 3 F RGP ER R 1 e

F-16 CHUE A BB 1547 3 MRS Nz = [, ¢,
o) . Her o I, g IR, 6, T R e
8" B R B BB AR T WLB ) A i
S [ AR 7R B T I 2% R 79 A B A7 A S O L ik )
B0, B RGN

2
Tpy1 = Az, + Buy, + Z Bppai’ Yp = Cxy. (47)

p=1
Hr
0.906488 0.0816012  —0.0005
A= (00741349  0.90121  —0.000708383| ,
0 0 0.132655
—0.00150808 0.009 518 92
B=| -00096  0.00038373],
0.867 345 0
10 00
N T R R
025 0
RERHFFQ=0.9, = [ 0 0.001}’ €=

0.83, € = 0.81, IRE&WME Nz = [10,5, 2], #r I
B~y = 0.88, ZHEPILSHAF =1,r, = 5. FIH
3 (14). (15) BT BATE 5595 21 52 1400 20t (4 3 G 1) o
e R B 1) SRS A BU I 2 L\ FEFE P4y il
K=
—0.9317 —0.9333 —0.1324 0.9420
—10.1111 —10.1741 —0.3648 11.0002]’

0.2806 0.2811 0.0399 —0.2837
0 0 0 0
£=1 0 0 0 ’

0.0125 0.0126 0.0005 -—-0.0136
P=
1.9014 1.9077

0.9361 —-1.9895

1.9077 19140 0.9362 —1.9966
09361 0.9362 0.9051 —0.9366]
—1.9895 —1.9966 —0.9366 2.0980

(49)
3.1 HE15%R
W B T R G (47) AT IR EHE Ix3h 1) To A
R SR S 1 2 O-learning 575 1 IS5 R a0l 1 ATA 2
B, AT ARIESE SRR PE %44, TEF 64 N AT
10000 & AR AN ZR I . (& 1 R 1 28 1 SR AC
Bk 8 28 £ A% F R S18 0 % ) S B s s 26 K,
LS5 MMAZHMES . B 2 B8 &5 (47)
oy 722 ST RS RS ERER B S EhadEr.



1648 #= % 5 Xk K %40%
40 40
. 30 30 F
T 20 T 20}
< g
10 o 10}
0 . 1 0 . .
0 2.5 5.0 7.5 10.0 0 2.5 5.0 7.5 10.0
number of iteration number of iteration
(@ llk—xl (@ K-kl
0.12 0.12
qQ 0.08} S 0.08
< o
— 0.04} 0.04
0 - : 0 ) )
0 25 50 7.5 100 0 25 50 75 100
. . number of iteration
number of iteration
b) || L-L"
© 1L L] ; (b) £-L7
12
= 8
—_= 8 [ “
it g
oy = 4t
= 4 L
0 I e I
0 . - . 0 2.5 5.0 7.5 10.0
0 2.5 5.0 7.5 10.0 number of iteration
number of iteration ©) |IS-S|
© 11557l B3 HITER2HK,. L. SKSEIBRREDTE
Bl PUTEZE 18K, L, S, WHBIRMETIE 15
—
s _ 10 —r
5
10 % 6 12 8
< 1/(10°k)
=
5
°s
00 6 1I2 18
\ 12 18
1/(10°k) 0%
E2 BEX 1 FIJABPRGMLEyFISEHT, 100
32 HE24HR = 50
P RO AT, R (47) B ok é PR—
HHE ok B0 ) oA Y SRR {2 O-learning B4 2 1) 1/(10°k)

iR GnTE 3 FE 4 fros. B 3 BoR 7RISR ICL B
i G 28 L %5 BE SIE P ) Ul Sk B o R 4 AR
K, L SRS it 2.t 4 fTUUE H, &
Gt (47) W y 75 5 S I PR 45 R 5 BRER E
r, R T EVE 2 AT AR R FTA N ue 1)
AL R,

E4 Bik2ZFIJEiEPRGMEy BN BEN

33 HE3IGR

MRS (A7) WEAR TR, HEN = 2[5
AT i N i L A B S ) T A Y R SR g 2R O-
learning 575 3, 45 & 5 1 6 Fior. N T ARIES
1 AR 1 PE 254, R34 AT 28000 25 H I AR
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Mg F . B 5 SR TP SRS IC, Bl o £ R
B T 5 2 ST U SJOB0 m O0 48 2 A £ A5 0
He LR B 6 Al LA, Ry e )
PRGSO 5 IR R BTN, FFas 1 50 3 ST
e RGP A A ue MR RL A,

30 f
w20}
‘~.
2
o 10}
0 L L "
0 2.5 5.0 7.5 10.0
number of iteration
(@) [kl
03¢
Q0 02t
|
=l
0.1¢
0 I L "
0 2.5 5.0 7.5 10.0
number of iteration
() [|£-L7l
15+
; 10}
:;;r
prnd 5 I
0 1 1 "
0 2.5 5.0 7.5 10.0
number of iteration
(o) [|H-H"Il

ES HUTEZEIRK,. L, H WSS SR ERITE

20

1/(10'%)
150
100f
-
50
% 1 2 3
1/(10'%k)

Ele Fix3FIFBEHARGHMLySEAu TR

3.4 ARIFERMGEREE 1| LB 2 KRN L

FEMFE IS T 13 R S8 (48) A A A
PRI P WLSERT JH T- SR (R B0k 1 A Semg Bk 2
HISEIR . & SR R N w(a, b, d, ) = asin(bk)
+sin(dk)cos(ek), IMNFIARMEEE An, = [wy; w,],
Forbr 4 FhAS A QPRI e 7 S H 38 1 45 L (E 4 A
AN [ B AR DU e 7 T 2 ST AR [R] B 8, AT BV
1 ANEEEE 2 5 19 30 ) 2 1) SR L O 1 o 5 B p 4
il 38 7 2 1) % 22 VE | |IC, — KC*| |~ || £, — L[5
BHIE 2 I3 3 g . W RLF H, 7E AN [RIHR W e 75 2%
78, SIS S 1AL, RN 5% 2 BT oW it
FIDE s, X MEGAIE 1 BE 3 FR e .

xR

o Parameters
Situations
w, Wo
case 1 w(1,0.4,0.3,1.5) w(1,0.6,0.3,1.5)
case 2 w(10,0.4,0.3,1.5) w(10,0.6,0.3,1.5)
case 3 w(1,10.4,10.3,14.5) w(1,10.6,10.3,14.5)
case 4 w(10,10.4,10.3,14.5) w(10,10.6,10.3,14.5)
2 EE1HPITER
Norm
Situations
(1K — K| l1£; — L]
case 1 2.564¢-05 1.917¢-07
case 2 6.643e-06 9.876e-08
case 3 2.032¢-04 7.734e-07
case 4 9.135e-04 1.038e-05
=3 EHE2HPITER
Norm
Situations N N
[1C; — K| [1£; = L]
case 1 4.704¢-05 3.934e-07
case 2 1.22e-06 3.662¢-06
case 3 7.596e-06 2.527e-06
case 4 3.634¢-06 3.923e-06
N
4 & ®

ARICHEH T — MRS BE O-learning FVA i PR
B MU iti T B 77 2R F P B E R G2 OTC ) .
G, 8 7R B N HR IO — AR R R
il %% 18 15 {5 18 52 2 2 =31 K00 Bk 1% O, IR
LQT HEZE N 3 | ERER RGALAL. HIK, ¥ OTC #
A RGER IS R IRBGE RN 25 KRG 817 ME
A R ) L W h R TR S BOEE 00 R SR g O-
learning HiE%2 21 RGN OTC 5, ik T R24:8)
FIE AN UL S G ke M DA% R 25 5 2 5K B2 3 1Y) i)
G, HUER TR 2 PE 254 PRI 75 Rz A )
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