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Stabilization of Boolean control networks under aperiodic DoS attacks

BAI Bo-wen, WANG Jin-huan'

(School of Science, Hebei University of Technology, Tianjin 300401, China)

Abstract: This paper studies the stabilization of Boolean control networks (BCNs) under aperiodic DoS attacks. DoS

attacks are a common and destructive network attack that weaken the performance of a system by blocking the

transmission of information between network nodes. We focus on analyzing aperiodic DoS attacks that obey an

independent and identically distributed process. First, for aperiodic DoS attacks following an independent and

identically distributed process, we obtain a necessary and sufficient condition for the system stabilization by

transforming the attacked BCN into a probabilistic Boolean network. Then, the state feedback control is designed using

the reachable set method to ensure the system stabilization. Finally, the effectiveness of the proposed theory and control

method is illustrated by a simulation example.
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