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A security decision-making approach for field layer of cloud-integrated
industrial cyber-physical systems
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(1. School of Artificial Intelligence and Automation, Huazhong University of Sicience and Technology, Wuhan 430070,
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Abstract: The transformation of the cloud-integrated industrial cyber-physical systems’ architecture makes industrial
field equipment more exposed to the cyber-attacks, which puts forward higher security requirements for the industrial field
layer. As the structure becomes more complex and cyber-attacks become more intelligent, it is difficult to accurately obtain
the security state, and the traditional state-based security decision-making method will not achieve effective protection.
This paper proposes a security decision-making approach for the field layer of industrial cyber-physical systems. First, the
field area is divided according to the functional structure, and then the attack defense tree is constructed by analyzing the
potential correlation between attack goals, attack events and defense strategies. Then, from the perspective of attack and
defense attributes, the fuzzy analytic hierarchy process is used to quantify the payoff of the defense strategy. Combined
with part of the attack state to construct the partially observable Markov decision process model, and the optimal security
strategy is obtained by solving the model. Finally, a simplified Tennessee-Eastman process control system is used to
verify that the proposed method can effectively decide the optimal security stategy.

Keywords: industrial cyber-physical systems; field layer; security decision-making; partially observable Markov decision

process
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Spr1, I N e, MRS ME T (54, a, s141)
W s

T =

(1 —e(a)) x p(vij), sev1(es) =1,s011(e5) =1
e(a), si(e;) =1,s:41(e;) = 0;
0, otherwise.
(12)
Horbe(a) FBI 1 SR B R 26, FABAE [0, 1] X TH]. 24
75 70 S s AN B 77 A 49 T 1) B 4% e ISP IR FE RS A
BN B i B W4 e IR TR 28 p(v;; ) T LB 481
ST P RE 28 2 [ 4 SR A 1 T BT R B 1 1 ey
I, AR F e B2 BT A B D 2R £ (a).
5) O W INAE 2 o 5, WL 5 PR 85 1) 1 5% SR i
LI e A4, B
O(s',a,2) = P(z | a,s'), (13)

o Agent KIUAT 3N o J5 BIIRIRES o/ WL 2] 2 FIREZE,
ALIE I A R G g s as AT B R A ).

6) R AN HIE R 5, R(s, a) MR AT s I, Agent
KEAT BN a J5 A3 0 RIS . AR SCH RIS W 28 A B
A SR LS5 A0 S S 5 IR A5 UL A, ad B SO A
W o Bk D IRAS 3.

)y NITHIE T, 0 < v < 1, F R b A Rl 2 x4t
SRR () 5, R S A LI BRI AT
222 RAERMEPRIE

LA SRR PR AE M 2 1 POMDP B8 f5, i F
S LI B B I J2 e A BT AR Y 34T SR A5 3
S e 877 1080 SR 1 I A

POMDP 5 4 & I /R 0] 5% # 5 (Markov decision
processes, MDP) B 8 ({4 2. MDP #5214 J2& 7£ %) & 4t
R T4 TR DL T A5, SR i g F2 IR A )
) A 1) B ST TR POMDP A58 7Y 2 78 4 3 40K 74 AN
JE B OL T 2455, Agent R 8 PR 58 HH 3RAG WIS B

ATENERI T 2P B (a0, 21, - -« a1, 2¢) RE T —
ANENAE . B I TR B HERS, IR I 52 PP 91 2 AR A3 AR
K, Astrom!? i 4 3 A5 & o AT EAT B4, b —
MR BRI 1 1 &, 2 R s

bt(S) = P(St = S|Zt7at7172t717 .-

.,ap), (14)
e ¢ B 2 B 45 2 0 by AT AR DU S0 0 B, b
Fe b= RIRZS by« RN ;- A1 2
FIREI 2, 0T 307
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be(s") = (b1, ar-1, 2) =
O(Slvat—lu Zt) ZT(Saat—lvsl)bt—l(s)

P(Zt|bt717at71) ’
(15)

P(Zt|bt—laat—1) =
ZO(S’,at_l,zt) X ZT(s,at_l,s’)bt_l(s). (16)
[l t, POMDP #5 2 [1) 3K fife ik #2 v B AR (5 SRS 2B
YERIBLST: 7(b) — a, b G &340, a RIS w kM
FIE. B REE ] i DUR 2 07 FEk AR, Bl
Qt+1(bva) =
D b(s)R(s,a) +7 ) P([b,a)V; (7(b,a,2)),

(17)
Vi (b) = max Qi41(b,a), (18)
T4 (b) = argmaxQe41 (b, a). (19)

Horb: QERE Q11 (b, @) N ALET FTE ARG & A
bHAT a ICERAE, Vi (0) N Qrsn (b, @) EREBIVEHULS
() B RIS AR, 774 (b) 9B RS 2 (BT £ B 0 SR s
BT (5 & 25 (A 2 & 2211, POMDP B 8 SRl AN g
& MDP —# B EEACHE h, O 1 5K fi# POMDP £ Y,
Smallwood %1231 32 W AF A 4 B AR BF ¢ b () {8 ek H )
ATH— 1A ERR: T = (ag, a1, - -, Q), B 7]
BA—A|S| 4E-E T, IF € S &R S X EE
Vi(b) = max 3 a(s)b(s). (20)

VF 22 3 {EL POMDRP fi# £k 5 5 01 F 45 52 B2 $ i)
15 & fUSE BT 2t 8, 0 2o s AR B R UE SRR AR
KIAF I FLA . A ORI T AR AR 5
123K i POMDP B2 S ERANTT .

step1: o = argmaxz R(s)b(s), b e B;

step2: [y = U o // IHEAIEG IR & T

beB

step 3: policy = I'§ — a // [MJEXF B BN1E a;

step4:t = 0;

step 5: while ¢ < itermax;

step 6: a®*(s) =~y Z T(s,a,s)0(s,a,z)a(s'),
Ha(s") € It_q;

step 7: cyy =arg max [ Z R(s,a)b(s) + z max X

[}:amq;mgﬂ,beB;

step8: [} = U oy 1/ BT RE T
bEB

step9:t =t +1;
step 10: end;
step 11: V max = max Z a(s)b(s) /| BRI B

acly

step 12: policy,. = V max — policy // fALEHE.

3 SERIOUEASE R

AT DL A A 59 B gl PE-HF B 2 (Tennessee
Eastman, TE) 1T F2 % il 2 4510 Jy st 5K ) 3 A4
J5 AT I L, FF 8 L 5 MDP R R L6 I BT 4R
ORI . W S FR, 1Z RS R B R IR E
AW 2 Blg i RE MDA AR o s
2 A4 TR IM¥S ES A AL ST HMI, £ 57 W5 45 3
W R G AP s AT R A R U RS B B
Pl RGUHEAT C B 10 7T RUHR 2 A SRS L SR AR
B Bl ¥ ) & 0 B 12 ) 98 (B 2 95 CCL &
PEHI 2 FC, JE J #5148 PC) M TEWFE & %, TE )31
RGALNE ROV AL A (L AR IR AR IS i & A K
A FS. KB KZE PS) $ATHE (W TT Vi Vas V3) LA
GBS, (AL TE R FE 32 AL SN 28 (1 2
5 R AL S AR CAE B BIAE T B B A B
D. iz B2 0 # ) H bR e i AR PR R 4 R TR
100 kmol /h, [ .38 & /7 48 #¢ 7E 2 700 kPa, kL A 3k
JE 4 F57E 47 mol %, FL i 15 3 A% 1] R, 20 il 2 1) 48
PR S P I R s A, e iR ) 2 A
{843 000 kPal24!.

PN
y v, ¥ p
N2 - -
J S~ pmzEs

5 A TEIIREH RS

WIEE S Frow, A0 I 2 B £33 2 TE 9L
WP RGN, MR IR NS T AT R, Bk
S ) FE U I o 42 1) 4 B SRR AT 4 446 iR 55 B
(DOS Hit7) Fl 56 B o W i, DOS M i 2 5 Bk s 4%
B T, X P VO T A U FH A — B U R R A
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35 B R, Bty R H fe K e /IME BUis, 1 Bk T
RE2 18 IR N 58 1R 1 RO AR K, 6 R 48 () S 3L
K. U B4 T 32 BRI, TR T R A e 2
FEEAIBAT R KA e H AR AR W g Bt 1
WA AH I W £ 18] 1) B A 52 W 7 AF — 58 I3 S 14 A0
3 Bl 1, A Sz it ) 8 POMDP 81 F i B 77 A= ()
S B T SRR I A A A N, PR AR (S
BRI 22 A TR, ELAAR () 2 4 S R SR R
J& SRR
3.1 X TEIIZEHI R G E B EH

T S0 TE i 2 4% i) 22 G040 8 250k [ A A, AR 4
ESTH A B AR R N REIR [ B3 v R = ik B H
b J2 ) B 2%, 8 I B 428 o) (] % 14 % (428 o) 2% A A% S
#) B8 AT I R AE 7 EHE e AT AR IR O S T 2
N A, X 4 ) [R]85 1 4 1 2 L 45 DOS X
R 58 B Ik B A 2 R S s A R SR T
A SR g ) 2 1) U B AR R T P 6 T, &1 RS X
W 5 Fi.

(6)

G @ @ ® @ O

GO ®
OO ®
GO ®
OO ®
OO ®
OO ®
OO ®
DG ®
QO ®
SIS6IS
QOGS
SIGISCIS

El6 LEHBIEIMN
*®5 WEHERTREX

FRiR £ FRIR &L

G 22 NSV Ay %I PS e DOS Mk
M, Bt cc Ao KPS R ERMERE
Mo LGN D, KM CCHIGW il
M3 Kt FC D, CC #EHIHR SR
M, B FS Ds CC I GW {5
Ms Y PC Dy FJHCC

Mg ik PS Dy Jia FI 1S &t A ik
Ay X CC ki DOS il D¢ KM FCHIGW [l {5
Ao X CCREETE#MLGH: Dy FC 18415
As XoF 1S R e o ek e s Ds FC I GW @15 %
Ay X IS Kt se I Dy #HJHFC

As X} FC it DOS Bty Do 5 FH FS £ AL ke
Ag MWFCRETEEIELE Dy KMPCHIGW I@EfE
Aq X} FS K2 DOS Wit Dis PC #8415
Asg W FS KRB d:  Das PC Il GW @15 %
Ay %I PC K2 DOS Bk Dy HJEPC
Ao Xt PC e se B ity D5 Jii FH PS £ FAL I 8%

R 2.1 W D B S B A e B E
FE X J2 A F FAHP v S0 47 md KU AR, MR 48 3% 3
Wl Ja S5 4 PF o0 b X el I 4T oy, R I 5
(7) VA5 BB i XU AR, 45 R 4 7 .
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1.250 1.407
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