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Network security situation grade assessment multi-dimensional rating
method considering group trust

YU Gao-feng', LI Deng-feng?'

(1. School of Economics and Management, Sanming University, Sanming 365004, China; 2. School of Management

and Economics, University of Electronic Science and Technology of China, Chengdu 611731, China)

Abstract: The network security situation grade assessment (NSGA) pays little attention to experts’ trust information,
preference information and objective information such as multiple information, thus, the NSGA multi-dimensional
method based on the group consensus is established. In the sparse network security situation social network generation
problem, the uncertainty degree of trust information is defined, further an imperfect trust network construction model
considering the trust information uncertainty degrees and internal differences of single path trust, and the
non-compensation trust information of multi-path trusts is proposed, and the weight of experts are computed. The
objective ranking based on grade eigenvalue is defined, the degrees of group consistency and group inconsistency of
experts’ preferences are defined, and NSGA multi-dimensional preference piecewise variable synthesis optimization
models including expert trust information, preference information and actual information are further established. This
method provides a theoretical basis for the construction and test of NSGA, helping to develop advanced NSGA systems
and improving the ability of network security protection.

Keywords: grade assessment; social network; multidimensional analysis of preference; network security
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PEREEEIC A (v), — vy,) BRI, —FOMERRE E SON

—up)i (14

(max{0, (vj,

(U'l _U'z)a Ujy > Vjas
(Ujl - Uj2)+ = ’ ’ ’ ’ (15)
0, vj, <wj,.
AR, R (15) TR (v, — 03,)"
vj,) b BRI, S — R

G=> o > (v,—v,)" =

=1 (j1.d2)€

b
DS
=1 (j1.j2)€2

FF UL B M argn, s — BOME R B GO T

AN — VAR FE B /N R L. ) 2 MR T v gt ST

AR A

= max{0, (vj, —

— )} (16)

(max{0, (v;,

max{G}.
G — B> h;

s.t. m (17)
Zwi = ]., w, 2 0.05.
i=1

HRAH R AN 1T), A

b
G-B=Y o > (v,-vy)" -

=1 (J1,42)€2

Z 01 Z (Ujl o sz)i

=1 (j1.52)€52

Z 01 Z max{O, (U.jl - sz)}]i
(J1,52) €2
Z o; Z [max{07 (Uj2 - Uj1)}] =

=1 (j1,j2)€52

b
Yoo > |
=1 (j1,52)€52

— i)} =
z 01 Z (Ujl - sz)' (18)

=1 (j1,42)€2

R, B2 A8 RN (17),

max { zb: ol Z [max{0, (vj, — UjQ)}]}.

=1 (J1,42)€2

b
Do

max{O Vs — sz)}_

max{0, (vj,

Z (Uj1 - sz) 2 h;
s.t. lzl (J1,92) €82 (19)
> wi=1, w; >005,i=1,2,...,9.
=1

— 03, 1, IR TAEE (i, 4a) € 20,
vy, T, B (19) AT H640 N

max { Zol Z Ayuz}

(J1,J2)€ES2

Z > (v

I=1 (j1,52)€
S.t. Ah]z >Uj1 = Vjs, (j17j2) EQlal:172a~~~,b§

Nija 20, (J1,72) € 2,,1=1,2,....,b;

/Q"\/\h]z :l’l’laX{O U]l
/\th 20*” )‘11]2 /Ujl

_sz) = h;

9
> wi=1,w; >005,i=12,...,9.
=1

(20)

A, AT (20) 22 e T F1 AR AR

b
max{Zol Z )‘j1j2}'

=1 (j1,42)€
b 5
Z o0 Z ( w; Z kﬂjﬂk

1

sz Zkﬂmk> > h,

(Jl J2)€8 1=
St =1

A]l]Z 2 Uﬂl U]27 (jlv]Q) € Ql,l = 172a" . 7b7

N 20, (J1,72) € 21,1 =1,2,...,b;
9

9

> wi=1, w; >0.05,i=1,2,...,9.
=1
@21
FIH lingo 9.0 % 3 (21) KB w* = (wi, w3, . .., wg), 4
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W a; OGRS

9 9 5
vj = E WV = E w; E ki, -
i=1 k=1

=1

MR = Je1E TRV E b a; B 2, —
TOVE SUITVEAMX AT LUR 5E A M F & VP 25 4, 3 v g
— X FEARNIN 2 F R, X TR €[1,5, 0

7(v;) = (e, A;) € V x [-0.5,0.5).  (22)
KoV = {er,eq,...,e5} NGB ELLE K =
Round(v;) A; = v; — k;j NEEERAFHE A v; 5 k;
w2 E. T, ek (22) B AT 5E Al a (1144 ¢
A AR AT R A FR R 285 2 A S A B RFAE
HRN, g HAR .

Q1) M (22) [N 25 & & K AMEARAE B 5
SR A5 B4 2 EAE B, R R as A BENS
A B T AL 45 22 A A A AR, T HL AR B8 1 E Al
W 26 22 A A A TR BT . SR 1T, Wan 25121221 () )5 1%
IG5 T AR KT, B Wan 55121221 (¥ 77 7 & AL
RS T, TR, BT de th o vEdt— P e J R e T
2 A I SR T2
3 FREASSEMNEZESHWIEM

ST

W EEAEBANR T B 2 Tk, T3 45 I3
W6 A0 S B A el , AAJREA 55 3 7 0 2% 22 A VAN IR 55
A FEAT AR, 3% 5 5K E U B S AT
T, ARWIHE A {ay, ag, . . ., a5}, RAEHR IR 2 fiTs.

*R2 MEEETNEREEMUITHE

AN E
fabr

ay as as agq as
1 97 23 38 19 50
co 28 68 8 17 16
cs 0 2 1 4 0
ca 0 2 2 14 0
cs 0 33 8 48 16
cs 7 4 1 0 8
cr 4 1 1 0 7
cs 0 0 0 1 2
co T il i — i P

PG 460 T XA S KA AT IS H 5, il N
G ={91,92, g3, 9a }, Fe L FKIAELE RS AR R W1 K]
1 AR, HABAE R RAEFE N
(1,0)  (0.55,0.5)
(1,0)  (0.52,0.51)
(1.0,0.2) (1,0)
(0.9,04)  (1,0)
(23)

(0.9,0.3)

S =

W
3 %

E1 EREAKEEMLE

IR AT F N S H AT IS L, 4B 4
6 0 W, 73 0l 4t 8 2 B4 8 A o T P ) 9% 22 4
BB BRI X RES N = {(1,4),(3,5)},
2,={(1,4),(2,5)}, 25={(2,5), (3,4) }, 24 ={(3,4),
(3,5)}.

1 & 1 TR 1 & SR B AR 50 &R, IR AR A 1 45
RO TR ¥ BB B AR AT IR, 0 gy B g3 [0 PR A 1%
B[k g1 — g2 — g3flgr — ga — g3, ENTHIEEK
FEAr AN Prs = (2,2). HI(2) 13 FIX P 44 B 2 A%
1 AR B K E RS N

Py23((0.55,0.5), (0.52,0.51)) = (0.57,0.56),

Py143((0.9,0.3),(0.9,0.4)) = (0.98,0.85).

H1 3K (3), $/8 H 2 T 4% 117 Y AR A ek B 1) K R
E‘Jﬂi@liﬁﬁﬁﬁﬁﬁ?,wmg = (wplgl,wplgz)Ty‘j%
KRR E KB, AT w(z) = 1/, W wps(prs) =

2

(1/19135)/2(1/10135),Epwp13(P13):(0.5,0.5)T.

G, 5 gy BB K gy A A £ 185 0
Az = (0.5,0.6), ;N T ARIUAS A BE (45 AT 15 0 18 22
2 S B, B0 9 B A 4 B AR,
Bt i) 9 ANFE X 1 [0, 1] 45 11 4 B 86 8,
TR

(1,0)  (0.55,0.5)
(0.8,0.73)  (1,0)
(0.8,0.2) (0.83,0.8)
(0.96,0.94) (0.87,0.79)

(0.8,0.72)  (0.9,0.3)
(0.52,0.51) (0.87,0.62)
(1,0)  (0.93,0.9)
(0.9,0.4) (1,0
BRI, AT 20 SR TRl B AR AR50 R P
1 0525 054 0.8
0535 1 0.505 0.625
08 0515 1 0515
0.51 054 0.75 1

H = (9), TR T O ERRR N
C(g1) = 0.95, C(go) = 0.86,
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C(g3) = 0.93, C(g4) = 0.98.
H20(10), T XK ER R RN
01 =0.25, 05 = 0.235, 03 = 0.25, 04 = 0.265.

AR 2, ITHE AN 0 KT IEFREC IR E
B, R P 20T BOW R 7R A
(0067 1 060 0.38
1.0.28 0.19 0.14 0.11
1 0.02 0.01 0.01 0.01
1 0.10 0.05 0.02 0.01
1 0.20 0.01 0.05 0.01
1 0.70 0.35 0.14 0.09
1
1
1

=
I

0.04 0.03 0.02 0.02
0 0 0 0
0 0 0 0
Feflith, tH R A a; (5 =2,3,4,5) K THRIFECH)
THFEE. TRXAMNE = (0.25,0.235,0.25,
0.265), K& R E RN a;(j = 1,2,...,5) KT
FRPREE C BIRTEAL ) 58 & FEARA S (21), F H lingo
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(4.15,4.82,4.24, 3.48,4.24).

R il WNETFE I EFE LS A, (j =
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PN 28 22 A= A5 4 B 0T
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FREZEER, NZERTUEE N M L2 21Tk
[ R AL T g BT B AT
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3)E X T ETHARIEEMSHENSF 5%
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