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Vulnerability assessment of active phased array radar transceiver based
on game combination weighting
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2. School of Electrical and Control Engineering, North China University of Technology, Beijing 100043, China;
3. The Eighth Research Institute of China Shipbuilding Corporation, Nanjing 211153, China)

Abstract: For T/R (transmit/receive) module, the core component of active phased array radar, the concept of
comprehensive vulnerability assessment and its mathematical model expression are proposed, and a quantitative
evaluation method of game combination weighting-good and bad distance solution is presented. Firstly, the
vulnerability assessment criteria are constructed respectively from two levels of components and systems. The fault tree
is established by using the physical characteristics of components, and the physical vulnerability index (i.e., reliability
index) of operating state is obtained based on Monte Carlo simulation calculation. According to the circuit structure of
the system, the topological network is established and the structural vulnerability index is calculated. Then, a
mathematical model of comprehensive vulnerability assessment integrating physics and structure is proposed, and the
game combination weighting problem is established to optimize the combination weight. The quantitative assessment of
comprehensive vulnerability of T/R components is realized by combining the superior and inferior solution distance
method. The experimental results show that the comprehensive vulnerability of T/R components is not only related to
the inherent reliability level of each component, but also closely related to the circuit network topology of the system.
The established comprehensive vulnerability assessment model can identify the weak links effectively and reasonably.
Keywords: transmit/receive module; fault tree analysis; complex network theory; vulnerability assessment; game
theory; TOPSIS
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preference by similarity to ideal solution, TOPSIS) R
P b VP R 5 FAR H bR BB AR 1 i AL 50, 5
PR GER B a9 PRVl TR a0 & 6 P s
IRIEARAEAL R IRIEFE R = (7)) pcq MALEIRAL
JTiER R A A PR S N wh, RGNS #E P 5
K 7, )

Z = (2ij)pxq = (W;

Hei=1,2,...
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LAV B NE 55 7 Sy« SR IE 59 1k So AF 9 — R br
FHSF AR L (1= 1,2,...,q) 1EN G A8 br i
HET/R A 255 Me 55 TR R R O. W 31 95 V48 b
I (i=1,2,3) BB 07 1A 52, iR U TR A
HBLE | 1Sy A RE N E] (MITBF) T SEJEE . AR SO,
T T/RANF I 25 A Tef o i i 0 2% #4115 e AR [A]
(T 22 0 R S, M) S TY/R ZEL A F B P AN 2R, 4 1 4
JIT 7 K EEL B A A1 R 8 TR P 8 R D 5 R iR 95 1P R
PRI (j=4,5,6), I EEHOAE A Herh ot 25

3.2 HERAE

A2 PR 5 T/R 4114 MU FPGA J6 1 X, 25
25 A S 1 I 26 DL R B 43 A 2R 8L il 5K (3)
TH 15 3 8 7 5 75 iy MTBF 4 62 527 h. ¥E )

ZH T = 500000h, M = 1000h. 24 NS & E N
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PRI IR 3G 0, R 48 nT 58 5 RO B R PR a3, A T ¢
FE R 2, 55 BR S DUAR AT, #h 2R St T T/R 444 2 3%
I s 1) 735 A P 20 25 TR R G 2R, 7 Fi 3 5 e ] 0 L
R ) E BF EE R EME R, K241 75
AR FRAE () BT B R w (X)) B B wn (X))
MTBF AT SE . Horbw(X;) B8 1, R R G0 R
SRR F A X, MU R A . 1% 45 R A 4y

B i e N BB TH B 45 AR HF — 3 5 wn (X)) B8R,
DA A X SRR RS aFE K, X, N R4
1) P55 2R .

3.3 EHRE S MEFNHIIR AR S5 M RN

1) [ SV 2 2 A .

3 Tl f B TR AL 7 92 3K 2 A W 553 1 1 5 00 9 o
BUCE G B 8 Bz, B B 8 AT UL, A [ AL 77 45 21 (1)
BUE AR 34 L — B (H R U B KNSR AT
AL, SR ONS F8 s 11 B0 B2 B8 /)N, G T 4R AR AL
kN () B i 17 o AR BT ROB R 1, S AL 2 815
D HUFR FR AU B, 2 B R AR B AR R S 1R
RGP B A BB 2. TR, A SCR SRR 2
SEFRRR B WAL E N w, = (0.1620,0.1690,0.162 3,
0.1694,0.1678,0.1692).
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2002 = % 5 *x K #539%
F2 T/REAHERTHARMEHERRUARIAINITFIE
A AT S O B4 AN
AT
POLEER  BGREER MTBF/(107h) SRR e AN RERM

X1 1 0.00168 3.3333 0.9992 0.2500 43.000 0.2100
Xo 1 0.00152 3.3333 0.9992 0.1250 26.500 0.2011
X3 1 0.001 84 3.3333 0.9992 0.1666 36.500 0.2307
X4 1 0.001 60 3.3333 0.9992 0.0833 0.666 6 0.0555
X5 1 0.00196 3.3333 0.9992 0.0833 0.666 6 0.0555
Xe 1 0.00192 3.3333 0.9992 0.1250 10.000 0.0555
X7 1 0.00224 3.3333 0.9992 0.1250 60.000 0.2232
Xg 1 0.00228 3.3333 0.9992 0.0833 0.666 6 0.0555
X9 1 0.001 68 3.3333 0.9992 0.1250 10.000 0.0555
X0 1 0.002 00 3.3333 0.9992 0.0833 6.0000 0.0555
X11 1 0.08348 0.0757 0.9675 0.0833 2.5000 0.0416
X112 1 0.084 52 0.0757 0.9675 0.0833 2.5000 0.0416
X3 1 0.009 12 0.6578 0.9962 0.0833 0 0

X114 1 0.077 08 0.0794 0.9690 0.0416 0 0

X115 1 0.078 36 0.0794 0.9690 0.2916 20.000 0.0416
X6 1 0.07728 0.0794 0.9690 0.166 6 20.000 0.0952
X117 1 0.266 44 0.0238 0.9003 0.1250 11.500 0.086 8
X8 1 0.26040 0.0238 0.9003 0.1250 11.500 0.086 8
X119 1 0.004 48 1.4925 0.998 3 0.1250 16.000 0.1074
X220 1 0.03648 0.1666 0.9851 0.1250 15.000 0.1074
X1 1 0.000 52 8.3333 0.9997 0.0833 26.000 0.1935
Xao 1 0.000 80 8.3333 0.9997 0.0833 6.0000 0.166 6
Xa3 1 0.00076 8.3333 0.9997 0.0833 46.000 0.2307
Xa4 1 0.000 60 8.3333 0.9997 0.0833 66.000 0.2857
Xos 1 0.00096 8.3333 0.9997 0.2500 86.000 0.3750

S5 PEI AN e AR R R G0 A 1 a5 1, Rk, R A
TR DU [ B 22 FE S5 A MG S5 1 b, 1 B o PR AT 4R
R RBER IR FRAE, A Brb O AR I 4 R RRAE, R
1, A Brb O P LR PR B L AR A R 5 P,
A A A X E R R AE R G I 7 55 AT, ALk, b
by B A 6 A B B L AR PP A A R A [ 5 M 1
AN TF) 4B b 2H G 1R DT R, )3 ) T R R, I AT —
M 58, B € E AL E Hws, = (0.2500,0.1250,
0.1250,0.0845,0.2217,0.193 6).
34 ZEIRSEMT GRS

HR A SR A R e 59 ME R br 1) 3 L B, 3 T 18
ZR 20 A TR S 25 6 W 55 VR F8 A5 1 5 41 & B
HEHLE W i R AN 0.4 0.5 0.6 (RN A IR AL
SRAFEEARUE, B PR 7 VEREAT 6 L, Wk 3 R, ¥
TR H A 254 i 55 1 VPl 7 2 00 25 48 b5 2008 1432 1)

OB HEAL PEAN HE BEAR N 20 (28) ~ (31), 15 2 T/R 4
PESAT MR A TS KT, 25 R an R 4 FE 9 Fow.

FH 2 3 1] AL, 36 BOCAS [A) ) 32 WA 4 Z 000) St e
s PRI 32 AR R R e, ISR 7 325 DAL 5 22 498
Guth TR AR EE LR, N HIHI S5 T S LR AR AL
X R G045 M 55 PR 0 DTRR R B, 1% 7 1A AR E MR A
. AHP 7] R i b S e 32 003 i IR, (A v 5 8
HHE 10 P SRR S5 g 2 T s H PN LR A A
(45 2, E 2 208 T SEPRiB . 45 3R 0, 2R &AL
5 AHP 25 B3R5 AL, U T8 B g8 41 24467 iR AL
H AR E T AHP 5 SO R H ). 18 2R AL 8
T B AR AHP Hp OB X E R I LA, 32 v SOV R
Hrp O 1 A, A A — e SR (A, R T
B — BRI R TH P e R, DR, % BE N B A
iff 7 A [R) B 55 P4 H A 1) AR

*3 TRMBUEHEIRNE

A T A AL
Eiztan TR A AR
JERG AT BRI 0.5 0.6
[CE )] 0.2500 0.1620 0.1972 0.2060 02148 0.2479
MTBF 0.1250 0.1690 0.1514 0.1470 0.1426 0.1260
CIE31 0.1250 0.1623 0.1473 0.1436 0.1399 0.1258
B 0.084 5 0.1694 0.1354 0.1269 0.1184 0.0864
A0 0.2217 0.1678 0.1893 0.1947 0.200 1 0.2204
SRR 0.1936 0.1692 0.1789 0.1814 0.1838 0.1930
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X 6 5 4
X 9 7 9
X5 7 6 5

X4 12 21 2
X5 1 20 19
X6 4 17 12
X7 8 3 2
X 10 19 18
Xo 5 16 13
X10 3 18 17
X11 25 23 23
X1o 17 22 22
X13 20 24 24
X14 21 25 25
X15 24 9 11
X16 22 10 14
X17 1 15 17
X1s 2 14 8
X1o 13 13 15
X0 23 12 21
Xo1 15 8 10
Xoo 19 11 16
Xo3 14 4 6
Xou 18 2 3

Xog 16 1 1

Jife 55 1 7K A
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