CL PRI ST AR A SRR

EHERE

C ONTROL

DECTISTION

ET % BIRHT NE T DAV ] R Gt 22 4 SRS R HR 3R
FRARAS, XUBE, AL, A

FIHASLC:

SRS X AL 2 R 27 3T 2 H AR A E Y Tl i RG24 A SR Mg W R RS0, #2253, 2024, 39(11): 3617
3627.

TEZR L View online: https://doi.org/10.13195/j kzyjc.2023.1053

TRAT RE RSB A HAN SCEE

Articles you may be interested in

TP A5 BB R G A KR Bl AR B B B AT A 1R
Quantitative evaluation model for dynamic performance analysis of security risk in industrial cyber physics systems

PR 5 U5 2021, 36(8): 1939-1946  hitps://doi.org/10.13195/j.kzyjc.2019.1479

HETMCPDDPGHYE HE A= F AL AL 532 B i ]
The method and application of intelligent vehicle path planning based on MCPDDPG
PEhil 5Pk, 2021, 36(4): 835-846  https:/doi.org/10.13195/).kzyjc.2019.0460

e N e R AR R A S RES
Multi—objective vehicle following decision algorithm based on reinforcement learning

P 5 HL%E. 2021, 36(10): 2497-2503  https://doi.org/10.13195/j.kzyjc.2020.0426
BT - B BE A NI LG BB A5 4

Formation keeping control for manned/unmanned aerial vehicle formation based on leader—follower strategy

Pl 5 k3. 2021, 36(10): 2435-2441  https://doi.org/10.13195/j.kzyjc.2020.0453
I R AL RE A B IOk % ekl % 22 H AR R )

Multi—objective planning of dynamic wireless energy transmission link based on microwave wireless energy transmission

PR S5 2021, 36(12): 3039-3048  https://doi.org/10.13195/j.kzyjc.2020.1187


http://kzyjc.alljournals.cn
http://kzyjc.alljournals.cn/ch/reader/view_abstract.aspx?doi=10.13195/j.kzyjc.2023.1053
http://kzyjc.alljournals.cn/ch/reader/view_abstract.aspx?doi=10.13195/j.kzyjc.2019.1479
http://kzyjc.alljournals.cn/ch/reader/view_abstract.aspx?doi=10.13195/j.kzyjc.2019.0460
http://kzyjc.alljournals.cn/ch/reader/view_abstract.aspx?doi=10.13195/j.kzyjc.2020.0426
http://kzyjc.alljournals.cn/ch/reader/view_abstract.aspx?doi=10.13195/j.kzyjc.2020.0453
http://kzyjc.alljournals.cn/ch/reader/view_abstract.aspx?doi=10.13195/j.kzyjc.2020.1187

393 5511 W = % 5 xR Vol.39 No.11
20244 114 Control  and  Decision Nov. 2024

ET % Birf X NMET DA EFRI R E R ERBTHEIRER

AR 2, A & FmAL
(L AR N TE RS AR, BRI 430074; 2. RIS M4 78I % 42 0%, RIX 430074)

8 O DA EIBM AR B SZIL T TolkZEF= [ A AN “TRNAL” 1 R 845 Tk g ) R G e 2 8 2 10 AS
B2 A . B S B AT T SRS AR P E B 2 A R 5 T Rk 22 A SRS AT AE v 9% LA TG AR ~F b 4 il
RGN ity 5 M A v 1) 2 4 SRS YRS AR ATAE PR 92 00 il 8, 2 HH — e 3 22 H B 11 22 4 SR i [ e S vk, @i
Ve B 22 4 SR Bl IR B S IA JE. 22 4 SRS 15 Ty B 22 A SRS (14 [, ) s IR WA A A ASE 2R R o 5 XK A A 2
of 4 A SR 1) IRV W 25 J8 P LA B SI e B 484 i P ek 5 IR JE AT A, 465 25 I3 vt 1) ] 82 52 XU R, A 22 B A
A SIE S B AME 5 Tk 35 RG0S Wi P R SR, B R, DR 47 I T8 A B 5 XL RS8N
oF G, 3 AR L AGAIE BT A HE 7 v A R

XHEIR: B MNESF Tl iEHl R FEE%4: Thebzed: RS 2 Bir: KE#E

FESHES: TP273 RAPRESAD: A

DOI: 10.13195/j.kzyjc.2023.1053

SIFA&N: SRR, XUBE, 128, %5, BT 2 AR E N E 5 Tolk i R 504 4 SR mE P [R) W 3 (7). #5553 3K, 2024,
39(11): 3617-3627.

Multi-objective cooperative decision-making of security and safety
strategies for unattended industrial control system

GUO Wei-jie', LIU Lu', DU Xin', ZHOU Chun-jie"*!

(1. School of Artificial Intelligence and Automation, Huazhong University of Sicience and Technology, Wuhan 430074,
China; 2. School of Cyber Science and Engineering, Huazhong University of Sicience and Technology, Wuhan 430074,
China)

Abstract: The development of industrial Internet has realized the “reduced manpower” and “unmanned” industrial
production. At the same time, industrial control systems are also facing more information security threats. Aiming at the
conflict between information security strategies and functional safety strategies and the conflict between the security
and safety strategies decision objectives of the field end and the monitoring end of the unattended industrial control
system in the implementation process of information security protection requirements, this paper proposes a
multiple-objective collaborative decision method of security and safety strategies. The collaboration of information
security strategies and functional safety strategies is realized by setting security and safety strategies collaboration rules.
A risk return quantification model is constructed to quantify the risk return attributes of security and safety strategies
and a conflict risk quantification model is constructed to quantify the increased conflict risk associated with
implementing security and safety strategies. Combining the acceptable risk thresholds of each field end, a
multi-objective optimization algorithm is used to achieve collaborative decision-making between the field end and the
monitoring end of the unattended industrial control system. Finally, the effectiveness of the proposed method is verified
through simulation using the unattended pressure fan control system in the coal mining industry.

Keywords: unattended industrial control system; information security; functional safety; collaborative
decision-making; multi-objective; risk control
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