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Distributed attack estimation of heterogeneous interconnected

cyber-physical systems under FDI attacks

CHEN Li, GUO Sheng-huiT

(School of Electronic and Information Engineering, Suzhou University of Science and Technology, Suzhou 215009,
China)

Abstract:
cyber-physical systems with false data injection (FDI) attacks and sensor faults. Firstly, the system state and sensor fault

The problem of distributed attack estimator design is studied for heterogeneous interconnected

are augmented into an equivalent generalized state space model, and the distributed attack estimation observer is
designed by using the model and the correlation information between subsystems. In the design of the distributed
observer, the intermediate variable and the output estimation error feedback term are introduced so that the observer has
a flexible parameter matrix structure, which is suitable for heterogeneous systems composed of subsystems with
different state dimensions and realizes the simultaneous estimation of attack signals and sensor faults. Then, the stability
of the dynamic error system is analyzed, and the H., performance is employed to suppress the influence of attack
signals and external disturbances on the estimation effect. Meanwhile, the solution method of the observer gain matrix
is obtained as a linear matrix inequality. Finally, the feasibility of the proposed attack estimation method is verified by
numerical simulation and comparative simulation.

Keywords: FDI attack; interconnected cyber-physical systems; heterogeneous system; distributed observer; state
estimation; attack estimation
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T RGNV T RG22 AN IE 7B 9 da (t) =
sin(0.77tt), do(t) = —cos(0.47t). IEHE, = Ey =
I3,61 = 6,k = 5,11 = 2,72 = 3,411 = Hi12 =
LG = 9,60 = 3. 1 (17) AT R 25 F 48 2 55 %
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[0.0037 0.2301 —0.0337]
0.0001 0.0026 —0.0004
~0.0104 0.0225 0.0013
—0.0017 —0.0529 0.0089
0.0140 —0.2538 0.0326
0.3748 —6.7778 0.8703

L121 = 104 X

37.8731
1.1199

[ 24302 27.6955
19.0229  15.6234
—15.6263 20.8778  42.2655
—5.4285 —29.6888 —32.9860
| —4.5351 —284.1874 —360.2424
WET RGN PRESYIEA
[0.03358 0.005 0 0],

T RG22 RS WIE N [-0.0626 0 0]7. F R 581 M
TRG2MPRE M ELERWE 2R, Hde,,, (i =
1,2,3,4) KT RG1 HEHE MRS PNTHRZE, ey,
(i = 1,2,3) FRT RY2HFH ARSI HREZ.
A DUt W25 Be % HE A A v A R 45T R G
RA. B3 IR T FDIBCHAE 5 FAR A b 1) ik 1
R, HoF ey, ~ ew, AR T RS0 HIT 2582 I FDIIK

L122 =

1.0
= e, == 0l —e
)
= 057¢}
S
ST
<
-0.5 .
0 4 8 12 16 20
t/s
1
) --c ve, —e
N:
Q{ 0 - S— LS — — — —
&
,1 1
0 4 8 12 16 20
t/'s
2 FRGIMTFREHRSMEITRE
2
g —
o 0 T
© -2
—_, ==
_4 1
0 4 8 12 16 20
t/'s
1
—_C -
N

3 FDIKHMEIHREFERIFJHPEGITRE

TR 2, ef.,~ ep, RANT RAE VT REG2 1%
JERAS WA TR 22, Eh P 3 AT L TR L A kB4
5 DL A IR R P i T AR A N 1.
3.2 XfLEfhE

1 B 4 Fros ) 4 X 3 H I CPS 1 HoAS
B pR TR b7 P R 2 R R G AR LR T L
B3 WU DL S AN T, N AR A 25 B8 R A
B AT X B AR IR

@i(t) =

k
Ale(t) + Blul(t) + Dlwl(t) — Q4 Z Hij.’L'j (t),
j=1

yi(t) = Cimy(t),
i€ {1,2,3,4). (28)

4 AXIFHEELCPS

1§51 rank(C;D;) = rank(D;).
X1, X33 (i € {1,3}) IS EEFERS 4R
-1 1
°H?  2H? 2H?

1 1

Teni Teni

1 1

- 0 -
RI'T,,; Ty

0 — 0

S = O =

k
onl; 0 0 0

Lj=1 J

- T
B; =100 0] , Ci =[I3 03x1], a; = —1.

gt
DP = 1.5, H” = 0.02,
Tuni = 0.17, Ty = 0.4,
R? =0.05, Ti; = 0.05, j € {2,4}.
X2, Xk4 (i € {2,4) FISEIEREI T

~15 1 —0.703 0
~15 0.6 08 02 0
Ai = ) Bl = 1 )

0 03 -2 2
2 —15 05 -2 0
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. 1000

D; = ,Ci=101020]|,a =-1.
01 110 0

HAF T, =0.35.

BOE AN XA T RGNS HER N

—-005 0 00
—0.1
H, = 0 0100 7
0 0 00
0 0 00

o {i,j,i # 5} € {1,2,3,4}.
R BE 4 DX, X33 1 X 3 38 31 i 3 ek,
FDIFE A5 5 W3R 1R, X3 2 X354 RIE ) 2y

F=1 X1, XiE3WFDIKEES

t/s [0, 2] (2,3] (3,8] (8,9] (9, 15]
wy(t) 0 0.02sin(57tt) 0.2sin(37tt) 0.02sin(57wt) 0O
t/s [0,5] (5,7] (7,15]
ws(t) 0 0.1t cos(0.57tt)

FENE UL 1R, 20 A P B 5 5 VR A SCHR [24] J77%,
XX X353 o 8 FDLEGH 5 5 AT i, Al 2%
Rl 5 fras. AN S sl USRI RPOE R R
Gf (ARG PERE, S8 UIE 1 TR 59k (0 T AT 1.

0.5 , - 0
£
03, 5 10 15
t/'s
4
& 27
g 0 _—r“'l/\/\/
_2 1 1
0 5 10 15
t/'s
10 [24] [24]
0.5+ |
0 I N
1
-0.5 :
0 5 10 15
t/'s
B 5 1ER ATt
1§52 rank(C;D;) # rank(D;).
ARG X2 X34 1 1 S HUE RE C;
N
001 1
Ci=100102|,:i=24.
0110

LGS, 25 5 B UE X 452 X 35k 4 )1 R S8 AS i 2 S0
MR [24] BT E& LI 28 3 rank (C; D;) = rank(D;) fULHC
A

FENGOL2 T, Bl 6 M 7 73 Al Je s 1 A ST i M
D28 AN STHR [24] BT 52 H D000 28 %0 Bk 45 -5 A o
ROR. BT H STk [24] N 2§ T A REBE AL
THH BCHAE 5, TAR SC TR AL 85 4 S8 BT DL SE B 2
5T HIHERR AT

0.2
(3: 0
2
-0.2
§
0 5 10 15
t/'s
1
e --e
1
) U ——
1
,1 1
0 5 10 15
t/s
6 BB ARG AR ST
2
B —_— -
2 ,-'/‘\ i,
— - ’ \ /
= 0 == == \ 7
o \ 4
2 v ’
AT 4
_2 1 A4
0 5 10 15
t/s
2
. —_ - - 1/@'3[:4]
s R r
\m 0 P /, ‘\ 4
(§; o % 3
= 1} ’
N 7
-2 . -7
0 5 10 15
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7 1B 2B SCEK [24] FTiR AR R T

SR tE UL LR O 2 T PR 5 o0 B A5 5
A TE R, WY 17 A2 15906 A2 SCHR [24] T8 H 0000 25
FATUG FE 2% AT X5 A ST SR 25 P A s, i3k — 20 15 B
T ARSCTT I RE 5 50 IR SCHR [24] BT #2025 f) UG o 2%
(55

B2 Oy 7SR F SR LI A AR I K R R
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e SCHR [7] F AR o 1) SO0 00 25 2 A7 % b 41 B, A 7 3.1
T ARG2HFERE S i H SR IS, Kl ey,
TR B G TR 2. 8 G0N H Al TR 22 S B0
D T A TR, S 1O & A TR RE.

15

B8 IR ITRERLL
g W
ASCHR T o3 Ar ORI & BT T3 32 H LA A

THAS PR ZS 48 7 52 G0 28 B HLIEC CPS RS
FDI ML {5 5, R 58 1 & 48 1AL a8 b, 7 A
ROV &3 BE T v 51N r 18] 22 B A A T 9% 22 I 13t
IGT, A4 UL I 5 425 1 A% G000 I &% 1) UL S 2% 1, B A
A RGNS BOERR S, (EREDNE RS
BEATREE ML M I, ) P 2 P B AN S5 AR 2 U
D23 S AR R SR v e B N EUE A E
ASxt A B BIE T iR R B AT AT PR AT £E
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