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A survey on secure and privacy protection of multi-agent systems
consensus under cyber attacks
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Abstract: Multi-agent systems achieve overall objectives through information interaction and coordination among
agents. Research on consensus of multi-agent systems not only reveals the characteristics of self-organization and
distributed control but also demonstrates significant practical application value in fields such as computer science and
artificial intelligence. However, as interactions among agents heavily rely on network communication conditions, the
frequent occurrence of cyber attacks during data transmission poses severe challenges to the secure and stable operation
of systems. Therefore, this paper aims to summarize the research progress on consensus security and privacy protection
of multi-agent systems under cyber attacks. First, the impact of attackers on the confidentiality, integrity, and
availability of information transmission is briefly illustrated, highlighting the vulnerabilities of systems under three
typical attack patterns: eavesdropping attacks, false data injection attacks, and denial-of-service (DoS) attacks.
Subsequently, based on the characteristics of different types of cyber attacks, the paper discusses secure control and
privacy protection issues in consensus research from the defender's perspective, while further summarizing commonly
used detection and defense mechanisms. Additionally, the study comprehensively reviews the development status of
distributed control-related research branches, focusing on secure control strategies under false data injection attacks and
DoS attacks, as well as the design of consensus privacy protection algorithms under eavesdropping attacks. Finally, the
technical challenges and issues in the research of consensus security and privacy protection for multi-agent systems are

analyzed and research directions worth exploring are further outlined.
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(1) DoS Briti, M 75 K F B AL 3 7 72 LA K Bl L8k 3%
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S P AU () OR S7 PR RIS % 26 T DL B e, dt—2P
FRAL 7 3% 2, DUSE I A8 i R AN [R] B B AR ) A
3T IT 1R UL SO B S R IR 2.
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1) Z0BRATTTE.
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RE S AN W FAR R X AR T 4R
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K, B R PR R =, (EBRAL PR SO0 ALK
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iok 1 R BRFA T € OB T AFs i B RA O AP O FE . 1
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[F)ZS 0 A7 AN B SCmy « o, T 2
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FNERS, BRAZINE AN R A e 5k, MefEf
VRINE, FRAZN S R T [ 45 0 2 vk [ B i A2 () 2
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[Fi) 5 0 % 7 2 AT DASR Bt e 4 1 2 A, AR U i
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3) R RITIE.
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N 7T, I AR RS o A it PR ),
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B, T2y XEBRT A1 CAAM R A SRR T L, R
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e AT RERT I BE A IR, 2 A Hofth %
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JEN;
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BT %G5 R, — s BV IR S 2 R 7 A N
Mol T AN, IR A M R TT E T HR F
T HAd I 5, tns B U A sk )
IR 3% R O e ) 20 5 2 ) )

3 AT 3 RN E B AL TR IE 3 5
TR 2 B AN B8 A ) b A 4
4.2 BRI TR

E2 R Rk R G, BRI 7 =& R
B 2R 45 20 4 MR M 1) EE IR, A R R I
RAEEAE B R AR N PR HERA R B S IR AT
IR, Ayt — 0 Wit A3 B B AL Al B2 pt L Al b i
A BT 980 Bt Xt R G e RO RS . I B R
I 75 5 A3 K BN AR L R 75 K AT K- #8507 K
D&, T IX 3 2 S ) 3 BRI S R I O ik
A7 Ui B, 48 7R SO R TE 2R 45 A P R R B B

1) KEIHEAR.

IKERFE AR —Fh BB B A, @i 17 R G
P iM% 5 IO A B o NRFER I T8 (BRI
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AT 380 Fr) A R R TS AL B K ERE B, AR KBNS 5 02
75t 2K B SR S W B i it 75 52 3 T PR AR 5
PRI IXRh 3 BRI AT LA RN Bl By, L
HA B m W p i, M AR i, (H T RGP E
AN TIKEMES, TRE S5 RGEMEREIE K — e i, 75

LAWK N5 B 5 R G0 1R H I8 AT LA (R~ AEAE
FERERBUHRE NG G OL T, v 1 SR Rl
a0 Tty BRI 8, SR [79] A% R SR BEAT
T KB AR A B R A A% AR S D 2(t),
TN ZEALLSCRR [79], 283 7K BN AR AL B 5 i dhs
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Horr: m &R, w(t) AL R 53 A 1A &
AR R, 8 2, (0) FEAL R 22 3]s (7)
JIt s HA EE A1 -6 P 71 2 R A B N B 52 I
s AT i A2
Zo(t) = T(t)2,(t) + b(t). (19)

FE T KENME 5, X F 20 i o AT T S AL 2,

CIPSCEE
Z,(t) =T () z(t)+[(T(t) —Dw(t)+b(t)]/m. (20)

A1 (18) AT BLA 8 H R 7 m MTBEN L3S Fw ()
A RBRIC T B EARIE S5 0(), R0 m Al
w(t) KA IE BT, AT DL e R AR N el A )
ML, (H F I A B A AE RO S 0L, KBNS 5 ek
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i, 5 FLAERE m, WIA(E) 2 B B mh &5 5
Ai. MM B AFAERS, 2(t) &5 B L B )IA m F2E
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(5 4 1, 5T v 0 0 AT PR 5 22 Y 1 R g R
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K-L 50 A ) 2 — b 2 5 2R 1 20 A 22 S5l
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i AN e 3 5, AR HE 28 o0 A Al v 1 B SR B . K-
L BRI LR,
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G347 Py Z T ) K-L 85N
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BT DAL sE 3, STk [84] i 51N BLF A 3R
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