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Abstract: This paper addresses the containment control problem for linear multi-agent systems (MASs) under hybrid
cyberattacks by designing a memory-based adaptive dynamic event-triggered mechanism. First, to accurately
characterize cyberattacks, mathematical models are developed for both denial-of-service (DoS) attacks and deception
attacks; concurrently, a state observer is constructed to estimate the unmeasurable states of the follower agents. Second,
a memory-based adaptive dynamic event-triggered mechanism is proposed by incorporating historical observed states
and adaptive updating rules, while considering the impact of cyberattacks. This mechanism proactively integrates the
deception attack signal, enabling it to perceive and quantify the impact of malicious data tampering on the system. It
also ensures immediate data transmission recovery upon the termination of DoS attacks, thereby substantially
mitigating the adverse effects of cyber attacks on system performance. Furthermore, a switched containment control
protocol is designed based on cyber defense strategies, utilizing the observed states and the event-triggered mechanism.
Through model transformation, a switched error system is constructed, transforming the containment control problem
into a mean-square stability problem for switched systems. Then, by constructing a piecewise Lyapunov-Krasovskii
functional, stability analysis is conducted to derive sufficient conditions for mean-square exponential stability of the
switched system. The observer and controller gains are obtained by solving linear matrix inequalities (LMIs). Finally,
simulations are provided to verify the effectiveness of the proposed method.
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LT R (6) d1 Y fhver, ., (8) BEFEAIF

Z ﬂratk—r+1 (t)
r=1
Z B (th—rirh) =
r=1

= ((toh+ 1h)—

(L=p()) Lo (&5 (E=d(t)) =} fr g (D) H-

PO Ly (f(2;(t=d(t) =D 1 f (@ p-ria(t))).
(12)
BE— PR, SFAH AU (6) A5 A N B
(Z ﬂrstk—r+1 (t))T(Z /jT&tk—H_l (t))

e'(t —d(t)) (I © C)'< ()5 (t) X

r=1

u(t) = (1= p)(Ls ® K) ) [ pprii(t)+

(Le ® K)ay(t — d(t))) + ()(( K)x
ZMT l'fk T+1 ) (L2®K)f(xl(t_d(t))))?

t €S, =[Sn, 8, +a,)
u(t)=0,t€ A, =1[8,+ an,Sn1)

(15)
VT ARSCRH RS E EE R DoS Wi
AR B T o7 A7 I 22 B R A R e A 2 5 ) i) i@ 1%
P BARYE DoS Brak I BOE RS #EAT 73 Bede it 7EI
PRI, #2815 5 IR AR 4, B2 Y /e Az il
M s A5 VU 5 B0 3, AR 50 P A S8 A B B 35 B R
RGATAEHITES, LI A, () =0, X—RERF
& i 9k B DoS Bk T BUH 15 M 1) SEBRRFAE. 51
Hiy, PR I T R B AR A A O ) 2k o KL
AR 3 B Bt AR T, I Bernoulli 73 A1 SR RALE
Wi Bk P 8. T SR B 2R G T I 22 il R 248 T
9437/{5’1/5 $I7 S, A BCRA B I AR S
IR 3 1
24 RERGMIE
YRS T DoS Bt ARARIARS, #1145 5 RE 1E
AR, IR B e iR sh S TR R E A
iy (t) = (In ® A)xs(t) + (I ® Blu(t) =
(I @ A)x,(t) + (1 — p(t))((L, ® BK)x

Z,Lbrxf k— 7‘+1

p(t)((L, @ BK) Z fir f (g 5mra (1)) +

(L, ® BK) f(z,(t — d(1)))). (16)
F U BB RS B R Bt
#1(t) = (Iy_a ® A)a(t). (17)
5 I B8 0 2507 TR S v BT
() = (Iy © A)24(t) + (Iy @ B)u(t)+
(I @ GC)(wp(t) — 4(t))- (18)

+(L: @ BK)x,(t—d(t)))+



FxH

;?[3}%4% %,; A F*]%&-‘J&'F%%ﬁf&

| 5) & F AR R AL B AT AR AR B 42 ) 7

58 SO B2 IR 22 &,(t) = 2, (t) — 2,(¢),
e(t) =lej(t),e5(t),... e )] HRFH:
é;(t) = (In ® (A — GO))ey(t). (19)
SE X B R AR R G BRSNS i 2
NT(t) = a,(t) + (L, 'Ly ® L), (t), LR REMR R
g5 b B R 5 15 B R L AR 2 R F (2, (1) =
F(2;(t) 4+ (L, 'Ly @ L) F(x,(t)). B 5 AT %0:
1F(Z;(8)]l> < AllZ 7 (8)]]5 (20)
MR (12) A7

(1— )(L, ® BK) Z Ty pm i (

p(t)(L, ® BK) Zﬂrf(jf,kfrdrl(t)) =

(1 p(0) (L @ BE )iy (¢ — d(t)) +
p(0)(L ® BE) £(2(t — d(t)))—

(1 ® BEK)S fiven (1), 21

m@ﬁ&%*%}wﬁﬁmwﬂnxanﬂﬁr
Zp(t) =, (t) + (L' Ly @ L)dy(t) =
(I ® A)z(t)+(1=p(t)) (L @ BK)x
Tp(t—d(t)) + p(t)(Ly ® BK)F(t — d(t))—
(1= p(t)) (L, ® BK)e,(t — d(t))—

(I ® BK) (22)

€ty +1

L5(t) = [f;(t) ef< )T, HI (19) FIst (22) -
5(t) = AS(t) + (1 — p(1))Bé(t — d(t))+

p(t)HE(t — d( EZ;} € (). (23)
Hoep
A | m®A 0
- 0 I, ®(A—-GQC)

B_[L1®BK L1®BK}
- 0 0 ’

(24)
P I, ®A 0
/\EPA = 0 IJM ® A :|
Wi ERIRE R GG R, 2B R R

GBS E RS B AR, 8 HAUEHORZE R G (24)
L BNFRE, RN 2 2 Be R 2 G A0 45 ) ) @ A% 40
X PRI 1 22 22 Gt R A 1 )
2.5 BEEHISN

AT FEE I L-K 32 R T VER SR & I 2% Bt
TR ZE R G (24) AR TE VR b 5 1) ) . 7y
A AHE G R o 20 5]

I XA RN AR T, R SR
BES, =S, > OLA RATEAEFEY,, X BT A al i ok 450
z:[0,7] = R, FHIAEGEARAL:

—?L:@W@S@@ﬁbg
-12] 3 ’ETH‘Z} @
Hirw =zt) -zt —1()), @ =zt —7(t)—
x(t—7),0< 7(t) < 7.

313 2% X FHEREC € R, KA FAE MR
XFNC=E[ N 0]E, Hd ERESHIIEE
SRR, W R EET =1, FET =1, B % B Cf %%
rank(C) = ¢ WM, >0, R, € R™*™ R, €
RO-mxom) g fe ) = B [M1£2Pﬁmz
WA SRR, (643 CJ, = J,C.

BIH 3™ g EIEESN P, SHERES >0, F
FIANGE A RAL:

—PS™'P < —26P + 6°S. (26)

T 1 W THEZEESHL, L, ., SunllH
PR fie 5 DoS Buahi F1 B A S5 (1)1 B B 1) 2 & e
KRG, R EIERR A, oy, g, i1, iz, 0 < p <
L,0<o<1,0< g < 1LA K 3 il B 14 25 50 B
KOFIULIN 28 58 8 56 BE G 00 , W7 B & 4E 1F E %
WAHFE Py, Py, Qiy Qi Wiy Wi (3 = 1,2) BL X FK
FEREJ AR X, X, (1 = 1,2), /30 R A%
AROL, MR ZE R G (24) BT a8 €, HAA T

HA = (2008, — 20500 — In(fifiz)) /12, EIF W
RS HLE] (6) FHaEHI P (14) SLFEEH T
S B .
2 = [Byliciscao <0, (27)
Y = [Y)cijes <O, (28)
B[f/ ‘;(—V]>0, [V; )‘;}>O, (29)



8 # # 5 x K FxE
P < ,azp p < [hp 244 =Iu® ( W, + aQX + CL2X azWQ)’
Q<@ . {Q<mQ . (0 T =Ly @ (-a:X] + a W),

W < [L2V~V W < W i:55 =1y ® (- a,Q ) a2Wl)
R R Yo =1, ®(—a — a,W,

ln(ﬂlﬂQ) + 2a2amax - 2alsmin < O (31) — ” " ( Q2 . 2)
277:IM®( 20P1“|‘0W1)

/\EP ESSZIM®(_2OP2+O WQ))

Yh =Ly ® (20, Pi+Qy —a, Wi+ J," A+ A")), SRS R, e = A4 T B iR T & Ak

S = (1- p)L, @ J,"BK+

Iy, ® (A", +a,W, —a, X,"),
YSu=-1-p)L,®J,"BK, £, = I, ® a, X,",
Y, =1y @ (P + A", — J,"),

Yo =pL,®J,'BK, ¥, ,,= -1, ® J,' BK,
Yoo = IR, P+ Qy — a,Wo+J," (A—GO)

Iy ® (A= GC)'J),

Yo =1y @ ((A=GC)'J, + a.W, — a, X,"),
Yoo = Iy @ a, X,",

Yo =1y @ (P4 (A—GC)'J, — J."),

Y3 = (1-p)L, ® J,"BK+(1—p)L,"@ K"B"J, +

Iy @ (—2a, W, + a, X, + a, X," +A°1,),
Y5 =—(1—-p)L, ® J,"BK,

Yo = Iy @ (—a, X" + a, W),
Yo=(1-pL"®@K'B"J, — I, ® J,",

Y3 = pL, ® J,"BK, %,;,,=—I,, ®J"BK,
Yu=Iy®(-2a, W, + a, X, +a,X," )+

(I, @ C)" Y™ (I, ® C),

Yie = Iy @ (—a, Xo" + a,Ws),

Yuw=—A1-p)L,"@K"'B"J,, Y4 =—1,®J,",

Yis = Iy ® (—a,Qy — a; W),

Yoo = Ly @ (—a,Q, — a, W),

Yop = Iy @ (BPW, — J, — J,1),

S =pL, ® J,"BK, %,,,=

Yes = Ly @ (WPWo—J,—J."),

Y00 = — Iy @ 1I,,

S =1y ®20,P +PA+A"P,+Q, —

Sy = Ly ® (@, W, — a,X7),

Y5 =1y ®a, X', X, =1,0hA"P,

Yoo = Iy ® (=20, P, + P,A + A"Py+
Q a2W2)

Sos = Iy @ (a, W, — a, X7,

Yoo = It @ ax XY, Sos = Iy @ hATP,,

Yas = Ly @ (—a, Wy + a. X, 4+ a.XT — a, W),

s = Ly @ (—a, XT + a,W,),

—I,,® J,"'BK,
2_]99 = _IM & Inu

aZMN/vl),

HRTTERBEN O,

diag{I,; ® P,,I,; ® P},

diag{I,; ® P, I, ® P,},

diag{ly ® Q1,1 ® Q,},

diag{I ® Q1, Iy ® @5},
tag{I,; @ Wi, I,; ® W,},

d

diag{/ ® W17IM ® Wz}
diag{l,; ® X, I,y ® X,},
di

ag{IM ® X17 Iy ® X2}
=di ag}w{glagly .- a§1}a

)b T T 00wy
I
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EB] BHXF DoS B AR IR 1 -5 3% 5 391 2 Sl i+

2ash

(1) B ARG 4T DoS B RHRI, Bit € S, =
(S, Sn + a,) B, #IEWIF L-K 32 B

t) = Z Vis(t). (32)
Hor
Vii(t) = 0" (t)PS(t),
V(t) = | t e s>5T< )QS(s)ds,

‘/’&%w—%%‘aﬁ (24) ATV, (¢) B
E{Vi(1)} = —20, V() + 20,8 (£) P (t) +
2E{8"(1)P3(t)} + 6" (1)Q4(t)
e 26T (t — h)Q(t — h)+
WE{S ()W)} —
Ak 6’281(’5’3)(;5T(8)W§(s)ds. (33)

t—h

" (5)W(s)dsdo.

FIFGIE 1 X530 (33) rh B AR IUHEAT AL P

_hj

e 2o (=) s)Wg(s)ds
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A & F AR K IF ST A

_amn [ _8(t) = 3t —d(v)) }
€ 5(t—d(t)) — 8(t — h)
W X" 5(t) — &6(t —d(t))
[X W}X{w—dt»—é(t—h)}
(34)
b, HHARZE RS (24) AR T B4
0= 2(87() + 87 () + 87 (t — d(t))) J"(AS(¢)+
(1= p(t)Bo(t — d(t)) + p(t) HF (t — d(t))+
EZM%+1 - 8(1)). (35)

HJ = diag{ly ® Ji, [y @ J,}.
2 SRAEHE AN R MR S AE I, = (13) RIS

(O e OV (O ey (1)

eNt—d(t)) (I @C)' Y Y (I, @C)e(t—d(t)) <0.

(36)
;H\:EPT = diagM{glv STERE 7§1}
FH 1.2.3 19 R O B A 28w, AR SR AR 2k

BRI f (2, (2)) 13 2 G o 52 R O 2 ik, HH =G (20)
CIESS
NZp(t—d(t)z,(t —d(t))—
Fit—d)F(t—dt)>0. (37
5E SN R SRAR B
£(t) = [z;(t), e;(t), z,(t —d(t)), e;(t — d(1t)),
zy(t = h), ef(t— h),z (1), & (1),
t), Z firge, ., ()]
22430 (33)-(37) Al 15
E{Vi(t)} < =20, E{Vi(t)} + £ (1) ZE(E).  (38)

43 (27) BRI, RZE RS (24) fa¥case, A
E{Vi(t)} < —2a,E{V;(#)}. (39)
(2) HBRGAT DoS Wiid ik, Mt € A, =
[Sn + Ay Sppr ) B, FIE DR L-K 32 PR

Vi(t) = Z Vai(t) (40)
Hrp
Vai(t) = 67() Po (1),
Vio(t) = [ €27207-967(5)08(s)ds,

t—h
Vi () = h fﬁ LG 22095 ()6 (s)dsdo.

S ST AR

£t) = [z}(t), ej(t), 7} (t —
T.(t—h),e;(t—h)".
KA N (1) LRI AC B T34, eAb, FH 51 3
3R AT, @ PW, Py, 1y @ BW, P,
AT AbH AT 45
E{V,(t)} < 20,E{V4(t)} + " ()ZE(t).
A3 (28) LI, 1R 7 RS (24) FRERRE, R
E{Va(t)} < 20,E{V,(t)}.
b IR UE B I FE AT 0
E{Vi(t)} < —2a,E{Vi (1)},
t €S, =[S, +a,)
E{V,(t)} < 20.E{V4(t)},
te A, =1[8+a, Sni1)
i3 (43) A5
E{Vi(t)} < e > E{Vi(s,)},
tesS, =18, s, +a,)

E{Va(t)} < 2207 E{V(s, + a,)},
teA,=I[s,+a,

d(t)), e;(t — d(t)),

(41)

(42)

Sn+1)

Bl L-K 72 B S H0E e 2 2 (30), Bl T4
E{Vi(sn)} < mE{Va(s. ")}

E{Vi(s, + a,)} < mE{Vi((s. +an) )}
SABh TR UE L AR, 540 P AR L i
(3) 4t € [s,, 8, + ),

E{Vi(t)} <

-2 (t—s

—

YE{Vi(sn)} <
")ﬂzE{%(Sni)} <

e

872/071(1575

. <

emalto ) (In(fiq fig) +20 2amx—20 1 s,

WE{Vi(to)}. (46)

(4) &t € [s, + an, Spir) I,
E{V;(t)} <
2ozt BV, (s, 4 a,)} <
e?EQ(t—Sn_an)ﬂlE{‘/l((Sn + an)_)} <
.. <
L i (to) (01 82) 428 20 —23 150
L o051+ 2 ) BV (1)),
L2
(47)

1, t €[s,, s,+a,)
ENw=41 &

—, t € [Sp+ pySny1)’ o

25

(46) H1 (47) 715



10 #= # 5 *x K Fxt
E{V(t)} = Sy = —(1 - p)L, ® BY,
= ona(to,t) (In(f1/i2)+20 2 Q=2 1 Sin) < IS AT  _ a
wel | B B E{Vl(to)} X Y =1y ® (_ale + G1W1),
~ (14 7) (01 A2) 4270 2Gnax— 2@ 1 Suin ~
el 1) (n(aai2)+ 'E{Vi(t)} = Sy = (1= p)L @Y B — I, @ J,,
Gl 1n(A1fi2) 420 2amu =2 1smin) o = AR LV (4 )1 ~ . _
it} (48) ?39 =pL, ® BY, 33,0 = -1y ® BY,
:H:EF‘A _ 2alsmiu - 2a2ama.x - ln(ﬂlﬂZ) 23!11 = ?\IM ® Jf?
>~ - / . 2 . aT
e b EM:IM®<2%wa+mX-+aXQ
HAA > O, BISC G RAZH, im B{V (1)} — $m L ®(-3 T )
NI N s N = ®(—a +a )
0. KU RIE R G o) HortRE, By 0T T T T e )
A, G EH | HE. S =—(1 =)L @Y B, Bus = —Lu @y,

SEE 2 W T HA SR R AR
DoS H it AL A S5O\ ik Bn Bk 1 £ 3 etk A 4,
TELEIERR R b, [iy, flo, 00, 0, 0<p<1, 0<o<1
10 < ¢ <1, 10142 76 36 4k iF 52 S AR5 P, P, Q..
Qo Wi Wii = 1, 2) WURHTRAERE J,, ¥V, GRIER
S X, X, (i = 1,2), (A0 F RS R L, W%
R4 (24) 7t ERa e, BN R W% RS L P A& %
A 47 o % 48 2% U ) 8 46 25 T o K =
YJ', G =GEN-'R,, ' NE'53.

2 = [Ei]iciic <0, (49)
i = [iw]l@ s < 0, (50)
N 2 2 20
WX >0, MN/ ){ >0, (51)
X W X W
PP (PzirP
Q>7'Q » 1Q=7i'Q (52)
W > ﬁ;1W W > ﬁ;lﬁ/
Hep

S =1Ly ® (20, Py +Q, —a, Wy +AJ, +J, A7),
S, = (1-p)L, ® BY +

Iu® (LA™ + @, W, — @, X,),
Siu=—(1—p) L@ BY, S, =1Iy®aX",
S =1y @ (Pi+J A= J)), S =pL, @ BY,
Si10= —Ly ®BY, S =1y ®a, X!,
Soe = Iy ® (20, Py + Qu — a, W, + AJ,—

GC+ A"+ C"G"),
S = Iy @ (LAT—C"G" +a,W,—a, X,),
Sos = Iy ® (Py + A" — C"G" — J),
Ses = (1= p)L, ® BY + (1 — p)L," @ Y"B"+

~T

I, ® (- 2a1W1+a1X1+ alX ),

§)55 =1y ®(— alQ1 — al

f)% =1y ® (- a1Q2 - al

Sy = Ly @ (h? —J),

Svo = pLy ® BY, 740 = —Iy ® BY,

Ses = Ly ® (B2W, — J, — Jb),

Seo = Iy ® (=26, + 6°1,),

Sioa0 = Ly ® (204, + 6°I,),

S =Ty @1y, Sippe = Iy @1,
f}n:IM®(—2a2131+A151+1—9’1AT+Q21—EQVT/I),

Sire = Iy ® J) (L @ C) 1T,
1),
2)s

S = Ly ® (@, W, — @ X)),

S = Ly ® (0,X.), s = Iy @ (WP, A7),
im=IM®(—2a2132+A132+132AT+@2—EQVT/Q),
§324 =1y ® 2W2 - ag):(Z),

(a
S = Iy ® (0:X ) 228_1M®(hP2AT)
§33:IM®( 1—|—a2X —I—a2X —agﬁ/)
§35:IM®( 52)?'+a2W)
S=Iy®(—a W2~|—a2X2+a2X — W),
S0 = Iy @ (— 02X, + 62 W),
§355:IM®( a@ :),
§)66:IM®( a 62 ﬁ/ 2)s
S = Ly ® (—20P, + 6*W,),

S = Ly @ (—20P, + 6*W,),
SRS FRAERE, Ho E = R B ik T 2 A
Eé%fu%%i’ﬁ'yo E, N, N, [ 5] 2,

diag{I ® P 1y ® Pz}
diag{I,; ® Py, I,; ® Py},
dlag{IM ® Qly IM ® Q2}’

L Yo o
([
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é = diag{ly ® él,I]M ® éQ},

W = diag{ Ly, ® W1, Ly @ W},
ﬁ/ = diag{I,; ® V:VI,IM ® V:VQ},
Y= diagy {s1,.--, %}, a, = g2k

B EXNJ, =J,7", U=diag,{In®J,,...,

Ly@J,}, BE B R 7) £ AU, R
# X P =J P, P=JPJ, Qi =JQ.J.
Q> = J1Quds, Wy = LW 0, W, = JWod, X,
= J X J, Xo = L X0 J, Y = KJ KRS58 2
W1, f4EJ, = EN-'R, NE", fi3CJ, = J,CRoT,
& G =G B R, K BE R SR
Ji(Iy @ O)' Y'Y (I, ® C)J, 5, KA Schur #h 5| 5
HEATACER. JE I EORAR R, A 2 nT DAR B e 2 )
& @9). & XP, =P, P, = B, U = diag{I,,®
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Ly ® Py, Ly @ Py}, 465 5 1 st (28) £ 5. A7
® U, B E L O =P0OP, O.=B0.P,
W, = BW,P,, W,=DBW,P, X, =DPXP,
X, = P,X,P,, W33t (50). bk, R 2 052 b

3 HEST
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Bl RgHhiNEIaE
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SHEREI R
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M.
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T ULVE Y, FEASSC T RS R A B (6) A i) B
W4 MEHR, BREEE REAR 1-3 BERS ) 241 T B fE
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